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The Domain Name System (DNS) is a core Internet infrastructure that mainly 
translates domain names into network addresses, yet its operation reveals 
sensitive information about client activity. This thesis investigates the privacy 
challenges involving DNS resolvers, which occupy a central position between 
clients and authoritative name servers, and examines how privacy-enhancing 
DNS mechanisms are deployed and function in real-world settings. Using large-
scale active and passive Internet measurements from multiple vantage points, the 
thesis analyzes the adoption, performance, and interoperability of modern DNS 
privacy technologies. The results show increasing deployment of mechanisms 
largely driven by major public resolvers, alongside persistent challenges including 
uneven adoption, performance penalties, specification deviations, and growing 
centralization. Overall, the thesis highlights the tension between improved DNS 
privacy and operational constraints, underscoring the need for more robust, 
interoperable solutions.
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