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Network latency impacts the user experience for many current Internet 
applications and remains a key challenge for enabling future network use cases. 
However, the observability of latency in many network environments is poor, 
leaving both network operators and researchers alike with a limited understanding 
of the delays in modern networks. To improve the visibility of network latency, 
this thesis explores how eBPF can be leveraged to passively and continuously 
monitor production traffic, and how hardware-supported high-frequency active 
measurements can be used to capture the rapid latency fluctuations in wireless 
networks. We utilize our solutions to study the latency inside a wireless Internet 
service provider network, the packet processing time within the web servers, and 
the delays across the Starlink network. Our measurements reveal long latency 
tails in the last-mile access, within the host network stack, and from the resource 
allocation mechanisms in the Starlink network.   Our measurements thereby 
provide a better understanding of latency in current networks, while our novel 
measurement tools provide the means to study the latency in future networks.
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What’s the Delay? Understanding Latency Across

the Network

SIMON SUNDBERG
Department of Mathematics and Computer Science

Abstract

Network latency directly affects the performance of many applications that run
over the Internet. While significant effort is spent on reducing network latency,
the fundamental capability to observe latency remains limited in many network
environments. Network operators who rely on active measurements do not
get a complete view of the latency encountered by ordinary application traffic,
while the coarse-grained measurements frequently used by network researchers
fail to capture the rapid latency fluctuations in emerging wireless networks.

In this thesis, we explore the potential of technologies like eBPF and hard-
ware timestamps to address the limited observability of latency in modern
networks. To this end, we use eBPF to design two lightweight in-kernel passive
monitoring solutions that network operators can use to monitor the end-to-
end network latency and track the latency within the local end host network
stack. Through deployments in an Internet service provider network and across
servers in a global content distribution network, we demonstrate the feasibility
of continuously monitoring the latency in production. Our analysis of the
monitoring data highlights that last-mile access remains a significant source
of latency in end-users’ Internet connections, and shows how large latency
spikes can occur already in the early parts of web servers’ packet processing
pipeline. Additionally, we develop methodologies that combine high-frequency
active measurements with accurate hardware timestamps to gain a more de-
tailed understanding of the latency characteristics in wireless networks. Using
our high-fidelity measurements to study Starlink, we reveal how its link-layer
scheduling and apparent use of front-drop queueing impact latency. By studying
latency in various network environments, we thus advance our understanding
of network latency, and by designing new tools to measure latency, we provide
a foundation for future research on network latency.

Keywords: network latency, host latency, passive monitoring, active measure-
ments, Linux networking, eBPF, hardware timestamps, Starlink
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Vad är det som dröjer? Att förstå latens i datornät-

verk

SIMON SUNDBERG
Institutionen för matematik och datavetenskap

Sammanfattning

Nätverksfördröjningen påverkar prestandan för många av de applikationer som
körs över internet. Trots att betydande insatser görs för att minska nätverks-
latensen är möjligheten att observera latensen fortfarande begränsad i många
nätverksmiljöer. Nätverksoperatörer som förlitar sig på aktiva nätverksmätning-
ar får inte en fullständig bild av latensen för vanlig applikationstrafik, medan de
lågfrekventa mätningar som ofta används av nätverksforskare inte lyckas fånga
de snabba latensfluktuationerna i trådlösa nätverk.

I denna avhandling undersöker vi potentialen hos tekniker som eBPF och
hårdvarutidsstämplar för att förbättra möjligheterna att observera latens i mo-
derna nätverk. Vi använder eBPF för att designa två effektiva passiva övervak-
ningslösningar som körs i operativsystemets kärna, vilka låter nätoperatörer
övervaka latensen både över hela nätverket och inom den lokala nätverksstacken.
Genom att installera dessa verktyg hos en internetleverantör och på servrar i ett
globalt distributionsnätverk visar vi att det är möjligt att kontinuerligt övervaka
latensen i produktionsmiljöer. Vår analys av mätdata visar att accessnätverk fort-
farande orsakar en stor del av latensen i slutanvändarnas internetanslutningar,
samt att stora fördröjningar kan uppstå redan tidigt i webservrars mjukva-
rustack för bearbetning av nätverkspaket. Vidare utvecklar vi metoder som
kombinerar högfrekventa aktiva mätningar med exakta hårdvarutidsstämplar
för att få en mer detaljerad förståelse av latensen i trådlösa nätverk. Genom att
använda våra högupplösta mätningar för att studera Starlink avslöjar vi hur dess
resursschemaläggning i länklagret och köhantering påverkar latensen. Genom
att studera latensen i olika nätverksmiljöer fördjupar vi därmed vår förståelse
av nätverkslatens, och genom att designa nya verktyg för att mäta latens lägger
vi grunden för framtida forskning om nätverkslatens.

Nyckelord: nätverkslatens, ändsystemlatens, passiv övervakning, aktiva mät-
ningar, Linuxs nätverksstack, eBPF, hårdvarutidsstämplar, Starlink
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1 Introduction

The Internet has become an integral part of modern society, today connecting
over 6 billion users [1]. As the networks connecting us to the Internet have
evolved, the focus has traditionally been on improving the rate at which they
can transfer data. However, as data rates have steadily increased, with the
average data rate for broadband connections now surpassing 100Mbps in many
countries [2–4], it has become increasingly clear that higher data rate alone will
not be enough to satisfy the needs of all the applications we connect over the
network. Instead, reducing the time it takes to deliver a single network packet
across the network, the network latency, has become a key factor for improving
network performance.

For one of the most common Internet applications, loading web pages,
increasing the data rate beyond 20Mbps has been shown to have little impact
on the page load time, with network latency becoming the limiting factor
instead [5–8]. Figure 1 shows how increasing data rate and reducing latency
impact the time to load a webpage. As can be seen, increasing the data rate
initially improves performance. However, once sufficient capacity is available,
in this case past 3Mbps, further increasing data rate has diminishing returns
with only very minor reductions in page load time. Meanwhile, reducing latency
consistently reduces load time. Network latency becomes even more important
when we consider more interactive applications, with studies showing that
network latency has a large impact on the end user’s quality of experience (QoE)
for audio and video calls [9–13], live video streaming [14–16], gaming [17–
21], virtual reality (VR) [22, 23], and teleoperation of unmanned vehicles and
robots [24–29].

Even though network latency has a large impact on many applications,
network operators and service providers often lack the means to monitor the
latency for their network traffic, leaving them blind to issues causing latency
in their networks and unable to assess the quality of service (QoS) they are
able to provide to their customers. Furthermore, continuous monitoring of
network latency is needed to assess the impact that various solutions aimed
at reducing latency, such as edge computing [30–33], changes to the end host
network stack [34–37], active queue management (AQM) algorithms [38–
40], and new radio transmission schemes [41, 42], have once deployed in
production. Unfortunately, publicly available software solutions for monitoring
the latency of application traffic have too high overhead to support continuous
monitoring [43–46], are tailored for a distinct environment [47], or require
specific hardware, like Tofino [48] switches, to deploy [49–51]. Therefore,
network operators largely have to rely on active latency measurements [52–56],
which may not accurately reflect the latency for real application traffic [57].

To address the limited visibility of network latency for application traffic,
we in this thesis design novel solutions for passively monitoring network latency
that efficiently run in-line with the Operating System (OS) network stack. We
provide solutions both for monitoring the end-to-end latency across networks,
as well as for tracking the latency caused by the end host itself. By levering
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Figure 1: How the network data rate and latency impact the time to load a
web page. Data from [5].

the recently emerging eBPF [58] technology in Linux, our implementations
achieve low enough overhead to support continuous monitoring while also
remaining compatible with the Linux network stack. Our work thereby
enables general-purpose devices running Linux to efficiently monitor latency,
supporting deployment across a wide range of network infrastructure, such as
web servers [59–61], load balancers and proxies [62–66], network intrusion
detection systems and firewalls [67–70], and routers [71–74]. To demonstrate
the feasibility of continuously monitoring the latency of application traffic and
the utility of the monitoring data, we deploy our solutions in real production
networks. From these deployments, we, for instance, identify that the last-mile
access remains a significant source of latency in an ISP network, and observe
how an unbalanced packet processing workload can drastically increase the
latency within web servers.

In recent years, we have also seen the deployment of new wireless network
technologies, like the 5th generation (5G) cellular networks, WiFi 7, and the
satellite network Starlink, offering users convenient high-capacity connections
to the Internet. However, the performance for wireless networks can rapidly
fluctuate due to changes in the physical radio environment [75] and the wireless
resource allocation mechanisms [76]. How the network latency varies over
short timescales in these wireless networks is not yet well understood, making
it challenging to predict the network performance and accurately emulate the
link behavior for latency-sensitive applications. This is further complicated by
proprietary solutions where the internal details of the network are unknown,
where, for instance, many aspects of how the Starlink network operates are
not publicly known [77, 78]. To better understand the latency characteristics
of these wireless connections, we design and implement new high-fidelity active
measurement tools that can capture how the dynamic radio environment and
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internal resource scheduling impact latency. Furthermore, we use these tools to
perform extensive measurements over the Starlink network, revealing aspects of
its internal operation and how its resource scheduling, reconfiguration intervals,
and queueing behavior cause different levels of latency variation.

In summary, network latency on the modern Internet is still not well
understood, as network operators often lack the means to monitor the la-
tency of application traffic, and researchers have yet to fully grasp the latency
characteristics of emerging wireless technologies. To improve the visibility of
network latency, we design widely deployable passive monitoring solutions
and high-fidelity active measurement tools. By utilizing these solutions to
perform measurement campaigns in production networks and analyzing the
results, we gain a better understanding of real-world network latency. The
rest of this introductory summary is structured as follows: Section 2 provides
relevant background on network latency, methods to measure latency, the
eBPF technology that our work utilizes, and the Starlink network that we
study. Section 3 lays forward the research questions this thesis addresses, while
Section 4 explains the methods used to address them. The contributions of
this thesis are outlined in Section 5, with Section 6 summarizing the appended
papers. Finally, Section 7 concludes the introductory summary.

2 Background and Related Work

In this section, we provide relevant background for understanding the con-
tents of this thesis and how it relates to other research. Section 2.1 further
explains what network latency is and how it arises, while Section 2.2 covers
different ways of measuring latency and how the work in this thesis addresses
limitations with previous measurement solutions. In Section 2.3, we provide
an overview of eBPF—a key technology that several of our measurement
solutions rely on—focusing on its applications for networking. Finally, we
briefly cover the Starlink network and the challenges with understanding its
latency characteristics in Section 2.4.

2.1 Network Latency

There are several metrics that can be used to assess the performance of computer
networks. The most common network metrics are throughput, latency, and
packet loss. The throughput is the amount of data that is transferred over the
network within a given time interval, typically measured in bits per second.
In contrast, latency is the time it takes for a single network packet to traverse
the network, typically measured in milliseconds. Packet loss is the fraction
of network packets that are lost when traversing the network, and is usually
expressed as a percentage. In this thesis, we focus on network latency due to
its increasing importance for modern networked applications as outlined in
the introduction. Additionally, we also consider the inter-packet delay (IPD),
which is the time between two consecutive network packets being delivered by
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the network, which in turn is a function of network throughput and latency
variation.

2.1.1 One-Way Delays and Round Trip Times

Network latency can either be measured one-way or two-way. The one-way
latency, also known as the one-way delay (OWD), is the time it takes a network
packet to go from its source to its destination. The two-way latency, usually
referred to as the round-trip time (RTT), is instead the time it takes a network
packet to go from the source to the destination, and then for the destination
to send a packet back to the source again. The RTT is hence the sum of the
OWD from the source to destination, and the OWD from the destination
to the source, together with any additional time it takes for the destination
to send a reply upon receiving the original packet. While the OWD offers
higher granularity, it is in practice often not feasible to measure, as it generally
requires that the clocks at the source and destination are synchronized with
each other. In contrast, the RTT can be measured from the source node alone
and therefore avoids the need for synchronized clocks, making it a common
alternative to OWD [79]. Furthermore, as the destination end host often
responds to received packets, e.g., to acknowledge the reception of data or to
respond to a request, the RTT also maps well to many networked applications
and provides a lower bound for how long an application will have to wait for
a response when communicating over the network. The OWD is sometimes
estimated as half the RTT; however, this is often an inaccurate estimation, as
the latency for the forward and reverse paths can differ [79–81].

In this thesis, we utilize the more granular OWD measurements when
feasible, i.e., when we can ensure that the source and destination have syn-
chronized clocks. This is the case when we measure the latency within the
end host (Paper IV), where all points use the same system-wide clock, and for
the latency measurements over Starlink (Paper VI and VII), where we use a
looped network topology where the same host is used as both the source and
destination. Meanwhile, when measuring the latency for general Internet traffic
(Paper III), where we have no control over the end hosts, we rely on the RTT
instead.

2.1.2 Sources of Latency

One important attribute of network latency is that, unlike throughput, it is
additive [82]. The latency for each hop along the traversed network path adds
up to form the total end-to-end latency across the whole network. Subsequently,
the end-to-end latency can also be decomposed into smaller components, and
achieving low end-to-end latency requires achieving low latency at each step
of the way. Within each network hop, there are several potential sources that
may contribute to the network latency, which are typically divided into the
following four categories [83, 84]:
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Propagation delay The propagation delay is the time it takes a network
packet to travel (propagate) the distance across a network link. This delay is
primarily affected by the geographical distance along the network path between
the source and destination, and is a fundamental lower bound of the network
latency posed by the physical speed of light. Note, however, that the network
path is often significantly longer than the shortest geographical distance between
the source and destination due to the placement of network infrastructure and
non-optimal routing [33, 85, 86], which can cause a significant latency inflation,
especially in regions with underdeveloped network infrastructure [81, 87] and
for satellite networks [88].

The main approach to reduce propagation delay is to physically move the
services closer to the end-user, which is achieved by, for example, leveraging
Content Distribution Networks (CDNs) [88–91] and edge computing [30–
33, 92]. However, several previous studies [90, 93–95], as well as our study in
Paper III, indicate that large latencies often occur within the so-called last-mile
networks, where propagation delay is not a major component. Moving content
closer to end-users will therefore not be sufficient to achieve consistent low
latency.

Processing delay Each element along the network path spends some time
processing network packets as they arrive, adding processing delay. For switches
and routers, this processing includes parsing the packet headers to determine
where to forward the packet next, and the processing time is often assumed
to be small and constant [96]. For end hosts, the processing time includes the
Network Interface Card (NIC) transferring the packet to the CPU, the OS
network stack allocating necessary packet buffers, performing protocol specific
processing, and delivering the packet to the right application, and finally the
application reading the packet payload. As the development of higher capacity
networks has outpaced the increase in host resources (CPU, cache etc.), several
studies have found that significant latency can accrue within the end host itself,
both within the hardware interconnect between the NIC and CPU [97–99], as
well as within the OS network stack [35–37, 100]. We further investigate the
latency within the OS network stack in Paper IV, where we present a novel
solution to monitor this processing delay in the end host.

Queueing delay Network devices use queues to manage traffic bursts were
network packets under a short period arrive faster than they can be handled.
This gives rise to queueing delay, where packets in the queue have to wait for all
the preceding packets to be handled. The queueing delay will vary depending
on the number of packets in the queue at any given moment. While small
temporary queues are useful to absorb traffic bursts, a seminal article [101] from
2011 highlighted the presence of large and unmanaged queues that could add
seconds of latency in Internet connections, a phenomenon termed bufferbloat.
Since then, significant research and engineering efforts have gone into reducing
queueing delays. For example, several new congestion control [102–105] and
active queue management (AQM) [38–40, 106, 107] algorithms have been
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developed. Notably, the Low Latency, Low Loss, and Scalable Throughput
(L4S) [108] architecture, recently standardized by the Internet Engineering
Task Force (IETF), combines both congestion control and AQM to reduce
queueing delays.

As queueing delay only occurs when the network traffic load exceeds the
capacity of some part of the network, the network latency when the network
is under high traffic load, sometimes referred to as the latency under load or
working latency [109], may be significantly higher compared to when the
network is mostly idle. The traffic load is therefore important to consider when
measuring network latency. Our study of latency for Internet traffic (Paper III)
is based on real application traffic to capture the variations caused by the traffic
under realistic networking scenarios. When studying the latency of the Starlink
network, we deliberately generate different traffic loads to capture the latency
variations inherent to Starlink both without queueing delays (Paper VI) and
with queueing delays (Paper VII).

Transmission delay The time it takes to transmit all the bits of a network
packet into the physical medium of the link is known as the transmission delay.
In dedicated wired connections, this is often just the serialization delay given
by packet size

link throughput , which can be lowered by increasing the link throughput [96].
However, for wireless links where the medium (electromagnetic spectrum) is
shared, we also have to account for medium access control (MAC) and resource
scheduling, which may for example delay the transmission to a scheduled time
slot, thereby adding additional latency1 [82]. For ultra-reliable low latency
communication (URLLC) in 5th generation (5G) cellular networks, which aims
to reliably achieve link latencies below one millisecond [110], new link-layer
frames [41] and support for shorter time slots in resource scheduling [42, 111]
have been introduced to reduce latency. As part of this thesis, we perform
highly granular latency measurements over Starlink that reveal how its resource
scheduling impacts the latency (Paper VI).

2.2 Measuring Latency

There are numerous ways to measure network latency. As already covered in
Section 2.1.1, the latency can either be measured as the OWD or the RTT of
the network. Furthermore, like all types of network measurements, latency
measurements can be divided into active and passive methods, as specified by
RFC 7799 [112]. Active methods generate their own packet streams, while
passive methods only observe existing packet streams without interfering with
them. Additionally, there are hybrid methods that combine aspects of active
and passive methods.

1The additional delay to access the link is often separated out from the transmission time and
referred to as medium access delay instead.
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2.2.1 Active Latency Measurements

Active network latency measurement techniques generate network probe pack-
ets and measure the delay for the probes as they traverse the network. They
thus measure the network latency by actively testing it. The most well-known
method to actively measure network latency is likely ping [52]. To measure la-
tency, ping sends an ICMP echo request packet to a specified host. As all hosts
connected to the Internet are required to respond to ICMP echo requests [113],
ping can in theory be used to measure the latency to any host on the In-
ternet, although routers are known to filter [114] or rate-limit [115] ICMP
messages, limiting the visibility in some networks. There are many additional
tools that measure the latency by emitting probe packets in a similar manner,
such as traceroute, IRTT [116], One-way Active Measurement Protocol
(OWAMP) [117], Two-way Active Measurement Protocol (TWAMP) [118]
and PerfTrace [119].

Most tools for actively measuring network latency rely on software times-
tamps, which are either generated by the kernel network stack [120] or by
the measurement application itself. While software timestamps are accurate
enough for measuring general Internet-scale latency, usually in the order of
several milliseconds, they include additional processing latency from the end
host that makes them less suitable for measuring small changes in latency at sub-
millisecond scales. Previously, costly specialized measurement devices have been
required to accurately measure network latencies at microsecond scales. How-
ever, nowadays many NICs can provide hardware timestamps for when packets
arrive, enabling accurate latency measurements on commodity hardware [121].
Unfortunately, there are few publicly available tools that can use hardware
timestamps for latency measurements. While the MoonGen [122] traffic gener-
ator supports hardware timestamps, it can only use hardware timestamps for a
single outstanding packet at a time, limiting the frequency of hardware-assisted
latency measurements to once per RTT. Meanwhile, HiPerConTracer [123]
has no such frequency limit on its hardware-assisted latency measurements, but
can only measure the RTT. In this thesis, we therefore develop the new active
network latency measurement tool nanoprobe (based on nanoping [124]).
Nanoprobe uses hardware timestamps on both the client and server side to
provide accurate OWD measurements. We also use hardware timestamps to
accurately measure the inter-packet delay with our IPD-tool, which can be
combined with an external traffic generator to test how a network link impacts
the packet arrival pattern.

While active latency measurements allow for highly accurate measurements
under controlled conditions, they also have several drawbacks that make them
less suitable for continuously monitoring the latency for regular application
traffic in production networks. First off, the measurement probes add additional
traffic to the network. Keeping updated latency measurements to all hosts in a
large network without adding excessive network overhead requires sophisticated
schemes [54, 125], where the latency is only measured between a subset of
hosts and estimated for the rest. The additional network traffic also perturbs
the network, creating an observer effect [126] where the latency for application
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traffic may be impacted by the additional probe packets. Furthermore, active
latency measurement tools that do not rely on ICMP messages typically require
the installation of a server application capable of responding to the probe packets
on the target host. This limits the usability of many active measurement tools
for network operators that do not have control over the end hosts they deliver
traffic to. Finally, the network latency measured for the probe packets may not
accurately reflect the latency that ordinary application traffic encounters [57].

2.2.2 Passive Latency Measurements

Purely passive latency measurements neither generate new packets nor modify
any existing packets to measure latency. Instead the latency is inferred by
observing existing traffic on the network. Hence, in contrast to active mea-
surements, passive measurements monitor the latency of ordinary application
traffic rather than testing the latency with network probes.

One common way to passively measure RTTs is by measuring the time
between matching message-reply packet pairs, where the later reply packet
can be assumed to have been sent back as a response to the initial message
packet. This is often done for TCP traffic as the TCP protocol sends back
acknowledgements when receiving data packets, making it possible for any host
along the path of the TCP traffic to monitor the latency. Current tools that
can passively monitor TCP RTTs include tcptrace [127], Wireshark [43],
pping [44], and tstat [128]. However, all these tools rely on traditional
user space packet capturing that comes with significant overhead, making it
challenging to monitor traffic in modern multi-gigabit networks [129, 130].
To achieve higher performance, some have turned to hardware acceleration,
where a line of work [49–51] from Princeton University uses P4 [131] to
implement passive TCP RTT monitoring on Intel Tofino [48] switches. The
aforementioned tstat can also be configured to use Endace DAG [132] cards.
While these hardware-accelerated solutions offer excellent performance, their
deployment is limited to environments where such hardware is readily available.
Furthermore, tstat has also been ported [133] to the Data Plane Development
Kit (DPDK) [134], offering a high-performance software-based alternative,
although it requires the host to be entirely dedicated to just monitoring the
network. To enable passive latency monitoring in a wider set of environments,
we use eBPF to implement TCP RTT monitoring in the Linux kernel, offering
much lower overhead than the user space packet capturing solutions while still
remaining fully compatible with the Linux network stack and any applications
running on top of it.

Another approach to passively measure network latency is to observe the
same packet from multiple points in the network, making it possible to calculate
the OWD between the observation points. This approach may be used in a
distributed context to measure OWD between different hosts [135, 136]. In
this thesis, we instead use eBPF to apply a similar method within a single
end host, monitoring the processing latency between different stages in the
kernel network stack. While some prior tools [45, 46, 137, 138] are also
able to monitor latency within the host in a similar manner, our solution
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sacrifices some granularity to drastically reduce the overhead, making it feasible
to continuously monitor the host latency in production.

As passive latency measurements are inferred directly from application
traffic and avoid the drawbacks with activate latency monitoring covered in
Section 2.2.1, passive approaches are generally well-suited for continuous mon-
itoring of application perceived network latency. However, the passive nature
also limits the measurements to what the existing network traffic covers. As
passive monitoring gives up the control of the traffic the measurements are
based on, it cannot uncover the latency to hosts to which no traffic is sent, nor
explore how different traffic patterns other than the currently occurring ones
will impact network latency.

2.2.3 Hybrid Latency Measurements

There exist some latency measurement techniques that fall between active and
passive measurements, having some properties of both. The most prominent
type of hybrid methods is the so-called in-band network telemetry, where
switches or routers along the path provide telemetry information as packets
traverse them. While there are different types of in-band network telemetry
solutions, at a high level, they usually work as follows: First, a source node
inserts a telemetry header into a packet. Intermediate nodes along the network
path then fill in the telemetry header with the requested data as they forward
the packet. This can include information like a path or port identifier, link
utilization, delay, or timestamps. Finally, a sink node strips the telemetry header
and collects the telemetry data, often forwarding it to a telemetry server [139].

While the concept of in-band network telemetry has existed for a long
time [140], it started to grow popular with the advent of programmable data
planes brought about by P4 programmable switches. The programmable data
plane enabled rapid development and deployment of new in-band network
telemetry solutions [141–143] in data center networks, further strengthened
by the In-band Network Telemetry (INT) specification [144] for P4 pro-
grammable devices. In-band network telemetry can offer very accurate and
fine-grained latency measurements, for example, hop-by-hop latency between
switches. However, in-band network telemetry requires support at both source,
intermediate, and sink nodes, and can therefore usually only be deployed within
a network domain where the operator has full control over all involved devices,
predominantly within data center networks. In-band network telemetry is
therefore generally not applicable when studying the network latency across
the wider Internet, and is not an approach we explore in this thesis. For a more
extensive overview of in-band network telemetry and its use cases, see Tan et
al. [139].
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Figure 2: Overview of the process for loading an eBPF program. From [148]
by eBPF.io authors, used under Creative Commons Attribution 4.0.

2.3 eBPF

The underlying technology we utilize in several of our solutions to efficiently
monitor network packets inside the Linux kernel, is called eBPF2. The eBPF
technology allows for safe and efficient execution of custom programs inside
the Linux3 kernel. This can be used to load programs that can observe or even
modify kernel behavior at runtime, without needing to modify, recompile, and
reboot the kernel itself, nor load any kernel modules.

The process for loading an eBPF program is illustrated in Figure 2. First, the
eBPF program needs to be composed in an eBPF-specific instruction set [145].
This is typically accomplished by writing the program in C and then compiling
it to a sequence of eBPF instructions called eBPF bytecode. The eBPF program
can then be loaded into the kernel from user space by using the bpf() system
call. When the kernel loads the eBPF program, a component called the verifier
will statically analyze the program to ensure it is safe, for example, by verifying
that it will never access any out-of-bounds memory or get stuck in an infinite
loop. This verification process is one of the key advantages compared to kernel
modules, as it ensures that an eBPF program can never crash or freeze the
kernel [58]. If the eBPF program passes the verifier, a Just-In-Time (JIT)
compiler will convert the eBPF instructions into native machine instructions
to provide good runtime performance. The loaded eBPF program can then be
attached to a hook inside the kernel, and will then run every time the hook
is triggered. To keep state between invocations, as well as to communicate
with other eBPF programs and with user space processes, eBPF programs can
use special key-value stores provided by the kernel called eBPF maps. A more
comprehensive overview of eBPF is provided in Section 2.2 of Paper II and by
Gbadamosi et al. [58].

2Used to be an acronym for extended Berkeley Packet Filter, but as it is capable of far more
than filtering packets, eBPF is nowadays considered a name and does not stand for anything.

3eBPF was originally developed for Linux, but is currently being standardized at the IETF [145]
and adopted by other operating systems like Windows [146] and BSD [147].
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eBPF can be used for many different purposes, depending on which type
of hook the eBPF programs are attached to. The traffic control (tc-BPF) and
eXpress Data Path (XDP) [149] hooks trigger every time a packet is received
or transmitted, and allow eBPF programs to inspect the packet, modify packet
content, and take actions on the packet, such as dropping it or redirecting it to
a different interface. XDP and tc-BPF programs can thus be used to realize a
programmable data plane in the Linux kernel [150]. This has been leveraged
in the industry, for example, to implement the efficient Container Network
Interface Cilium [151], used by Google and Amazon, the fast Katran [64]
load balancer developed for Facebook, and the Unimog [65] load balancer
used by Cloudflare. In academia, eBPF has been proposed for a wide range
of network related tasks, including extending transport protocols [143, 152–
154], supporting network function virtualization (NFV) [155–158], detecting
malicious or anomalous traffic [69, 159–161], and implementing components
of the 5G network [162–164].

In this thesis, we focus on using eBPF for monitoring network traffic rather
than implementing new networking functionality. eBPF has several attributes
making it an attractive choice for monitoring network packets. Compared to
traditional user space packet capturing, like libpcap [165], eBPF does not
need to clone packets and then process the cloned packets in user space. Instead,
eBPF can directly inspect the original packets inside the kernel. Compared
to packet processing techniques that bypass the kernel, like DPDK, eBPF
still allows the packets to be processed by the Linux network stack instead of
moving all networking functionality into user space. This makes it possible
to transparently deploy eBPF applications on a wide range of devices already
relying on the rich functionality offered by the Linux network stack without
any change in tooling [166]. DPDK also dedicates a CPU core to busy polling,
making eBPF a more suitable choice in environments where dedicating a full
core for network monitoring is costly [167]. Furthermore, in addition to the
aforementioned XDP and tc-BPF hooks, eBPF allows hooking into virtually
any kernel function, a capability that enables us to observe network packets at
multiple different points in the kernel network stack, enabling us to monitor
latency within the end host.

There already exist several tools that utilize eBPF to monitor network la-
tency in different ways. Several works [143, 155, 168–170] have implemented
forms of in-band telemetry with eBPF, where switches or routers append
timestamps or latency values to existing packets, and an eBPF program at the
end host extracts the telemetry data to monitor the latency application traffic
encounters along the path. However, as mentioned in Section 2.2.3, such
solutions require a coordinated deployment across all hosts along the measure-
ment path, typically limiting them to monitoring the latency within a network
domain under the control of a single network operator. The noobprobe [171]
tool implements active monitoring of RTTs by cloning a subset of existing
network packets but limiting their time-to-live (TTL) to capture hop-by-hop
latency in a similar manner as traceroute. As the RTT probes are based on
cloned packets, they blend in with the normal application traffic, thereby
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avoiding any differential treatment that active measurements are otherwise
prone to. However, like other active measurements, the cloned packets still
add additional network traffic, so the latency can only be monitored for a small
subset of traffic to avoid excessive network overhead. For passive monitoring,
the tcprtt tool from the BPF Compiler Collection (BCC) [172] and the
netobserv-ebpf-agent [173, 174] both passively monitor TCP RTT by ex-
tracting the RTT estimates that the kernel TCP stack keeps for each connection.
In this thesis, we also present a tool for passively monitoring TCP RTTs; how-
ever, our solution is based on inspecting the TCP packet headers and therefore
works on any middlebox that TCP traffic passes through, not only the end
hosts. Furthermore, there are several eBPF-based tools [45, 46, 137, 138] that
can trace packets within the end host’s kernel network stack. However, these
tools are primarily designed for temporary testing or debugging of the network
stack, with their high overhead making them impractical for continuously
monitoring the end host latency. In this thesis, we provide an alternative tool
that also makes use of eBPF to monitor the latency of packets as they traverse
the kernel network stack; however, we perform in-kernel aggregation of the
measurements to drastically reduce the monitoring overhead.

2.4 Starlink

Starlink is a low Earth orbit (LEO) satellite network consisting of over 9
thousand satellites, providing Internet access to more than 9 million subscribers
across 155 countries and markets [175]. Starlink subscribers access the net-
work via their Starlink-supplied user terminal, which in turn connects to one
of the satellites currently in range. The satellite then relays the user’s data
to a ground station (possibly after multiple inter-satellite hops), which then
connects to the terrestrial Internet through one of several globally distributed
points of presence (PoPs) [78]. However, most details about how Starlink
operates internally are not publicly known, forcing network researchers to
treat Starlink like a black box, where the inner workings have to be deduced
through external measurements [77, 78, 176]. Through various forms of mea-
surements, researchers have, for instance, learned that the radio link between
the user terminal and the satellite uses 1.33ms long link-layer frames [77, 177],
discovered the existence of a global controller reconfiguring the network ev-
ery 15 seconds [78, 178, 179], and observed how Starlink usually routes all
of a subscriber’s traffic through a single satellite hop to a per-user statically
assigned ground station [176, 180, 181], although recent reports indicate that
Starlink now supports inter-satellite routing with multiple satellite hops as
well [78, 182].

From a latency perspective, the low altitude (∼550 km) of the LEO satellites
allows Starlink to achieve much lower latencies than prior geostationary orbit
(GEO) satellite networks, avoiding the hundreds of milliseconds of propaga-
tion delay needed to reach a GEO satellite (35 786 km). There are, however,
many aspects related to both the radio access technology and the satellite
and ground station network that can influence Starlink’s latency. In addition
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to studies on the general latency for Starlink in different regions [78, 183],
researchers have, for instance, investigated how the routing between the (con-
stantly moving) satellites and ground stations [180, 182], the location of terres-
trial PoPs [88, 182, 184, 185], mobility [186–189], multi-user contention [190],
and weather [191, 192] impact the latency. In this thesis, we further contribute
to the understanding of Starlink’s latency characteristics by performing high-
fidelity measurements that reveal how Starlink’s resource scheduling affects
the latency (Paper VI), and also use latency as a means to infer the queueing
configuration (Paper VII).

3 Research Questions

The primary objective of this thesis is to improve the visibility and understanding
of network latency in production networks. To achieve this overarching goal, we
set out to answer the following research questions (RQs):

RQ1 How can we enable efficient continuous monitoring of the network latency
encountered by application traffic?
As covered in Section 2.2.1, active measurements are not well-suited for
continuous network monitoring as they add additional network traffic
and may not capture the latency for ordinary application traffic. Sup-
porting continuous latency monitoring for application traffic, therefore
calls for efficient passive measurement solutions that can run in a wide
range of network environments, where prior passive solutions either
have too high overhead or require specific hardware that often make
them impractical to deploy.

Here, we identify eBPF as an enabling technology that allows observing
network packets in-line with the kernel network stack, offering a low-
overhead alternative to traditional packet capturing. Unlike kernel bypass
technologies, eBPF-based monitoring remains fully compatible with the
rich Linux networking ecosystem, making it feasible to deploy in many
parts of the already existing network infrastructure. Furthermore, we find
aggregating the measurements directly in the kernel to be a key approach
for avoiding the overhead from pushing individual measurement values,
as well as to keep the footprint of the monitoring data manageable. Based
on these insights, we design two new passive monitoring solutions. Our
first solution, epping, can passively monitor TCP RTTs from network
middleboxes (Papers I, II, and III). This allows network operators that
have no control over the end hosts, such as ISPs, to monitor the latency
that their customers experience. Our second solution, netstacklat,
instead monitors the latency within the end host itself, allowing service
providers to observe how much latency is added by the kernel’s traffic
processing within their servers (Paper IV).

RQ2 What insights about network latency for real application traffic can we obtain
through continuous monitoring?



16 Introductory Summary

For the continuous monitoring of application traffic to be worthwhile,
we must be able to derive valuable insights from the monitoring data. We
address this question by monitoring different network environments with
our solutions from RQ1 and analyze the observed latency characteristics.
Specifically, we analyze the network latency for all subscribers in a
wireless ISP network, studying both the last-mile latency between the
ISP and the subscribers, as well as the latency between the ISP and the
external Internet endpoints that the subscribers connect to (Paper III).
Furthermore, we analyze the latency within web servers, both in a testbed
and for production servers at a global CDN provider, investigating how
the traffic load impacts the server’s latency (Paper IV).

RQ3 How can we measure network latency with enough accuracy and granularity
to gain a detailed understanding of the underlying network connection?
Periodic active measurements, such as the commonly used ping probes
at second-scale intervals, are useful for obtaining a high-level view of a
network’s latency. However, such infrequent measurements are not able
to fully resolve the behavior of the underlying network. According to
the Nyquist-Shannon theorem [193, 194], we need to sample a signal at
twice the rate of its frequency to avoid aliasing. For wireless networks,
where the radio conditions can change rapidly, and resource scheduling
occurs at millisecond granularity, this implies that we need to measure
the latency at sub-millisecond frequencies to fully capture the latency
behavior. Furthermore, the latency measurements need to be highly
accurate to be able to capture small variations in latency and provide
useful results in networks where the overall latency is very low. For
instance, 5G URLLC specifies a OWD of just 0.5ms [110], necessitat-
ing sub-millisecond accuracy for meaningful measurements. To achieve
such high measurement accuracy, we investigate the possibility of using
hardware timestamps that modern NICs can provide. Due to a lack of
publicly available tools that offer both high frequency-measurements and
hardware-supplied timestamps, we design two new measurement tools
that offer both sub-millisecond granularity and accuracy. Our IPD-tool
captures the link-wide inter-packet delay on a per-packet basis, allow-
ing for detailed analysis of the packet arrival patterns (Paper V). We
also introduce nanoprobe, a ping-like traffic generator for measuring
OWD, which can probe the network latency at very high frequencies
and generate custom traffic bursts to test queueing behavior (Papers VI
and VII).

RQ4 What can detailed latency measurements reveal about the underlying network
behavior of emerging wireless technologies?
In the last few years, new wireless access technologies like WiFi 7, 5G,
and Starlink have become widely available. Many factors may influ-
ence the latency in these networks, of which several may be hidden
behind proprietary implementations. This can result in complex latency
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variations that are not yet fully understood, making it challenging to
simulate or predict the performance of these networks. For instance, a
simulation-based study [195] suggests that the TCP congestion controls
Cubic [196] and BBR (Bottleneck Bandwidth and Round-trip propaga-
tion time) [102] should offer similar throughput over Starlink. However,
real-world measurements over Starlink instead show that Cubic obtains
much lower throughput than BBR [197, 198].

To address this research question and gain a better understanding of the
latency characteristics of these emerging wireless networks, we perform
highly detailed measurements using the methodologies from RQ3. In this
thesis, we focus on Starlink, which, as the first commercially available
LEO network offers a completely new type of network. By probing
Starlink’s OWD at high frequencies, we investigate how the latency
evolves at sub-millisecond scales and capture the impact of the radio link’s
resource scheduling (Paper VI). Furthermore, we test a large number of
traffic burst patterns and analyze the resulting latency buildup to infer
Starlink’s queueing behavior (Paper VII).

4 Research Methods

Computer science is a very wide research field, which encompasses both more
theoretical disciplines closely tied to mathematics, such as data structures and
algorithms, and more applied disciplines tightly connected to engineering, such
as software engineering and computer architecture [199]. This work takes place
within the computer networking branch of computer science. We mainly use an
applied approach similar to the natural sciences [200], where prior knowledge
is used to form a hypothesis of how to solve a specific problem. The hypothesis
is then tested by implementing a solution in the form of a software artifact,
and experiments are then performed to test and evaluate the artifact.

4.1 The Empirical Research Method

At a high level, the work in this thesis can be mapped to the hypothetico-
deductive empirical research method. Figure 3 illustrates the cycle of the
empirical research method, and exemplifies how the work in Paper I can be
mapped to it. In the initial observation phase, we identify a problem that
is not sufficiently addressed by the current literature. In this case, we find
that passive network latency monitoring solutions that depend on traditional
packet capturing, such as pping [44], do not scale well to the high packet
rates encountered in modern multi-gigabit networks. In the hypothesis building
phase, we then formulate a hypothesis about how to solve the problem based
on current knowledge of the topic. For Paper I, we hypothesize that by moving
the passive monitoring logic into the kernel network stack with the help of
eBPF, we can improve the performance by avoiding the overhead from packet
cloning and frequent user-space and kernel space communication inherent to
traditional packet capturing.
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Figure 3: The work in Paper I mapped to the empirical iterative research
method.

Next, we enter the experiment design phase, where we design experiments to
assess if the hypothesized solution is able to solve the problem. This typically
involves designing a proposed solution in the form of a software artifact based
on a hypothesis, together with a set of experiments to evaluate the software
artifact. If there is prior work addressing a similar problem the experiments are
usually also designed to compare the proposed solution to prior state-of-the-art
solutions. In the example with Paper I, we design our solution for eBPF-based
in-kernel network monitoring and design experiments to both validate that our
solution is able to accurately measure latency as well as to assess its runtime
overhead and compare it to the prior pping tool. In the hypothesis testing phase,
we implement the proposed software design or measurement methodology, and
then run the experiments and collect the results. The results are then analyzed
in the analysis phase to assess if they support the hypothesis or not. For Paper I
the proposed solution is realized through the implementation of the epping
tool. Our experimental results show that the eBPF based epping performs
better than the prior packet capture based pping tool, which then supports
our hypothesis and demonstrates that epping may be a viable solution to the
problem.

As Figure 3 indicates, the empirical research process is an iterative process,
where the cycle may have to be repeated several times before the work is ready
for publication. If the analysis indicates that the hypothesis does not hold,
the hypothesis may need to be modified and reevaluated, or the experiments
or analysis may need to be refined to better test the hypothesis. While these
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iterations are not clearly visible in the published papers, the presented work in
this thesis has undergone several such iterations. For example, initial analysis
showed that an early prototype of epping did not measure latency correctly,
so the implementation had to be updated and reevaluated. Likewise, the aggre-
gation functionality added to epping in Paper III required several iterations
until a suitable solution was found. There is also a larger cycle, where the
analysis leads to new observations, and thereby entirely new hypotheses to test.
One such example is that we in Paper I found that pushing a large amount
of individual measurement values caused significant overhead for epping. We
therefore worked on aggregating the measurements in Paper III.

4.2 Types of Experimental Evaluation

There are several different approaches for testing a hypothesis in computer
science, which can largely be broken down into: analytical modeling, which
mathematically models the problem and solves it; simulation, which simulates
a system using more complex models that are hard to analytically solve; and
real-world experiments [199]. Additionally, there is also emulation, which can
be seen as a hybrid between simulation and real-world experiments, where the
experiment is conducted in a real system, but where parts of the environment
are simulated.

As the work in this thesis largely focuses on evaluating the runtime per-
formance of software tools and gaining insights about real-world network
performance, all included papers mainly rely on real-world measurements. Ac-
curately simulating software performance for the complex system architectures
in use today is highly challenging, especially when there are interactions be-
tween multiple components (e.g. CPU, RAM, and NICs) and when applying
relatively new technologies such as eBPF. As we evaluate different aspects of
the performance for proposed software tools in Papers I, III, IV and V, we
therefore directly measure the performance on real-world bare-metal servers,
avoiding any confounding impacts from virtualization. Likewise, we find real-
world experiments the most suitable choice for investigating under-explored
aspects of real-world network performance. We therefore run experiments in
production network environments when exploring the latency experienced by
ordinary Internet traffic at a wireless ISP in Paper III, the latency within web
servers at a CDN in Paper IV, and latency over the recently deployed Starlink
network in Papers VI and VII. The real-world measurements are especially
relevant for the latter, where the black-box nature of Starlink makes accurate
emulation and simulation particularly challenging. We note, however, that
our real-world measurements may help enable more accurate emulation or
simulation of network latency in these network environments, making such
approaches more feasible in future work.

In addition to real-world measurements, we also use emulation in Paper I
to verify that our proposed epping tool is able to accurately report the latency
under different network conditions. Here we use netem [201] to emulate
different but known levels of latency and packet loss over a link, which is
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impractical to achieve through physical network connections alone (e.g. to add
a 10ms one-way delay to a link would require a roughly 2000 km long fiber
cable). Furthermore, we also use simulation in Paper VII, where real-world
measurement results are compared to simulator output to find a theoretical
model that matches the observed behavior.

4.2.1 Test Environments

When running real-world experiments, the environment you run the exper-
iment in has a large impact on the outcome and what conclusions you can
draw from the results. For the work in this thesis, we have utilized both local
testbeds and live deployments in production networks. In the testbeds, we have
full control over both the hosts, the network connecting the hosts, and the
traffic load running over the network. Meanwhile, in the production networks,
we only have limited control over the hosts acting as our vantage points, and
little to no control over the network and the traffic load.

We use local testbeds when assessing various aspects of the performance
for our proposed tools epping, netstacklat, and IDP-tool in Papers I, IV,
and V, respectively. The testbeds allow us to evaluate the tools under controlled
conditions, where we can change a single variable at a time, and also allow us
to collect any information we need from the involved hosts to get a detailed
understanding of the performance. Furthermore, the controlled environment
lets us repeat the tests multiple times, which also enables fair comparisons with
alternative solutions. However, one limitation with the testbeds is that the
environment may not reflect realistic scenarios in real-world deployments. For
example, in Paper I we evaluate the run time performance of epping with
elephant flows, which generate a high traffic load but do not accurately reflect
the traffic mix you would generally expect to encounter on the Internet. While
the testbed environments are hence well-suited for evaluating and comparing
the performance of the tools, the latency measurements from the testbeds
themselves do not provide us with very useful information about the latency
on the wider Internet.

To gain useful insights about the latency behavior in real Internet traffic, we
also deploy our epping tool in an ISP network to capture the network latency
of customer traffic, and deploy netstacklat at a global CDN provider to
monitor the host latency within web servers. In addition to allowing us to
draw conclusions about the latency experienced by actual Internet traffic, these
deployments also serve to demonstrate that the tools are feasible to deploy in
real production environments. However, due to the lack of control over the
network and traffic load in this type of environment, we cannot replicate these
experiments. Additionally, this environment requires us to take additional
care as the monitored network traffic may reveal sensitive information about
the users generating the traffic or the operators processing it. For the ISP
deployment, we aggregated the traffic for all subscribers so that it was not
possible to attribute any data to a specific individual. For the deployment at
the CDN provider, we never had access to the raw measurement data. Instead,
we collaborated with one of their engineers to generate a handful of graphs
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based on their monitoring dashboard.
The Starlink measurements in Paper VI and VII were performed in an

environment that can be seen as a mix between a testbed and a deployment
in a production environment. For these experiments, we have full control of
the end hosts and the network traffic they generate, but we do not have any
control over the Starlink network that we are studying. As the traffic runs
over the real Starlink network, this setup still allows us to gain insights that
are relevant for other Starlink users. Meanwhile, the full control over the end
hosts allows us to generate the specific pattern of measurement traffic we need
to gain a detailed understanding of how the Starlink network performs.

4.2.2 Measurement Methodology

As covered in Section 2.2, network latency measurements can either be per-
formed actively by sending test traffic over the network, or passively by ob-
serving existing network traffic. Throughout Papers I-IV we employ passive
monitoring, as it allows us to get a better picture of the network latency that or-
dinary application traffic experiences on the Internet and avoids interfering with
the monitored networks by adding additional traffic. However, for studying the
Starlink network in Paper VI and VII we instead use active measurements. Here,
active measurements are used because the focus is on studying the behavior
of the underlying network rather than the application-perceived performance.
We need control over the network traffic to ensure that the network packets
are sent frequently enough to collect the fine-grained measurements needed to
study the latency impact of Starlink’s resource scheduling, as well as to send
traffic bursts of different sizes to infer the queueing behavior.

Finally, the measurements with the IPD-tool in Paper V can be consid-
ered active measurements. While the IPD-tool itself is passive, we use it
in a setup where it monitors actively generated synthetic traffic from Ookla
speedtests [202]. The passive nature of the IPD-tool hence only decouples it
from the traffic generator used to perform active measurements. Once again,
the reason for using active measurements is that we want to understand the
performance of the underlying network link itself. For the measured IPD to
reflect the performance of the network link, the link needs to be fully saturated
with traffic, otherwise the IPD may reflect application behavior instead.

4.3 Limitations

Our choice of research methods also bring some inherent limitations. While
the heavy emphasis on real-world measurements helps achieve accurate results
for the tested scenarios, it may also limit the generalizability of the results.
With emulation and simulation approaches, it is often possible to evaluate
a wide range of scenarios. Meanwhile, the results we present in this thesis
only tell us about the system and network performance in the environments
the experiments were performed. The total runtime overhead we measure for
different software tools is heavily dependent on the system they run on as well as
the workload, although we expect the relative performance difference between
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tools to at least partially generalize to other systems. Likewise, the absolute
latency values we report are likely specific to the network environments we
measure. However, several of the latency characteristics, such as long latency
tails in both last-mile networks and end hosts, are likely to be found in other
networks environments as well, which is also supported by similar findings in
other studies.

While we cannot feasibly test every possible scenario, we test both dif-
ferent workloads and network environments to extend the generalizability.
For instance, in testbed scenarios we vary the amount of concurrent flows
for epping, try different server configurations when assessing netstacklat,
and test different traffic burst patterns when investigating Starlink’s queueing
configuration. In many cases, we also test in different network environments.
For example, while we only perform controlled overhead tests for epping and
netstacklat in our testbed environment, we also validate that they achieve
low overhead in production environments under the mixed workload created
by the real-world user traffic. For the Starlink measurements, the majority
of the experiments are carried out from our vantage point here at Karlstad
University. However, for the queuing evaluation we replicate the experiments
from a secondary site at the University of Malaga, verifying that the results are
not specific to the Starlink connection at Karlstad University.

Furthermore, some of our approaches and design decisions limit what our
tools can measure and, consequently, what conclusions we can draw from
the measurement results. For our passive monitoring solutions, we utilize
aggregation to both reduce the runtime overhead and the volume of monitor-
ing data. However, this aggregation also limits the resolution of the latency
measurements. While the resolution is sufficient to capture the overall latency
distribution and study the long latency tails, the lowered resolution prevents
us from analyzing minor latency variations. The aggregation also inherently
groups the data, preventing us from exactly pinpointing the origins of any
individual latency sample. Future work could complement the aggregated data
with a subsample of individual traces to offer more details while still maintaining
a low footprint. Even very sparsely sampled latency traces (e.g. 1:128 000) can
be highly useful to identify root cause issues [47].

Additionally, our passive monitoring tools also have limited coverage, only
being able to monitor certain types of network traffic. Specifically, epping
can only infer the RTT for ICMP echo and TCP traffic, while netstacklat
only tracks the ingress latency for TCP and UDP packets. However, these
coverage limitations are not inherent to the design of our tools, but rather
come from the limited scope of their current implementations. The epping
implementation could be extended to infer the latency for QUIC traffic through
the spin bits [203] and certain application protocols running over UDP [204].
Likewise, netstacklat could be extended to monitor additional protocols as
well as egress latency by identifying and hooking into additional functions in
the kernel network stack. For active measurements, a notable limitation with
the current implementation of nanoprobe is that it sends all probe packets over
a single network flow. Being able to send traffic over multiple flows would be a
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useful addition to test if and how networks employ per-flow queueing. When
investigating Starlink’s queueing, we instead complemented our nanoprobe
measurements with less precise iperf3 measurements to test for per-flow
queueing. However, as we found that Starlink does not employ per-flow
queuing, we had no immediate need for multi-flow support in nanoprobe.

Finally, the scope of our work also brings considerable limitations. In this
thesis, we focus almost exclusively on network latency. However, from an
application or end-user perspective there are additional factors that impact the
total end-to-end delay. Network throughput, latency, and packet loss all interact
and impact the total delay to transmit data over a network. Notably, packet
loss has a large impact on the effective latency for reliable data transmissions,
where lost packets need to be retransmitted. The interaction between different
aspects of network performance are more holistically considered by recent
Quality of Experience (QoE) [205] and Quality of Outcome (QoO) [206]
metrics, where the focus is shifted from the raw performance of the network to
how well the network is able to serve the applications running on top. Using
the latency measurements from our work too calculate such QoE and QoO
metrics can help make the results more insightful and actionable. However,
for network researchers and engineers, we argue that it is still important to
understand the fundamental capabilities of the network itself. For the end-user,
the perceived latency is also impacted by application processing time and the
latency for peripherals, such as touchscreens [207], which we do not consider
in this work. For identifying the underlying cause for network latency, it is
also useful to collect additional context along with the latency measurements.
While we in several cases correlate our latency measurements to other collected
metrics, we do not attempt to design any holistic monitoring framework that
can automatically identify the root cause of the latency on its own.

5 Contributions

Figure 4 summarizes how the papers included in this thesis map to the research
questions and contributions. Overall, we address the research questions from
Section 3 by making the following contributions:

C1 We design an efficient in-kernel system for continuous passive monitoring of
network latency.
Network operators have limited means to monitor the latency for traffic
passing through their network. Active measurements may not reflect the
latency perceived by ordinary application traffic, while measurements
from the applications or transport protocols themselves are only available
on the end hosts. Passive latency monitoring could allow network mid-
dleboxes to observe the latency for any application traffic passing through
them. However, currently available solutions for passively monitoring
network latency either use traditional packet capturing and user space
processing [43, 44, 127, 128], which do not scale well to multi-gigabit
networks, or rely on hardware acceleration [43, 44, 127, 128], which
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Figure 4: The mapping between the papers, contributions (C) and research
questions (RQ) in this thesis

prevents them from being deployed in many network environments that
lack the necessary hardware.

To address this gap and enable efficient latency monitoring that can run
on general-purpose hardware, we design a passive network monitoring
system that runs in-line with the kernel’s network stack. Our solu-
tion, Evolved Passive Ping (epping), is based on the prior pping [44].
However, we move the monitoring logic into the Linux kernel’s packet
processing flow by utilizing eBPF, thereby avoiding the packet capturing
overhead where packets are cloned and processed in user space. We
modify the passive latency inference algorithm to enable it to run in the
constrained eBPF environment, and make several optimizations, such
as minimizing state lookup and supporting lock-less concurrent packet
processing across multiple CPU cores, to allow it to scale to high packet
rates. Furthermore, we find that with the monitoring moved into ker-
nel space, pushing individual measurements to user space for reporting
can incur a significant overhead. To further reduce the overhead, we
therefore design a light-weight in-kernel aggregation mechanism. With
this aggregation mechanism, the user space can fetch the entire latency
distribution instead of processing each measurement value, reducing
both the communication overhead and the amount of monitoring data.
Through controlled testbed experiments, we demonstrate how our in-
kernel epping design can successfully handle over 16 times higher packet
rates than the packet-capture-based pping.

Our design of the epping tool, which helps address RQ1, is first in-
troduced and evaluated in Paper I. Paper II provides a deeper look at
the design challenges that we overcome, and Paper III further extends
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epping by adding support for in-kernel aggregation of measurements.

C2 We design an efficient solution for continuously monitoring the latency within
the end host network stack.
Network latency does not only occur in the network between the end
hosts. Latency can also arise within the end host itself as the network
packets are transferred from the NIC to the CPU, traverse the kernel
network stack, and finally are read by the receiving application. Sev-
eral works have studied various aspects of this host latency [35–37, 97–
100, 208, 209]. However, despite this wealth of studies showing how
host latency can cause significant delays, there are only a handful of
tools that are able to passively monitor the host latency for ordinary
application traffic. These prior solutions for monitoring host latency
are either specialized for a very specific network environment and work-
load [47], or have too high overhead to support continuous monitoring
in production [45, 46, 137, 138].

To address the limited visibility of host latency, we therefore design an
efficient passive host latency monitoring solution. Like several prior
solutions, we use eBPF to observe network packets as they reach several
core functions in the Linux network stack, allowing us to follow packets
as they traverse the network stack all the way until the receiving appli-
cations read the packet contents. However, prior eBPF solutions push
individual timestamps as packets reach different points in the network
stack to user space, and then calculate the host latency in user space
by matching up all the timestamps for each packet. Building upon our
insights from C1, we realize that pushing multiple messages per packet
to user space may be costly, and that in-kernel aggregation presents an
opportunity to drastically reduce the overhead. To make in-kernel ag-
gregation possible, we use a novel design that allows us to efficiently
calculate the host latency (and subsequently aggregate it) within the eBPF
programs, which takes advantage of Linux’s capability to timestamp
packets early in the network stack. Furthermore, we design a filter to
detect when applications may be head-of-line blocked, where the kernel
TCP stack has to wait on out-of-order segments to arrive before it can
deliver data to the application. We thereby avoid conflating head-of-line
blocking with host latency.

We demonstrate that our design for netstacklat achieves a low mon-
itoring overhead through several testbed experiments. Under a heavy
workload scenario, where the prior solutions reduce end-to-end through-
put by at least 17% and increase tail latency by over 100%, netstacklat
only reduces throughput by 2% and does not inflate the tail latency by
more than 6%. In a deployment on production servers at a global CDN
provider, we find that netstacklat adds an overhead of just 0.04%
CPU utilization during peak hours for the servers at the busiest location.

The netstacklat design is presented and evaluated in Paper IV, which
addresses RQ1.
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C3 We measure and analyze the latency of ordinary Internet traffic in a wireless
ISP network.
While there are many studies [17, 32, 56, 86, 90, 183, 210–217] that
actively measure network latency across different parts of the Internet,
there are only a handful of studies [93, 95, 218, 219] that employ passive
latency measurements from within the network to capture the latency
for real application traffic. To get a better understanding of how latency
for ordinary Internet traffic varies, we collaborate with a wireless ISP
operator to deploy our passive monitoring solution from C1 inside their
core network. Over the course of a one-month period, we monitor the
network traffic from all of the ISP’s subscribers, collecting an extensive
dataset containing over 9 billion latency measurements.
We perform an extensive analysis of the latency measurements, investi-
gating how the latency distributions vary across different parts of the
network. Similar to several prior studies [90, 93–95], we find a wide
latency tail in the last-mile connection between the ISP and the end user
devices, with 0.16% of the measurements exceeding one second. Like
other studies [86, 95, 214], we also find a diurnal variation in the last-
mile latency where the latency is correlated to the traffic load, increasing
during the busier periods in the evening. However, given that this ISP
already employs a state-of-the-art AQM solution, the high last-mile la-
tency is unlikely to stem from bufferbloat in the ISP network, instead
suggesting that the residential WiFi routers are the primary source of
the large latency spikes. As a previous study [220] has demonstrated in a
testbed, AQMs are insufficient for preventing high latencies in the pres-
ence of WiFi. Our measurements thereby indicate that residential WiFi
remains a noticeable latency issue in the wild, preventing end users from
obtaining consistent low latency even when their ISP takes measures to
prevent bufferbloat.
In contrast to the last-mile segment, our analysis shows that the external
leg between the ISP and the remote Internet endpoints that subscribers
connect to, generally has a higher baseline latency, but a narrower latency
tail. The external latency is generally stable over time. There is a weak
decreasing trend during the busy afternoon periods, which is likely an
effect of traffic shifting to a different set of services that to a greater extent
is served from nearby data centers. There are large differences in the
latency distributions depending on the destination of the traffic, with the
overall external latency distribution having a multi-modal distribution
focused around peaks that match the latency to nearby data centers. 42%
of the latency samples fall within the initial peak, being less than 24ms,
having a similar magnitude as the typical last-mile latency. Meanwhile, for
address blocks associated with mainly Asian and African regions, we not
only see a much higher median latency, often exceeding 200ms, but also
much greater latency variations, with the standard deviation in several
cases reaching 100ms. We also examine the most popular autonomous
systems (ASes). Here, we find that a majority of the traffic is served
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from just a handful of ASes, several of which have a very consistent
latency around 20ms, although some ASes also show a multi-modal
distribution where a fraction of the traffic is served from more distant
data centers. Coinciding with a denial-of-service attack against some
Amazon networks, we also detect a drastic increase in latency to those
networks, exceeding 250ms for over an hour.

This wireless ISP measurement study maps to RQ2, and is presented in
further detail in Paper III.

C4 We investigate the latency in the local kernel network stack and application
layer for HTTP web servers.
There are many studies [35, 36, 98, 100, 209, 221, 222] that examine
various aspects of network latency within the end host in testbeds. How-
ever, these studies use methodologies that cannot easily be applied in
production, such as modifying the kernel [221, 222] or relying on active
end-to-end measurements [35, 36, 100, 209], making it challenging to
explore how host latency impacts application traffic in production net-
works. While Fathom [47] has been used to break down the latency for
several applications at Google, showing how the kernel network stack
and application processing can make up the majority of the end-to-end
latency in some cases, it is limited to remote procedure call (RPC) appli-
cations in a data center setting where both the client and server can be
instrumented. To further explore the extent of host latency in production
servers, we therefore utilize our passive host monitoring from C2 to
investigate the latency in HTTP servers.

We first demonstrate our measurement methodology by analyzing the
host latency for the commonly used nginx [60] and Apache [61] servers
for various traffic loads in a testbed. In total, we examine 144 different
combinations of server configurations, HTTP file sizes, and number of
concurrent connections. Our experiments show that already in the very
early parts of the kernel network stack, there can be large differences in
how long it takes to process the packet. At all four layers in the kernel
network stack that we study, we find that the maximum observed host
latency to be at least three orders of magnitude greater than the minimum
latency, indicating that very large inflations in host latency are possible.
The relative discrepancy between the minimum and maximum latency
and the probability of large latency inflations further increase at the higher
layers of the network stack. We also note that latency at all four layers
grows as the number of concurrent connections increases. Furthermore,
we show that in our testbed setup, where the traffic generator is directly
connected to the server, the host latency at the server is strongly correlated
to the end-to-end request latency, indicating that host latency could be a
useful load-balancing signal.

To analyze the host latency in a production network, we then deploy
our host monitoring across all servers at Cloudflare, a global CDN
provider. Here we find that the latency between the start of the network



28 Introductory Summary

stack until their nginx application reads the HTTP requests is typically
between 64 to 256 µs. In a semi-controlled experiment, we configure
the load balancer to direct an increasing amount of traffic to a server
until the traffic load exceeds the expected capacity of the server. While
the growing traffic load does lead to a measurable increase in the host
latency, especially for the tail latency, the increase is modest, with the
95th percentile remaining below 1ms even when the traffic load exceeds
the expected server capacity. The inflation in host latency due to the high
traffic load is therefore unlikely to have a large impact on end-to-end
latency over the Internet. However, during normal operation, we detect
an anomaly with a much greater impact on the host latency, where the
median latency on one server steadily grows from around 128 to 256 µs
to over 2ms over the course of 3 hours, despite no considerable increase
in traffic load. We identify the issue causing this latency surge as Linux’s
Generic Receive Offload (GSO) mechanism failing to merge packets
from a flow, causing a large increase in kernel-level packet processing on
a single CPU core.

The measurement and analysis of web server latency is presented in
Paper IV, and helps address RQ2.

C5 We design a method to measure the link-wide inter-packet delay and assess
the accuracy of software and hardware timestamps.
While wireless links are a convenient method to connect a wide range of
devices, the radio conditions for the wireless connection may change over
time, causing the network performance of the link to vary [75]. Assessing
the capacity of such links with coarse-grained throughput measurements,
e.g., at 1-second intervals, risks hiding the dynamics of the network
link behind averages. Highly granular measurements can instead use full
packet traces to obtain per-packet data. However, such packet traces can
have large storage footprints. Furthermore, packet traces may contain
sensitive information, such as IP addresses, which are challenging to
anonymize [223, 224]. It is therefore often impractical to collect and share
full packet traces. To minimize the data collection while still retaining
measurement granularity, we therefore propose collecting traces of only
packet sizes and the IPD, as the ratio between them offers the highest
possible granularity of throughput from a packet-level perspective. Such
IPD-traces can be converted to throughput traces of arbitrary resolution,
as often used for trace-driven emulation [225, 226], while also providing a
means to assess the link’s burstiness and IPD-jitter. We provide a use-case
example by collecting IPD-traces for a high-capacity 5G connection and
identifying several multi-millisecond-long gaps with no data reception.
As the methodology we present is network agnostic, we later use a
similar IPD measurements setup to infer Starlink’s link-layer frame
configuration [177, 227, 228]. The Starlink IPD measurements have also
been used for throughput prediction [229].

To facilitate the collection of link-wide IPD-traces, we design the eBPF-
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powered IPD-tool, which can capture the IPD and packet size using
only 4 bytes per packet. In the process, we identify two major challenges
for accurate link-wide IPD collection: timestamp accuracy and concur-
rent packet processing. Due to the short timescales of IPDs, they require
highly accurate timestamps for when the packets arrive. To achieve the
necessary accuracy, we rely on the hardware timestamps that modern
NICs can provide. We conduct testbed experiments using both software
and hardware timestamps to evaluate their suitability for IPD measure-
ments. Our results show that with hardware timestamps, the IPDs closely
match the theoretically expected values, even at sub-microsecond scales.
In contrast, software timestamps frequently lead to impossibly low or
much too high IPDs, only having sufficient accuracy to measure IPDs
that exceed 100µs. Link-wide IPDs also require determining the order in
which all packets arrive on the link. As modern systems use mechanisms
like Receive Side Scaling (RSS) [230] to scale the packet processing across
multiple CPU cores, packets may be processed in parallel or in a different
order than they arrived in. The hardware timestamps from the NIC
allow us to compare the order in which the packets are processed to the
original arrival order. In our experiments, we observe that the processing
order may diverge from the original packet order by up to 50 packets.
This reordering forces us to buffer timestamps from multiple packets so
that the correct arrival order can be established before computing the
IPD. It is therefore not feasible to directly compute the link-wide IPD in
the data plane, as has previously been done for per-flow IPDs [231, 232].

The design of the IPD-tool and the evaluation related aspects, such as
timestamp accuracy and packet reordering, maps to RQ3. The work is
presented in more detail in Paper V.

C6 We design and implement a method to frequently and accurately measure
one-way delays.
To capture how events like resource scheduling, which often occur at
millisecond timescales, affect the latency of wireless links, we need to
measure latency at sub-millisecond intervals. Assessing how the latency
evolves over such short time intervals in turn requires sub-millisecond
measurement accuracy. While there are many ping-like tools [52, 54,
57, 116–118, 123, 233] for actively measuring network latency, most of
them rely on software timestamps, which, as we show with C5, have poor
accuracy at sub-millisecond timescales. Additionally, software timestamps
inflate the latency measurements of the network link by including part
of the time it takes for the end host to process the packets. The end host
can add substantial delays, as we learned from C4. Publicly available
latency measurement tools that support hardware timestamps either
cannot support sufficiently high measurement frequencies [122, 124], or
only capture the RTT instead of the more fine-grained OWD [123].

To support both the highly frequent and accurate OWD measurements
needed for fully resolving the latency characteristics of a wireless link,
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we develop a traffic generator with support for hardware timestamps
called nanoprobe. While nanoprobe is based on nanoping [124], we
have extensively modified it to support our needs and maximize the
measurement accuracy. To achieve low and accurate sending intervals,
we apply busy waiting between transmissions instead of relying on timers.
Likewise, we busy-poll hardware timestamps to reduce the risk that they
are overwritten before the kernel can notify the program. Furthermore,
we pin threads to individual CPU cores to avoid interference from CPU
migration, and delegate OWD and RTT calculations to post-processing
to reduce delays from unnecessary online computation and communi-
cation. We also add new features, such as a duplex mode where OWD
probes are concurrently sent in uplink and downlink directions inde-
pendently of each other instead of in a synchronized request-response
manner. Additionally, we make it possible to schedule the packet size and
transmission interval on a per-packet basis. This enables the construction
of any arbitrary traffic load, which is useful to test how the network
responds to different traffic patterns. Finally, by combining nanoprobe
with a looped network setup where the same NIC acts as both sender and
receiver, we avoid clock synchronization and drift issues when measuring
the OWD.

The design and implementation of nanoprobe addresses RQ3. We intro-
duce nanoprobe in Paper VI, and extend it with per-packet scheduling
in Paper VII.

C7 We perform highly granular measurements and a detailed analysis of the
latency in Starlink.
As the first and largest Low Earth Orbit (LEO) satellite network, Starlink
provides a new type of access network that already connects millions
of devices to the Internet. However, with network traffic being routed
through space using proprietary technologies, there are many hidden
factors that can impact the latency. While several previous studies [78,
181–184, 234] have statistically quantified the latency over the Starlink
network at a macroscopic level, the observed latency variations are not
yet well understood. For instance, prior measurements [178, 235] at
10ms or 20millisecond intervals have shown latency bands where the
latency varies between a few distinct values. While this behavior has
been assumed to be an artifact of Starlink’s resource scheduling, no
exact explanation has been provided. There is also a lack of studies
investigating the queueing behavior in Starlink, despite queueing often
being a considerable source of variable latency.

To better understand Starlink network latency, we use our highly accu-
rate measurement tool from C6 to perform extensive OWD measure-
ments over a Starlink connection. We use both highly frequent but
non-saturating probing to measure the latency without congestion, as
well as traffic bursts of various sizes and rates to measure the latency infla-
tion as queues build up. Our analysis reveals a distinct reverse sawtooth
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latency pattern as multiple packets across several milliseconds accumulate
before all being delivered at once in a single link-layer frame, and demon-
strate that the banding observed in prior studies is an aliasing effect from
the low measurement frequency. We also observe drastic latency spikes
upwards of 300ms during Starlink’s periodic reconfiguration events, di-
urnal latency variations, and that the uplink has larger latency variations
than the downlink. Furthermore, we compare the latency and loss pat-
terns to a queuing simulator, showing how Starlink appears to be using
a front-drop queue with a queue size of around 1500 packets. Notably,
this queuing configuration may explain the poor performance observed
for the commonly employed Cubic congestion control.
This study of network latency over Starlink maps to RQ4. While our
analysis focuses on Starlink, the general methodology with high-frequency
accurate latency probing can be used to uncover the latency characteristics
in any IP-network. The investigation of Starlink’s OWD is presented in
Paper VI while the queuing characteristics are covered in Paper VI.

C8 We make our research artifacts publicly available.
Making use of prior knowledge, i.e. “standing on the shoulder’s of
giants” [236], is a core pillar enabling scientific progress. To enable
others to replicate, learn from, and build upon our work, we make our
tools and datasets publicly available in addition to describing the work in
scientific publications. We have open sourced epping4, netstacklat5,
the IPD-tool6, and nanoprobe7. Notably, the source code for epping
has been used to integrate passive RTT monitoring in LibreQoS [237], a
QoS platform used by over 1000 ISPs worldwide [238], and our work
thereby contributes towards monitoring the latency for millions of ISP
subscribers. Furthermore, in addition to datasets from our own testbeds,
primarily useful for replication purposes, we also share novel datasets
with latency measurements from real-world production networks. In
particular, we share a dataset8 with aggregated latency measurements
derived from 356 billion packets of customer traffic at a wireless ISP,
as well as a two datasets9 with detailed per-packet OWD measurements
from over 500 million probe packets sent over Starlink. These datasets
enable other researchers to further study the latency in ISP and Starlink
networks, or can be used as input for realistic trace-driven network
emulation.
While sharing tools and datasets does not directly map to any of the
research questions, it is an important aspect for all of them. We share
relevant artifacts where possible for all included papers in this thesis.

4https://github.com/xdp-project/bpf-examples/tree/main/pping
5https://github.com/xdp-project/bpf-examples/tree/main/netstacklat
6https://git.cs.kau.se/simosund/ebpf-ipd-tool/
7https://github.com/simosund/nanoprobe
8https://doi.org/10.5281/zenodo.13388093
9https://doi.org/10.5281/zenodo.16275284 and https://doi.org/10.5281/

zenodo.18868451

https://github.com/xdp-project/bpf-examples/tree/main/pping
https://github.com/xdp-project/bpf-examples/tree/main/netstacklat
https://git.cs.kau.se/simosund/ebpf-ipd-tool/
https://github.com/simosund/nanoprobe
https://doi.org/10.5281/zenodo.13388093
https://doi.org/10.5281/zenodo.16275284
https://doi.org/10.5281/zenodo.18868451
https://doi.org/10.5281/zenodo.18868451
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In summary, our contributions include the design of several novel solutions
to measure network latency, giving network operators and service providers
efficient ways to continuously monitor their networks (C1 and C2), and
enabling researchers to perform the highly granular and accurate measurements
needed to capture the latency in new network technologies (C5 and C6).
Leveraging these solutions, we measure and analyze the end-to-end latency in a
Wireless ISP (C3), the host latency within web servers (C4), and the delays
caused by resource scheduling and queueing in Starlink (C7), contributing to an
increased understanding of latency across various parts of the modern Internet.

6 Summary of Appended Papers

Paper I – Efficient Continuous Latency Monitoring with eBPF

In this paper, we propose using eBPF to implement passive network latency
monitoring inside the kernel to avoid the overhead of traditional packet captur-
ing, where packets are cloned and processed in user space, as used by previous
passive monitoring solutions. We hypothesize this will allow passive monitoring
to scale to higher packet rates while still being deployable on general-purpose
hardware. To test our hypothesis, we implement an evolved passive ping,
epping. We evaluate epping on a testbed, and show that the RTT measure-
ments provided by the tool are consistent with those produced by previous
solutions. Furthermore, we compare the runtime performance of our solution
to the previous pping tool, which uses a similar algorithm but relies on packet
capturing. Our results show that the original pping is only able to monitor
a fraction of all packets at multi-gigabit rates, while our proposed epping
processes every packet while maintaining a lower CPU overhead than pping,
allowing it to effectively monitor packets at over an order of magnitude higher
rates with the same CPU resources. Additionally, we discuss the implications
of our solution relying on TCP timestamps and show scenarios that can lead
to the RTT being slightly overestimated.

Paper II – Evolved Passive Ping

This technical report complements Paper I and III by providing additional details
on the design and implementation of epping and its various features. We cover
many of the optimizations we have done to reduce the overhead of epping,
but also outline some possible further improvements. Additionally, we go
over many of the challenges encountered during the development of epping
and how we solved them, focusing primarily on handling concurrency from
processing multiple packets simultaneously and implementing all of the logic
with the quickly evolving eBPF technology.
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Paper III – Measuring Network Latency from a Wireless ISP

In Paper I, we noted that our passive latency monitoring tool epping can
produce a very large amount of measurements. To make it practical to con-
tinuously monitor network latency, we therefore extend epping in this paper
with the capability to aggregate RTT measurements inside the kernel. To
demonstrate the feasibility and utility of continuously monitoring network
latency, we deploy our extended epping inside the network of a wireless ISP
and passively monitor the network latency for all of its customer traffic over a
one-month period, collecting over 9 billion RTT measurements. We perform
an extensive analysis of the latency data, inspecting the latency distribution
both within and across subnets and autonomous systems of various sizes, and
show how the latency varies over time. Among others, we find that the internal
network latency is lower but has a wider tail than the external latency, and that
the internal latency increases during peak hours, whereas the external latency
shows no such trend. Furthermore, we visualize network latency across the
entire IPv4 address space, showing that address blocks managed by the African
and Asian regional Internet registries have both high median latency and large
latency variations, while the most popular autonomous systems have relatively
low and narrow RTT distributions.

Paper IV – Waiting at the Front Door

In this paper, we turn our focus towards the network latency that can accrue
within the end host. We propose a new tool, netstacklat, that can continu-
ously monitor the within-host latency as network packets traverse the kernel
network stack until the payload is read by the receiving application. By making
use of Linux’s packet timestamping capabilities, eBPF, and in-kernel aggregation,
netstacklat achieves a low overhead. We assess netstacklat with a wide
variety of HTTP workloads on a testbed, demonstrating how its low overhead
only inflates the tail latency by 6% in a heavily loaded scenario where prior
solutions more than double the tail latency. We also examine the netstacklat
latency measurements, finding that even in the early parts of the kernel network
stack, the latency can be inflated by over three orders of magnitude, and that
the measured host latency strongly correlates to the end-to-end application
latency. Finally, we perform a fleet-wide deployment of netstacklat at a
global CDN provider, among others, showing how netstacklat identified a
temporary anomaly where the kernel network stack failed to merge packets
from a flow, leading to a drastic increase in network stack latency.

Paper V – Characterizing Wireless Link Throughput with eBPF and Hard-

ware Timestamps

In this work, we leverage eBPF and NIC-supplied hardware timestamps to
capture the inter-packet delay (IPD) for all packets traversing a link. This IPD
data provides a highly granular view of throughput variations and IPD jitter,
which is useful when assessing the performance of wireless links where the
available capacity frequently changes. By utilizing a custom data format and only
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collecting the IPD, our method only requires 4 bytes per packet measurement,
at least a 4X reduction compared to traditional packet captures, while also
avoiding sensitive information like IP addresses. Furthermore, we show that
while hardware timestamps can produce accurate IPDs at a nanosecond scale,
software timestamps are inadequate for capturing IPDs at sub-millisecond scales.
Additionally, we utilize the IPD collection to analyze the performance of a
speedtest running over a 5G link at nearly 1Gbps, and observe frequent multi-
millisecond gaps where no packets are received on the link. The measurement
methodology presented in this paper also serves as the foundation for several
studies [179, 227, 228] examining Starlink’s performance (not included in the
thesis).

Paper VI – A Detailed Characterization of Starlink One-way Delay

In this paper, we investigate the one-way delay (OWD) latency over a Starlink
connection for both downlink and uplink traffic across multiple timescales.
To achieve highly accurate measurements, we develop an isochronous packet
generator, nanoprobe, that uses NIC-supplied hardware timestamps. Further-
more, by sending very frequent probe packets, we get highly granular data
with multiple probes within each 1.33ms Starlink link-layer frame period. We
find that Starlink’s link layer scheduling results in a reverse sawtooth pattern as
packets are delivered in batches, and show how a coarser sampling interval of
10ms, used by some previous studies, causes an aliasing artifact. We also find
that when Starlink reconfigures the network every 15 seconds, the latency may
increase by over 100ms, and that the latency variation is greater for uplink
traffic than for downlink traffic.

Paper VII – Characterizing the Configuration of Starlink Queuing

One of the major components of network latency is queuing, so to better
understand the performance of the Starlink network, we investigate its queuing
behavior in this paper. To do this, we extend the nanoprobe tool from
Paper VI with the capability to send probe packets according to a configurable
schedule and use it to send traffic bursts of varying rates and durations over
Starlink. By comparing the resulting one-way delay and loss patterns to a
queuing simulator, we find that Starlink employs a drop-front queue rather
than a tail-drop queue. While this drop-front behavior results in lower queuing
delays than traditional tail drops, it may also explain the poor performance for
loss-based congestion controls, like Cubic, that have been observed for Starlink.
Additionally, Starlink does not appear to use per-flow queueing, and the queue
size seems to be limited in the number of packets rather than the number of
bytes.

7 Conclusion

In this thesis, we have explored using modern technologies like eBPF and
hardware timestamps to improve the visibility of network latency. We have
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shown how eBPF can be used to create efficient in-kernel passive monitoring
solutions that network operators and service providers can deploy in existing
general-purpose infrastructure to continuously monitor the latency in both
their networks and end hosts. Additionally, we demonstrate how combining
accurate hardware timestamps with high-frequency measurements allows net-
work researchers to examine the latency characteristics of emerging network
technologies in detail. We have leveraged our new measurement solutions to
analyze the latency in various network environments, including both the last-
mile access and external segments in a wireless ISP network, the local end host
network stack in servers, and the recently deployed Starlink satellite network.

Across the different networks and parts of the networks we have examined,
we consistently find long latency tails. While latency distributions are generally
known to be long-tailed, it is interesting to note that we find this to not only
be the case for the end-to-end latency as a whole, but to also hold true for
each separate aspect of the networks we have analyzed, including the last-mile
access, upstream connections to individual ASNs, each layer in the end host
network stack, and the reconfiguration delays in Starlink. This highlights that
achieving consistent low latency will require holistic changes across all parts of
the network. When such network changes aimed at reducing network latency
are deployed, the capability to observe latency will be crucial to assess if they
have the desired impact.

Beyond simply observing, there is also an opportunity to leverage latency
measurements themselves as a means to lower network latency. We often
find that network latency is correlated with traffic load in various ways, and
future work could use the live in-line latency measurements from our passive
monitoring solutions in various network devices to reduce congestion induced
latency. For example, traffic shapers in ISP networks could detect latency
increases to individual subscribers and dynamically reduce the data rate to
avoid congestion in the residential WiFi routers, similarly to how CAKE [39]
and PURPLE [239] can shape traffic below the expected network capacity
to avoid bufferbloat in external devices. Likewise, routers could use passive
latency measurements to avoid congested or high-latency routes [240], and
network management and orchestration systems can detect latency anomalies
to locate, predict, and prevent network issues [241, 242]. Meanwhile, our
monitoring of end host latency could be used as a signal for load-balancing server
workloads [243]. A detailed understanding of the latency characteristics in
specific network environments, such as the structural latency variations we have
found for Starlink, can also be used to design specialized networking solutions
for those environments. For example, such insight can be leveraged to develop
new congestion control [197, 244, 245] and multipath-scheduler [246, 247]
algorithms that are able to better adapt to Starlink’s latency variations.

There still remains much work to fully understand the latency properties
of all the heterogeneous networks that make up the modern Internet. In this
work, we have provided a snapshot view of the latency in a few select network
environments, but it is not clear how well our findings generalize to other
networks and how it might change over time. In particular, it would be useful
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with more extensive and long-term measurement studies, such as the one by
Trevisan et al. [219], to further examine how the network latency evolves
over time. The low-overhead passive monitoring solutions we present in this
thesis make such studies more feasible, as they can run on existing network
devices without requiring any dedicated monitoring infrastructure. For Starlink,
our fine-grained analysis has revealed several details about how the internal
mechanisms impact the latency. However, there are still aspects of Starlink that
require further study, such as how its dynamic load-based resource allocation
may impact the latency for traffic of different intensities. Furthermore, there
are many upcoming wireless networks that also need to be studied, such as
other non-terrestrial networks [248, 249], private network slices [250, 251],
and beyond-5G cellular networks [252]. Here, the methodologies we have
developed to analyze Starlink can be reapplied to learn the latency characteristics
of other black-box networks where the internal workings are unknown. Our
work thereby not only serves to improve the understanding of the latency in
current networks, but also provides the means to understand the latency for
the evolving networks of the future.
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