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Abstract
People engage with multiple online services and carry out a range of different
digital transactions with these services. Registering an account, sharing content in social networks, or requesting products or services online are a few
examples of such digital transactions. With every transaction, people take decisions and make disclosures of personal data. Despite the possible benefits of
collecting data about a person or a group of people, massive collection and aggregation of personal data carries a series of privacy and security implications
which can ultimately result in a threat to people’s dignity, their finances, and
many other aspects of their lives. For this reason, privacy and transparency enhancing technologies are being developed to help people protect their privacy
and personal data online. However, some of these technologies are usually
hard to understand, difficult to use, and get in the way of people’s momentary goals.
The objective of this thesis is to explore, and iteratively improve, the usability and user experience provided by novel privacy and transparency technologies. To this end, it compiles a series of case studies that address identified issues of usable privacy and transparency at four stages of a digital transaction, namely the information, agreement, fulfilment and after-sales stages.
These studies contribute with a better understanding of the human-factors
and design requirements that are necessary for creating user-friendly tools that
can help people to protect their privacy and to control their personal information on the Internet. Although related, these human-factors and design requirements are quite different at the different stages of an online transaction.
Keywords: Usable privacy, usable transparency, usability, user experience,
mental models, mobile devices, digital transactions, e-commerce, user interfaces.

v

Acknowledgements
In the spring of 2010, the words from Bengt and Sara Burström encouraged
me to take the decision to move to Karlstad and pursue a doctoral degree at
Karlstad University (KaU). I thank them and the rest of the Burström family
deeply for their support at that time and the inspiration they still bring to
my life. The decision involved having to depart from dear friends in Skåne.
Piero Iudicciani, Anna Beek, Keyvan Alvandi, Viveka Schaar, Moé Takemura,
Emilija Zabiliute, and others, thanks for showing me that friendships can endure distances and time, and for all the moments we’ve enjoyed in different
parts of the world.
Moving to Karlstad brought me new friends and colleagues. I want to specially thank Ann-Charlotte Bergerland, for going through this journey with
me, including all its joys, hardships and tough decisions. Thank you for your
tolerance, understanding and affection. It means a lot to me and nourishes
my spirit. The journey is not over!! Thanks also to Lena and the rest of the
Bergerland family. While in Karlstad, I have been blessed with the company
of two angels, Rafael Marenco and Stephanie Vierling, who have taken care of
me and made life more fun, interesting and insightful. Thanks to whomever
sent them my way. My thanks also to other friends who make Karlstad even
more enjoyable, specially Loles Salmeron and Leif Abatte.
Thanks to my colleagues/friends at Informatik and Datavetenskap who
transform work into fun and learning. Special thanks to the old and new
members of the PriSec group. In particular, thanks to the honorable coauthor of some of my papers and my privacy/transparency guru, Tobias Pulls.
Thanks to Dr. Winter for getting weird humor (stop hacking my twitter account!!). Many thanks to Stefan Berthold, among his many contributions to
humanity, the creation of a LATEX template for KaU dissertations has been his
best one yet. Thanks to Jenni Reuben for bringing a balance to the group.
Thanks to Leonardo Martucci for always giving us something to laugh about.
Thanks to all of you for your patience when teaching technical stuff to an
HCI person. If you would have a Facebook account I would definitely consider you as my ‘real’ friends! Thanks also to the ping-pong gang, specially
Robayet Nasim, Mohammed Rajiullah, Johan Garcia!
Having three supervisors from different departments was privilege that
not all get to experience. Thanks to John-Sören Pettersson for his time and
direction, and for giving me the opportunity to pursue a doctoral degree.
Thanks to Simone Fischer-Hübner for her constant support and feedback, for
tirelessly improving the quality of my work, and for always supporting us not

vi

only professionally but also personally. Thanks to Erik Wästlund, my most
honorable co-author, statistics mentor, friend, and sharer of an endless pool of
innovative ideas. Thanks for always praising or improving my own ideas, but
never disregarding them, no matter how bad or unrealistic they might have
been. Wealth and fame await us.
It was through the efforts of my supervisors that I got the funding which
allowed me to be part of different research projects and to work with many interesting people. Thanks to the European Commission, responsible for funding the PrimeLife and A4Cloud projects. The U-PrIM project came to be
thanks to funding from the Swedish Knowledge Foundation. Thanks to Peter
Gullberg for all his effort and advice in that project, and to Patrick Bours for
his help with biometrics. I thank Google for the funding we received in two
consecutive years, and for giving me the opportunity to do a four-month internship in the Zurich office. I wanna thank Martin Ortlieb deeply for taking
me under his wing, sharing his experience in the field and pushing me to deliver superior results. The time spent working with his team was exceptional
and rewarding at many different levels. I thank them greatly all for that time.
Specially, thanks to Manya Sleeper whose friendship motivates me to become
a better scientist and person.
This thesis has passed through many iterative reviews. Thanks to Ella
Kolkowska for her very valuable and thorough feedback, and to the rest of
the people who proof-read the thesis, Malin Wik, Peter Bellström, Prima and
Remis Gustas, Monica Magnusson, and all the others who helped me make
this text more readable and correct.
If I would have to divide my gratitude in percentages 80% of my ‘thank
yous’ would go to my family. Great thanks to Manuel and Pilar Angulo
who always keep inspiring me to become someone who I enjoyed being, and
who have always provided us with the bases to thrive among opportunities.
Thanks to Andrea Angulo for setting the example of how life ought to be
lived. To the rest of family, Yolanda Reynal, Edith Reyes, Ximena and Felipe
Angulo, and all other uncles and cousins (you are too many to list you all),
thanks for letting me know that you are always there for me.
This work is dedicated to all of you.

Karlstad, 19th May 2015

Julio Angulo

vii

List of Appended Papers
1. Julio Angulo, Erik Wästlund, Johan Högberg. What would it take
for you to tell your secrets to a cloud? Studying decision factors when
disclosing information to cloud services. Nordic Conference on Secure IT
Systems (NordSec ’14). pp. 129-145. Tromsø, Norway. October 15–17,
2014. Springer.
2. Julio Angulo, Simone Fischer-Hübner, Tobias Pulls and Erik Wästlund.
Towards Usable Privacy Policy Display & Management. Information
Management & Computer Security. 20(1), pp. 4–17. Emerald Group
Publishing Limited, 2012.
3. Erik Wästlund, Julio Angulo and Simone Fischer-Hübner. Evoking
Comprehensive Mental Models of Anonymous Credentials. Open Problems in Network Security, Jan Camenisch and Dogan Kesdogan, editors.
Lecture Notes in Computer Science, 7039, pp. 1–14. Springer Berlin
Heidelberg, 2012.
4. Julio Angulo, and Erik Wästlund. Identity Management through “Profiles” - Prototyping an online information segregation service. HumanComputer Interaction, Part III. M. Kurosu, editor. Lecture Notes in
Computer Science. 8006, pp. 10–19, Springer Berlin Heidelber, 2013.
5. Julio Angulo and Erik Wästlund. Exploring Touch-Screen Biometrics
for User Identification on Smart Phones. Privacy and Identity Management for Life - Proceedings of the 7th IFIP WG 9.2, 9.6/11.7, 11.4, 11.6
International Summer School 2011, Jan Camenisch, Bruno Crispo, Simone Fischer-Hübner, Ronald Leenes, and Giovanni Russello, editors.
pp. 130–143, Trento, Italy. Springer 2012.
6. Julio Angulo, Erik Wästlund, Peter Gullberg, Daniel Kling, Daniel
Tavemark and Simone Fischer-Hübner. Understanding the user experience of secure mobile online transactions in realistic contexts of use.
Workshop on Usable Privacy & Security for Mobile Devices (U-PriSM). Sonia Chiasson and Jaeyeon Jung. Symposium On Usable Privacy and
Security (SOUPS ’12). Washington D.C., USA. July 2012.
7. Julio Angulo, Simone Fischer-Hübner, Tobias Pulls, Erik Wästlund.
Usable transparency with the Data Track – A tool for visualizing data
disclosures. Extended Abstracts in the Proceedings of the Conference on

viii

Human Factors in Computing Systems (CHI ’15). pp. 1803–1808. Seoul,
Republic of Korea. April, 2015.
8. Julio Angulo and Martin Ortlieb. “WTH..!?!” Experiences, reactions,
and expectations related to online privacy panic situations. (Under submission, 2015)

Comments on my Participation

Paper I For this study, Erik Wästlund and I planned Experiments 1 and 3. I
created and setup the experiments’ test beds for data collection, and recruited
participants in person and through a crowdsourcing platform. Erik and I
analyzed the obtained data and derived results. I put together the submitted
article. Johan Högberg took care of the procedures for Experiment 2.
Paper II In this work I contributed with further design ideas and usability
evaluations for the 6th and 7th iteration cycles of the prototype of the “Send
Data?” dialog. Furthermore, I took care of writing and illustrating the research article and reports describing the design process and the testing outcomes.
Paper III In this article I collaborated with Erik Wästlund to propose a new
metaphor for anonymous credentials based on the earlier work done by him
and Simone Fischer-Hübner. I was then responsible for implementing the
metaphor idea by creating interactive prototypes and testing the prototypes
using questionnaires and cognitive walkthroughs. Erik and I analyzed the
data jointly. Finally, Simone and I were responsible for writing the research
article.
Paper IV I sketched and prototyped different design alternatives for an identity management interface. Together with Erik Wästlund, we refined the concepts and design ideas at successive iterations. I carried out the usability evaluations at every iteration, and deductions from the obtained results were considered with the help of Erik. I was also in charge of compiling the research
report which was summarized into the resulting paper.

ix

Paper V I was the driving force behind this work. I generated the idea of a
novel biometric authentication approach for mobile devices. To test the idea,
I implemented a mobile application using the Android development framework and set up a database on a server to collect data from mobile devices.
I carried out tests collecting users’ biometric data. With the help of scripts
written by Ge Zhang, made to compute the efficiency of different biometric classifiers, Erik Wästlund and I analyzed the obtained data and were able
to draw conclusions. I then disseminated our work in this resulting research
paper.
Paper VI For this work I suggested the use of the Experience Sampling
Method (ESM) as a way to capture the experience of users in everyday mobile transactions. I sketched scenarios based on the discussions and feedback
obtained by industry partners (Peter Gullberg, Loba van Heugten and Ernst
Joranger) as well as my co-supervisors and a colleague (Erik Wästlund, Simone Fischer-Hübner and Tobias Pulls). I then coordinated and implemented
such scenarios in an actual mobile device with the help of two bachelor thesis
students, Daniel Kling and Daniel Tavemark. I was also responsible for describing and disseminating our work and the obtain results of a pilot study in
this research paper.
Paper VII Based on initial UI concept of the Data Track suggested in earlier
research projects by Simone Fischer-Hübner and project partners, I proposed
novel visualizations for the Data Track tool. Together with Erik Wästlund
and Tobias Pulls, we iteratively created new design proposals for the trace view
and timeline interface, taking into account the user perceptual capabilities and
the technical limitations. Hampus Sandström helped with the evaluations at
some of the evaluation rounds.
Paper VIII The idea of studying moments of online privacy panic was suggested by Martin Ortlieb and his team. I was then left in charge of screening
for participants, performing the interviews, and designing and carrying out
a survey. With the guidance of Martin and the help of Erik Wästlund, I analyzed the obtained data and suggested implications for design. I designed and
tested a prototype for the mobile version of a help system for users in panic
(not presented in this paper).

x

Other contributions to project deliverables and reports
• Julio Angulo. Usable transparency through network representations
and analyses. In Workshop on The Future of Network Privacy: Challenges
and Opportunities. Computer Supported Collaborative Work (CSCW
2015). Vancouver, BC, Canada. March, 2015.
• Carmen Fernandez-Gago, Vasilis Tountopoulos, Simone Fischer-Hübner,
Rehab Alnemr, David Nuñez, Julio Angulo, Tobias Pulls, and Theo
Koulouris. Tools for Cloud Accountability: A4Cloud Tutorial. In Privacy and Identity Management for the Future Internet in the Age of Globalisation ?- Proceedings of the IFIP Summer School 2014. Camenisch et
al., editors. IFIP AICT 457, Springer, 2015.
• Simone Fischer-Hübner, John Sören Pettersson, and Julio Angulo. HCI
Requirements for Transparency and Accountability Tools for Cloud
Service Chains. In Accountability and Security in the Cloud, pp. 81–113.
Springer International Publishing, 2015.
• Julio Angulo and Karin Bernsmed and Simone Fischer-Hübner and
Christian Frøystad and Erlend A. Gjære and Erik Wästlund. Deliverable D-5.1: User Interface Prototypes V1. A4Cloud Deliverable D-5.1,
A4Cloud project. August, 2014.
• Simone Fischer-Hübner, Julio Angulo, and Tobias Pulls. How can
Cloud Users be Supported in Deciding on, Tracking and Controlling
How their Data are Used?. In Privacy and Identity Management for
Emerging Services and Technologies, pp. 77–92. Springer Berlin Heidelberg, 2014.
• Simone Fischer-Hübner, John Sören Pettersson, Julio Angulo, Jessica
Edbom, Mia Toresson, Henrik Andersson, W. Kuan Hon and Daniela
Soares Cruzes. Deliverable C-7.3: Report on end-user perceptions of
privacy-enhancing transparency and accountability. A4Cloud Deliverable C-7.3, A4Cloud project. September, 2014.
• Julio Angulo and Simone Fischer-Hübner and John Sören Pettersson
and Erik Wästlund and Leonardo Martucci. Deliverable C-7.1: General
HCI principles and guidelines for accountability and transparency in
the cloud. A4Cloud Deliverable C-7.1, A4Cloud project. September,
2013.

xi

• Julio Angulo. Users as Prosumers of PETs: The Challenge of Involving
Users in the Creation of Privacy Enhancing Technologies. Frameworks
of IT Prosumption for Business Development, pp. 178–199. IGI Global,
2013.
• Julio Angulo and Erik Wästlund. Identity Management for online
transactions – Using “Profiles” to segregate personal information. Technical report, Karlstad University, Karlstad, Sweden, April 2012.
• Julio Angulo, Simone Fischer-Hübner, Tobias Pulls and Erik Wästlund.
Towards usable privacy policy display & management – the PrimeLife
approach. In Steven M. Furnell and Nathan L. Clarke, editors, Proceedings of the Fifth International Symposium on Human Aspects of Information Security & Assurance (HAISA 2011), pages 108–118. Plymouth,
United Kingdom. July, 2011.
• Cornelia Graf, Christina Hochleitner, Peter Wolkerstorfer, Julio Angulo, Simone Fischer-Hübner and Erik Wästlund. Final HCI Research
Report. Primelife Project Deliverable D4.1.5, PrimeLife project. May,
2011.
• Cornelia Graf, Christina Hochleitner, Peter Wolkerstorfer, Julio Angulo, Simone Fischer-Hübner, Erik Wästlund, Marit Hansen and LeifErik Holtz. Towards usable privacy enhancing technologies: Lessons
learned from the primelife project. PrimeLife Deliverable D4.1.6, PrimeLife
project. February, 2011.
• Cornelia Graf, Christina Hochleitner, Peter Wolkerstorfer, Julio Angulo, Simone Fischer-Hübner and Erik Wästlund. Ui prototypes: Policy
administration and presentation - version 2. In Simone Fischer-Hübner
and Harald Zwingelberg, editors, PrimeLife Heartbeat 4.3.2, PrimeLife
project. June, 2010.
• Julio Angulo, Simone Fischer-Hübner, Tobias Pulls and Ulrich König.
HCI for policy display and administration. In Privacy and Identity Management for Life, pp. 261-277. Springer Berlin Heidelberg, 2011.

A comment on the Licentiate thesis
This Doctoral thesis is built upon and extends the work presented in my Licentiate thesis, defended in December 2012. Much of the contents of this

xii

Doctoral thesis purposely replicate the work of the Licentiate thesis. The Licentiate thesis can be found in:
• Julio Angulo. Usable privacy for digital transactions: Exploring the
usability aspects of three privacy enhancing mechanisms. Karlstad University Studies. 2012:45. December, 2012.

xiii

Contents
List of Appended Papers

vii

INTRODUCTORY SUMMARY

1

1

.
.
.
.

3
3
4
4
6

2

Background
2.1 Fundamental concepts . . . . . . . . . . . . . . . . . . . . . . . . . .
2.2 Projects: description and outcomes . . . . . . . . . . . . . . . . . .

8
8
16

3

Summary of case studies
3.1 Information phase . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
3.2 Agreement phase . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
3.3 Fulfilment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
3.4 After-sales . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
3.5 The outcome of the case studies in the flow of a digital transaction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

19
19
21
22
25

Related work
4.1 Factors influencing users’ data dissemination decisions . . . . .
4.2 User interfaces for privacy policies and privacy preference management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
4.3 Users’ mental models of privacy technologies . . . . . . . . . . .
4.4 Usable identity management . . . . . . . . . . . . . . . . . . . . . .
4.5 Mobile authentication: biometrics and graphical passwords . .
4.6 Transparency of personal data disclosures . . . . . . . . . . . . . .
4.7 Privacy incidents and concerns . . . . . . . . . . . . . . . . . . . . .

31
31

5

Research approach

47

6

Research methods used
6.1 User-Centred Design . . . . . . . . . . . . . . . . . . . . . . . . . . .
6.2 Usability testing methods . . . . . . . . . . . . . . . . . . . . . . . .
6.3 Methods evaluating biometric identification . . . . . . . . . . . .

51
51
55
60

4

Introduction
1.1 Motivation . . . . . . .
1.2 Objective . . . . . . . .
1.3 Research questions . .
1.4 Structure of the thesis

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

27

31
36
38
41
42
45

xiv

6.4

Discussion on methods used . . . . . . . . . . . . . . . . . . . . . . .

61

7

Contributions to usable privacy and transparency
7.1 Overall contributions . . . . . . . . . . . . . . . . . . . . . . . . . . .
7.2 Highlights of individual contributions from the case studies . .

65
65
66

8

Discussions
8.1 Design process of privacy and transparency technologies . . . .
8.2 Democracy in the design process of privacy and transparency
tools . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
8.3 Do users need transparency-enhancing tools? . . . . . . . . . . . .

68
68

Concluding remarks

73

9

69
71

PAPER I
What would it take for you to tell your secrets to a cloud?
Studying decision factors when disclosing information to
cloud services
97
1

Introduction

99

2

Related work

100

3

Research hypotheses and questions

102

4

Experimental approach
4.1 Experiment 1: Willingness to surrender control over personal
data depending on value gained . . . . . . . . . . . . . . . . . . . . .
4.2 Experiment 2: Framing of required effort . . . . . . . . . . . . . .
4.3 Experiment 3: Desired features of cloud storage services . . . .

103

5

Implications and discussions

112

6

Limitations

114

7

Concluding remarks

115

Appendices

105
107
109

119

A Ten registration questions
119
A.1 Control questions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119
A.2 Sensitive questions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119

xv

B Introduction to test participants

120

PAPER II
Towards Usable Privacy Policy Display & Management 121
1

Introduction

123

2

Related work

125

3

Designing for privacy policy management with PPL
126
3.1 The challenge of designing interfaces for PPL . . . . . . . . . . . 127
3.2 Identified requirements for a privacy policy management interface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 128

4

Designing the “Send Data?” browser extension
129
4.1 User Interface elements and rationale behind design decisions . 129
4.2 Alternative design for the seventh iteration cycle . . . . . . . . . 132
4.3 Usability testing of the seventh iteration cycle . . . . . . . . . . . 134

5

Discussions and lessons learned

135

6

Conclusions

137

PAPER III
Evoking Comprehensive Mental Models of Anonymous
Credentials
141
1

Introduction

143

2

Background
145
2.1 Anonymous Credentials . . . . . . . . . . . . . . . . . . . . . . . . . 145
2.2 Mental Models . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 146

3

Related work

4

Methodology
147
4.1 The card-based approach . . . . . . . . . . . . . . . . . . . . . . . . . 148
4.2 The attribute-based approach . . . . . . . . . . . . . . . . . . . . . . 150
4.3 The adapted card-based approach . . . . . . . . . . . . . . . . . . . 151

5

Conclusions

147

156

xvi

PAPER IV
Identity Management through “Profiles” - Prototyping an
online information segregation service
159
1

Introduction

161

2

Related work

162

3

Conceiving an interface for information segregation
3.1 Assumptions and requirements . . . . . . . . . . . . .
3.2 Design approach . . . . . . . . . . . . . . . . . . . . . .
3.3 Usability evaluations . . . . . . . . . . . . . . . . . . .
3.4 Implications . . . . . . . . . . . . . . . . . . . . . . . . .

163
163
164
166
168

4

Concluding remarks

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

169

PAPER V
Exploring Touch-Screen Biometrics for User Identification on Smart Phones
174
1

Introduction

177

2

Related work

179

3

Requirements and research questions

180

4

Experimental setup

181

5

Data collection and analysis

182

6

Implications and discussions

185

7

Conclusions and future work

190

PAPER VI
Understanding the user experience of secure mobile online transactions in realistic contexts of use
195
1

Introduction

197

xvii

2

Background
199
2.1 Authentication approaches in mobile devices . . . . . . . . . . . . 199
2.2 Trusted Execution Environment (TEE) . . . . . . . . . . . . . . . 201
2.3 Experience Sampling for data collection . . . . . . . . . . . . . . . 201

3

Experimental approach
202
3.1 Defining mobile e-commerce scenarios . . . . . . . . . . . . . . . . 202
3.2 Evaluating the identified scenarios under realistic contexts of
use - Pilot study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 206

4

Findings from the pilot study

208

5

Implications and future work

209

PAPER VII
Usable transparency with the Data Track – A tool for visualizing data disclosures
218
1

Introduction

221

2

Related work

222

3

The trace view visualization

223

4

Usability evaluation activities
225
4.1 Usability testing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 225
4.2 Workshop . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 227

5

Discussions and next steps

230

Appendices

234

C Poster

234

PAPER VIII
“WTH..!?!” Experiences, reactions, and expectations related to online privacy panic situations
235
1

Introduction

237

xviii

2

Related work
239
2.1 Users’ privacy concerns . . . . . . . . . . . . . . . . . . . . . . . . . . 239
2.2 Potential panic evoking privacy incidents . . . . . . . . . . . . . . 241

3

Methodology
244
3.1 Interviews . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 244
3.2 Verification survey . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 252
3.3 Limitations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 260

4

Implications for the design of a privacy panic help system

261

5

Final remarks

263

Appendices

270

D Interview protocol

270

E Verification survey questions

272

F Final identified categories of panic

276

G Results from interviews

286

Introductory Summary

1

Designing for Privacy and Transparency Technologies in Digital Transactions

1

3

Introduction

1.1

Motivation

Requesting services and purchasing products on the Internet is a very common and increasingly easy thing to do. Individuals navigate through different
websites in search for available services and products which they can obtain
from online retailers in the exchange of money and/or personal information.
These types of digital transactions can range from buying goods online, to
sharing something on a social network, to registering to a particular service in
order to consume content, and others.
In the year 2006, Bauer et al. [24] presented a study on the quality of
an online service during an e-commerce transaction. They suggest that traditional commerce transactions are typically divided into four different stages
as experienced by Internet users. First, users examine and compare market offers in the information stage. Second, users negotiate and agree on a contract
during the agreement stage. Third, the transaction enters the fulfilment stage
when resources between the user and the service provider are exchanged. At
the end, services try to maintain a relationship with the customer by offering
support and special offers in the after-sales stage. Figure 1 shows these four
stages along with their quality properties as identified in [24].
Stage 1

Stage 2

Stage 3

Stage 4

Information

Agreement

Fulfillment

After-sales

Marketing offers
are examined and
compared

Provider and
customer agree on
the transaction
conditions

Accomplishment
of the transaction

Customer care and
relationship
building

•
•
•
•
•
•

Functionality
Accessibility
Efficiency of
navigation
Content
Website design
Enjoyment of
website’s use

•
•
•
•

Frictionless
activities
Efficient order
process
Navigation tools
Website
architecture

•
•
•

Security
Privacy
Reliable service
delivery

•
•
•
•

Complain
handling
Responsiveness
Return policy
Non-routine
services

Figure 1: The four stages of a transaction and their quality elements as identified by Bauer
et al. in [24].

As people browse services on the Internet and engage in various digital
transactions, they leave traces of their personal identifiable information throughout different online services, often without knowing or being totally aware
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about how their information will be processed, who will have access to it,
with whom it will be shared and without the possibility of editing, deleting or regretting to transfer their personal information. The distribution of
people’s personal data, either happening intentionally or without their full
consent, can lead to higher probabilities of the person being tracked, linked
and profiled.
Technologies are being developed to enable people to protect their privacy online and remain in control of their personal information. These technologies are commonly referred to as Privacy Enhancing Technologies (PETs)
and Transparency Enhancing Technologies (TETs), described in Section 2.1.2.
However, existing PETs and TETs are seldom being adopted by people during their daily Internet activities. It can be argued that this is not because
people do not care about their privacy and the protection of their personal
information, but rather because these complex technologies are often hard
to understand and frequently get in the way of people’s momentary primary
tasks.
Explorations done within the field of usable privacy try to tackle these
problems by considering human factors of online privacy, (such as people’s
online privacy attitudes, sharing behaviours, trust factors, and others) and the
design of user-friendly interfaces that enable people to protect their privacy
and to control their personal information on the Internet.
The work in this thesis contributes to the field of usable privacy by trying to understand certain human factors of privacy and transparency, and by
exploring design alternatives for making privacy and transparency tools usable and convenient at the four stages of a digital transaction. It also provides
an account on the various research methodologies employed for tackling these
challenges, and restates the need for usable transparency mechanisms that help
people remain aware and in control of the data they disseminate, or intent to
disseminate, on the Internet.

1.2

Objective

The objective of this thesis is to explore human-factors and design alternatives
surrounding novel privacy and transparency technologies in order to suggest
ways in which their usability and user experience could be improved.

1.3

Research questions

In order to fulfil the stated objective above, this thesis addresses the following
two research questions:

Designing for Privacy and Transparency Technologies in Digital Transactions

5

RQ1 What are HCI challenges of privacy and transparency mechanisms at
the different stages of a digital transaction?
Technologies are being developed that have the intention of helping
users to protect themselves against potential privacy risks and to help
them control the personal information that they have disclosed, or intent to disclose, to different online services. Some of these technologies are being explored and implemented as reactions to current, or proposed, legal requirements, usually imposed by regulatory agencies. The
technical implementations of some of the privacy-friendly mechanisms
underlying these technologies are already in-place or are very advanced
in their development process. However,their usability and user experience aspects are sometimes missing or poorly considered, since these
mechanisms are often hard for lay users to understand and to use in the
context of digital transactions.
This thesis addresses this research question directly by examining the
design of privacy and transparency technologies that have been made
technically possible, but for which their graphical interface still pose
challenges for people to really adopt them and utilize them in their daily
Internet activities. The question is also addressed indirectly, and proactively, by carrying out user studies that identify human-factors, such as
users’ needs, behaviours, attitudes and requirements, of tools to be designed in order to address privacy and transparency aspects in digital
transactions.
By identifying the challenges in the usability and user experience of
these types of tools, we are able to suggest improvements to their design,
thus addressing in part the above mentioned research objective.
RQ2 What are suitable HCI approaches for addressing and improving the
user experience and usability of selected privacy and transparency
mechanisms?
Exploring the human factors of online privacy and transparency is not
a trivial task. For one, it is hard to unveil users’ privacy attitudes and
concerns that reflect their real life privacy behaviours [192]. Moreover,
it is difficult to test the usability of graphical user interfaces of privacy and transparency tools under contexts that simulate users’ daily
Internet activities, specially when the primary tasks of users are seldom
privacy-related tasks. It is also sometimes difficult to come up with appropriate metaphors or scenarios to elicit the right mental models about
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the way certain privacy and transparency technologies work, specially
when no obvious real-word analogies exist. Distinguishing between
users’ uttered comments and real opinions when evaluating an interface
is a common limitation in usability testing [145], and this also becomes
a challenge for evaluating privacy and transparency mechanisms. Carrying out usability tests of transparency tools becomes challenging not
only because of the lack of real data to test these systems with, but also
because of the risk of trespassing the users’ privacy during the evaluations, since a test moderator might find out about the users’ disclosures
or online activity while performing an evaluation.
In the case studies included in this thesis we employ a variety of methods
to elicit users’ requirements, to evoke mental models on users about a
particular technology, to understand users’ opinions about hypothetical
situations, and to evaluate user interfaces of privacy and transparency
tools.
As a way to answer this research question, Section 6.4 provides a discussion on the methods employed in the different studies for addressing
user experience and usability challenges related to privacy and transparency in digital transactions. Note, however, that the purpose of this
thesis is not point out to a method which might be the most optimal
or correct when dealing with these challenges. Instead, we provide an
overview of common research methods used within the field of HCI
that have been applied to study aspects of usable privacy and transparency.

1.4

Structure of the thesis

The remainder of this introduction summary is structured as follows. Section 2 presents background information intended to explain some concepts
used in this thesis and describes the research projects in which I have participated in. Section 3 gives a summary of the case studies included in this
thesis and their individual contributions. Section 4 presents work related to
the topics of these case studies, updating the corresponding sections of their
related work with recent research that has been carried out since their time
of publication. Section 5 explains the research approach taken in this thesis
for investigating human factors and design approaches of digital privacy and
transparency, while Section 6 discusses the research methods that have been
used in each of these case studies. Section 7 describes the overall contributions
of this thesis work, highlighting important contributions from the studies.
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A brief discussion is presented in Section 8 about the design and democratic
development processes of privacy and transparency technologies for digital
transaction. Concluding remarks are given in Section 9. After this introductory summary, each of the research papers are presented in the order of an
envisioned flow of digital transactions, as explained in Section 3.5.
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Background

Before going further, some important concepts are introduced in the following sections, with the purpose of laying down the foundations for the terms
and concepts used throughout this thesis and helping the reader understand
these concepts. Then, short descriptions of research projects that partly funded and motivated the research directions of this work are presented.

2.1
2.1.1

Fundamental concepts
HCI and usability

Human-Computer Interaction (HCI) refers to the multidisciplinary field focusing on the studies of the way human beings and technology interact with
each other, and how digital artifacts can be designed for the best interest of humans and their evolving environments. One of the strongest premises in HCI
is that technology should be designed and developed in a way that is unobtrusive for the task its users are trying to accomplish. The International Standard
Organization (ISO) defines usability as “the extent to which a product can be
used by specified users to achieve specified goals with effectiveness, efficiency
and satisfaction in a specified context of use.” [110].
Usable privacy and security. Although the norm should be for digital artifacts to be designed with security, privacy and usability in mind, it is commonly the case that these concepts end up conflicting with each other. A
system that is very secure might be very annoying or hard to use, whereas a
system that is very usable might compromise its security and/or breach the
user’s privacy. A workshop in 2003, HCI-SEC, was one of the first ones to be
dedicated to the discussions of the connection between usability and security
of computer systems [67].
It is now well understood by professionals dealing with the usability of
privacy and security that these are rarely a user’s main goal, and therefore
tools that aim at supporting privacy and security should not interfere with
the primary tasks of users, but should anyhow be accessible if, and when, desired by the user [120]. In this sense, the ISO definition of usability can be a
little misleading, since the tools we are trying to conceive are not meant for
users to achieve specified goals with effectiveness, efficiency and satisfaction,
but rather these tools should be designed to protect users’ private information while letting them achieve their actual primary goal in an effective, efficient and satisfactory manner. In the context of digital transactions the users’
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primary goals can be to acquire a product or service, or to create online content by disclosing information (or even beyond that, their goal is to fulfill a
need or to experience the satisfaction from the product or service they are soliciting or the content they are disclosing). Privacy and security considerations
often do not fit within those primary goals.
Furthermore, my research also considers a wide variety of users that can
be involved in digital transactions performed under different contexts, not
limited only to stationary computers but also to mobile devices. In this sense,
the spectrum of users and contexts of use are not very specific, differing from
the ISO definition.
For the purpose of this thesis, I refer to the concepts of usable privacy and
security to the study of human factors and user-centred design of graphical interfaces that have the purpose of aiding people at protecting their privacy on
the Internet, considering the trade-off between convenience and the protection of the users’ personal information.
Usable transparency. Although very related to the concept of usable privacy, there is a difference with the notion of usable transparency in that users
may be more likely to actively choose to engage with a tool that provides them
with information about some aspect of their data, or about the online service
that holds data about them. In other worlds interacting with certain transparency tools could be the users’ primary task. In a sense, transparency has
more to do with democracy and user empowerment than with the protection
of users’ data. However, a system that tries to promote transparency has to be
designed in a privacy-friendly manner [168].
Endowing users with transparency on the way their data is used and shared
online could potentially change the current power relations between service
providers and their customers, providing these customers with choice and
informed decision making. Today, services make decisions about how they
handle their customers data with none-to-little opinion from the data owners about how their data is treated. Usable transparency tools that are understood and easily adopted could realign this power structure, maybe encouraging service providers to change their business models and democratizing data handling practices in favour of the user. At the same time, service
providers could have a competitive advantage by offering greater accountability and transparency features to their potential customers. A brief discussion
about users’ motivation for adopting user-friendly transparency tools is given
in Section 8.3.

10

Introductory summary

In this thesis, I refer to usable transparency as the meaningful and easily understood representations of users’ queries regarding the way in which online
service providers’ store, handle and share these users’ personal information,
and the ability of users to control this information in an easy and straight
forward manner.
Mental models. The term mental model refers to a person’s own views and
explanations on how things usually work [62, 115, 116, 221]. Mental models
originate from previous experiences at interacting with the world, and they
make it easier for people to cope with the burdens of difficult systems used
in everyday life. A common example is the task of driving a car, where users
do not need to be aware of all the complexity that goes into the mechanics
and the physics behind combustion engines in order to drive a car and achieve
their goal.
Understanding the mental models that typical users have about existing
systems can help designers and product developers to deliver new systems that
act in accordance to those existing mental models. However, novel secure and
privacy-friendly technologies tend to be full of complexity and often conflict
with the metaphors used to reflect the real world. For instance, asymmetric
key encryption works in a different way than the physical “keys” people are
accustomed to.
2.1.2

Privacy and transparency in digital transactions

The concept of privacy was long ago referred to as “the right to be left alone”
by the judge of the American Supreme Court, Louis Brandeis, and the attorney Samuel D. Warren in 1890 [208]. Since then, privacy has been a much
debated concept with no clear definition that is agreed upon by everyone.
For this thesis, the idea of information self-determination in modern contexts
becomes more relevant from the writings of Alan F. Westin, who refers to privacy as “the right of the individual to decide what information about himself
should be communicated to others and under what circumstances” [215].
Transparency is an important principle for sustainable democratic societies. “By making a party transparent, for instance by the mandatory release
of documents or by opening up governing processes, it is implied that undesirable behaviour by the party is discouraged or prevented” [167]. Making
online service providers’ data handling and sharing practices transparent in an
understandable way is a prerequisite to empower Internet users with choice
and informed decision making.
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A full discussion on the definitions of privacy and transparency is out of
the scope of this thesis. However, it has been recognized that privacy is a
social construct [40] and a dynamic response to the values and norms of the
societal contexts [150]. Good overviews of privacy concepts and different
related terminologies when talking about this subject can be found in [50]
and [161]. An explanation of the concept of transparency and an overview of
technologies that try to implement this concept are given in [105] and [111].
Digital transactions. Section 1 introduces four different stages of electronic
transactions as experienced by users, identified by Bauer et al. [24]. Figure 1
shows a diagram representing these four stages as depicted by these researchers. Similarly, Chen et al. [54] describe the model of the process of electronic
transactions in terms of three key components, Interactivity, Transaction and
Fulfillment.
For the purposes of this thesis a digital or online transaction will be defined
as the contact an Internet user has with a service provider that requires her to
disclose personal information. Examples of digital transactions may include
register to an online service, purchasing products using a digital device, sharing pictures with others via the Internet, posting content on an online social
networks, making queries using a search engine, etc.
Compared to a regular offline transaction, most of the contact with the
merchant is done via a network, which carries with it all the security implications known to network communications. Also, in an online transaction
users are required to enter and submit personal information, usually more
information than is required in an offline transaction and additional sidechannel information is also collected about users. All this information is usually stored, shared and analyzed by service providers or third party services.
The model by Bauer et al. [24] is based on typical offline transactions,
where customers had the opportunity to negotiate the terms and conditions
of the transaction. This is not the case in today’s digital transactions, in which
service providers usually have a take-it-or-leave-it attitude, and in which the
terms of the transaction are nonnegotiable and usually obfuscated.
Privacy Enhancing Technologies (PETs). The term Privacy Enhancing
Technologies, or PETs, was first coined in 1996 by John J. Borking [38] to
refer to those technologies that are developed with the intention of protecting
the privacy of the user online by enforcing the minimization of data to be submitted to service providers and enforcing that processing of those data adheres
to the laws and regulations in which it was submitted. In other words, “PET
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stands for a coherent system of ICT [Information-Communication Technologies] measures that protects privacy by eliminating or reducing personal data
or by preventing unnecessary and/or undesired processing of personal data,
all without losing the functionality of the information system” [196].
Transparency Enhancing Technologies (TETs). Contrary to PETs, the
purpose of Transparency Enhancing Technologies, or TETs, is not primarily to protect the users privacy or personal information, but rather to provide
users with the necessary information to be able to exercise their own decisions
and their rights to privacy [111]. TETs can be either predictive, providing ex
ante transparency that can give users information about how their data is going to be handled and shared before it is disclosed, or they can be retrospective,
giving users ex post transparency by informing them about their consequences
of disclosing data and the way it is being used by service providers [31]. Mechanisms or tools that try to make privacy policies easier to understand for lay
users are examples of ex ante transparency, whereas tools that visualize users’
data disclosures are instances of ex post transparency. By being informed of
previous disclosures of their data, users can make informed decisions about
their future data dissemination decisions, thus helping them protect their privacy.
Data minimization and anonymous credentials. Data minimization is an
important privacy principle stating that the possibility to collect data about
others should be minimized, the actual collection of data by service providers
should be minimized, the extent to which data is used should be minimized,
and the time that collected data needs to be stored should also be minimized
[161].
Anonymous credentials are a key technology for implementing the privacy principle of data minimization [51]. Whereas traditional credentials allow users to prove personal attributes and demonstrate possession of a credential, they also reveal all the attributes contained within the credential itself,
thus breaking the principle of data minimization. Anonymous credentials,
on the other hand, allow users to prove possession of the credential and to
select a subset of attributes to be disclosed or premises inferred from those
attributes without revealing additional information about the credential or its
owner [142].
For instance, using an identity card in the form of an anonymous credential issued by the government it would be possible for users to prove to a
service provider that they are older than a certain age without revealing their
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actual date of birth or any other piece of information that can be linked back
to them, except for the fact that the credential was issued by the government.
Identity Management. Identity management has been defined in many different forms and it could be a confusing concept depending on the point of
view taken. By identity we refer to “a set of attribute values related to one
and the same data subject” [160]. Different pieces of information and attribute values extracted from an individual’s digital identity can compose many
different so called partial identities, each of these partial identities having its
own name, identifier and means of authentication [160]. Users can be let in
control over the information they decide to distribute online by letting them
create a series of partial identities.
For the purpose of this thesis, we will stick to the definition of identity
management used by Gergely Alpár et al. consisting of the “processes and all
underlying technologies for the creation, management and usage of [partial]
digital identities” [10]. Although this definition can be seen as quite general,
we will mostly take the stand of users acting online, where identity management can be seen as a system that helps them manage and remember their
digital pieces of information and the different accounts that they posses with
various service providers.
PPL (PrimeLife Policy Language) and A-PPLE (Accountable Privacy Policy
Language Engine). A privacy policy is a statement describing which personal information is about to be collected by a service provider and the way
that the information is going to be handled. Through privacy policies service providers can inform their customers about the way they will use their
data. Attempts have been made at specifying a formalized language for privacy policies in digital form, amongst the most known ones is the Platform
for Privacy Preferences (P3P) defined by the World Wide Web Consortium
(W3C) [173].
During the PrimeLife project (Section 2.2.1) a privacy policy language was
developed called the PrimeLife Policy Language (PPL) [171, 22]. PPL is an
extension of the XACML language1 providing powerful features such as support for downstream data sharing, obligation policies, anonymous credentials,
preference matching, and others. All these powerful features, however, become redundant without presenting them to end-users in an understandable
manner and allowing them to apply them in their daily online activities.
1 XACML

is defined by OASIS – Organization for the Advancement of Structured Information Standards (https://www.oasis-open.org/).
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The A4Cloud project (Section 2.2.4) defined the A-PPLE framework as an
extension of PPL. Besides supporting the features provided by PPL, A-PPLE
(Accountable Privacy Policy Language Engine) supports accountability obligations accross the chain of online services, such as auditability, notification
or logging of obligations [28]. This accountability framework is a key component for enabling end user transparency features, such as human readable
privacy policies and tracking of personal data disclosures.
2.1.3

User authentication mechanisms

Many computer systems are designed to provide services to people that are
authorized to use the system and deny service or entry into the system to
unauthorized users. This process is commonly described in three different
steps of identification (usually seen as a user ID, or a common attribute of the
person) authentication (providing evidence of the person’s identity, usually
by means of a password) and authorization (the actions that an authenticated
person is allowed to perform). Authentication can be achieved by what users
know or recall, by what they recognize, by what they have, or by what they
are or how they behave [177] (or even by where they are [89]). Common
authentications schemes built on what the users know can be text-based (like
PINs or passwords) or graphically-based (such as graphical passwords) [178],
whereas the users’ physiological or behavioural biometrics are grounded on
what the users are or on how they behave.
Graphical passwords. Like text passwords, graphical passwords are knowledge-based authentication methods that require users to enter a secret as proof
of their identity [33, 178]. The secret tends to be in the form of a series of images, sketches or other visual mnemonics. Graphical passwords are based on
the idea that humans can identify visual information better than strings of
texts or numbers, thus providing better memorability properties and more
user-friendliness than text passwords, as well as offering a solution for systems
where keyboard input is cumbersome or not available. It has been argued
that using graphical passwords can increase security by encouraging users to
choose between a greater password space [178, 138], since it is a known problem that users tend to use the same passwords for many different services, specially when interacting with mobile devices with small touch-screens [141].
Biometric identification. Biometrics (bio:life, metric:measure) provide ways
of identifying individuals based on their unique physiological or behavioural

Designing for Privacy and Transparency Technologies in Digital Transactions

15

characteristics. When authenticating towards a service, biometrics can be used
to confirm that the person who is trying to authenticate is actually the legitimate user of the device employed to access a service and not an intruder.
Some of the most common forms of physiological biometric identification include fingerprint, face, iris and voice recognition. Signature and the
way we type on a keyboard are popular behavioural biometric mechanisms.
Some biometric systems can offer usability advantages over other methods of
authentication by being less intrusive for users. For example, a system can
recognize a user by the way she walks [74] without demanding the user to
remember a secret or forcing her to interact with the device.
It is important to note, that no biometric system can be made a hundred
percent secure, and that a trade-off between security and usability has to be
considered when employing biometric solutions. A more detailed description
of this trade-off and a brief explanation of biometric performance measurements will be provided in Section 6.3.
Usable biometrics. Lynne Coventry asserts that for a biometric system to
be accepted, it has to be made usable [64]. Therefore the development of
a biometric system should consider the enrollment process (i.e., how many
trials should the user provide in order for the system to function effectively),
the accuracy of the device capturing the biometrics, the interface presented to
the user when she is trying to authenticate, and the level of user acceptance of
biometric issues [64]. In addition, depending on the type of biometric system,
the system should make users aware that their biometric features are being
recorded, it should adapt to the changes that the user undergoes over a period
of time or due to the change of their environment, and it should provide good
feedback in case legitimate users are rejected. In many applications, biometric
systems also demand high levels of accessibility, since it is required that many
different types of users with different characteristics are recognized by the
system [63].
Thus, usable biometrics in this case refers to the implementation of a biometric system that is perceived as intuitive to employ in an everyday context,
seen as an unobtrusive enabling task [184], being informative enough so that
users are aware of what is going on, know how to operate it and are able to
use it without supervision, as well as being accessible to a wide range of users.
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2.2

Projects: description and outcomes

The research presented in this thesis has been driven partly by my involvement in various research projects. All of these projects were an interdisciplinary effort between the departments of Computer Science, Information Systems and Psychology at Karlstad University, as well as other industry partners
and funding organizations.
The following subsections will briefly describe five research projects that I
have been involved in. Section 3.5 will later explain how the outcomes of the
case studies done for these projects form the connection to the privacy and
transparency mechanisms for the different stages of digital transactions.
2.2.1

PrimeLife – Privacy and Identity Management for Life

Building upon the foundations of the PRIME2 project, PrimeLife3 was a research project funded by the European Commission 7th Framework Programme
(FP7/2007-2013) dealing with the aspects of privacy throughout the lifetime
of an individual.
One of the goals of the PrimeLife project was to advance the state of the
art in the design of interfaces of PETs that were meant for everyone to use. As
a result of its HCI activities, the PrimeLife project delivered a series of reports
related to the design and usability testing of various PETs, as well as usability principles, design patterns and other lessons learnt in the process of PET
design [101, 98, 99, 100]. Furthermore, a complete book was published reporting on the results of the different activities that took place during the project [213], where Part III of the book was dedicated to the Human-Computer
Interaction aspects of PrimeLife (Papers II and III).
2.2.2

U-PrIM – Usable Privacy and Identity Managent for Smart Applications

U-PrIM was a research project funded by the Swedish Knowledge Foundation (KK-Stiftelsen) involving the departments of Computer Science, Information Systems and Psychology at Karlstad University, in collaboration with
industry partners Nordea Bank (one of the most important banking institutions in Scandinavia) and Gemalto AB (a world leader in digital security).
The purpose of the project was to find future identity management systems for mobile banking and mobile e-commerce technologies that are secure,
2 PRIME
3 EU

– Privacy and Identity Management in Europe (http://www.prime-project.eu).
FP7 project PrimeLife http://primelife.ercim.eu/
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privacy-friendly and easy to use. By developing scenarios of digital transactions one of the aims of this research project was to tackle the challenges related to the users’ behaviours and expectations with regards to mobile banking
and the creation of plausible user-friendly authentication mechanisms for mobile devices that are also secure and private (Paper V). Additionally, this project looked at the experience of users while carrying out mobile transactions
assuming that a secure element embedded in smart mobile devices, so called
Trusted Execution Environment (TEE), was already in place (Paper VI).
2.2.3

Google Research Award – Usable Privacy and Transparency Tools
I & II

Two projects funded by the Google Research Award program involving the
departments of Computer Science, Information Systems and Psychology at
Karlstad University had the purpose of investigating novel interactive approaches
and architectural concepts for making privacy and transparency tools more
usable and adaptable, grounded on some of the efforts initiated during the
PrimeLife project.
Some of the challenges that were tackled by this project included the design
of interfaces for allowing users to better understand online privacy policies
and handle requests of personal information using the privacy property of
data minimization (Papers II and III). Also, this project looked into possible
HCI approaches for identity management systems that allow users to release
relevant data attributes depending on their current role (i.e. profiles) and context of a transaction (Paper IV), as well as visualization in cloud services showing previous data disclosures (Paper VII).
The result of this project, allowed me to do a four month internship at
Google, where I had the opportunity to explore users’ experiences with common privacy incidents and their expectations for a system that would help
them in such situations (Paper VIII).
2.2.4

A4Cloud – Accountability for the Cloud and Future Internet Services

In the current complex ecosystem of online service providers, it becomes practically impossible for customers and users of such services to assert how their
data is handled and shared. The purpose of the A4Cloud project4 is to promote responsible stewardship of online services for the data they hold. In
4 EU

FP7 project A4Cloud http://www.a4cloud.eu/
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other words, the project aims to “assist holding cloud (and other) service providers accountable for how they manage personal, sensitive and confidential
information in the cloud, and how they deliver services.” [154].
A4Cloud was founded by the European Commission 7th Framework Programme. The goal of the project is to provide a set of tools aimed for different
stakeholders to allow them to enforce accountability and transparency features of data exchanges. To accomplish this, one of the activities of the project
was to gather requirements from different stakeholders (Paper I), including
auditors, cloud providers, business end users and lay end users. Example of
the tools delivered as part of the project include the Cloud Offerings Advisory Tool (COAT), which allows users and small business to find a desired
cloud provider based on given criteria, and the Accountability Lab (AccLab),
which translates human readable accountability obligations into A4Cloud’s
machine-readable accountability policy language (A-PPLE). Also, the Data
Track tool, described in Paper VII, provides users with visualizations of their
data disclosures to different online service providers and with the possibility
to exercise their privacy rights by requesting correction of their data located
at the services’ side.
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Summary of case studies

This section summarizes the eight case studies included in this thesis which
explore various HCI aspects of digital privacy and transparency at four stages
of a digital transaction. These stages are based on the framework suggested
by Bauer et al. [24], in which an e-commerce transaction consists of an information, an agreement, a fulfilment and an after-sales stage, as experienced
from the users’ point of view. Figure 2 visually depicts these four stages and
the research papers that address some of the challenges identified at each of
these stages. Below the figure a brief summary of the included case studies are
presented along with their specific contributions. The identification of these
cases and their corresponding contributions provide an answer for research
question RQ1 posed in Section 1.3: What are HCI challenges of privacy and
transparency mechanisms at the different stages of a digital transaction?
Stage 1

Stage 2

Stage 3

Stage 4

Information

Agreement

Fullfilment

After-sales

Paper I

Paper II

Paper III

Paper VII

Disclosure
decision factors

Usable
privacy policies

Anonymous
credentials

Visualizing
data disclosures

Paper IV

Paper VIII

Usable
identity management

Privacy incidents
and help

Paper V & VI
Touch-screen
biometrics

Figure 2: The four stages of a transaction as discussed by Bauer et al. [24] and the papers
included in this thesis that address aspects of these stages.

3.1

Information phase

The user examines and compares different offers of a product or service.
Paper I: Users make decisions at the moment of choosing an online service to
make business with. Their choices might be influenced by the service’s
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trustworthiness, the adoption of the service by their social circles, the
look-and-feel of the services’ website, the value and framing of the offer,
and many other factors. In this paper, we investigate users’ willingness
to control their data disclosures to online services and the features of
transparency that these users would like to have in such services. Results
showed that users are willing to surrender control of personal data to
the service provider if they perceive this data not to be sensitive, and
that users would value the possibility to control who has access to their
remotely located data and how their data is used.
Contributions:
C1.I Users are willing to surrender control over the data they disclosed

in exchange for something they perceived as very valuable, as long
as they believe the data they are releasing is not sensitive. However, as it is commonly known within the field of computer privacy, data that is not sensitive within a context, might become
sensitive under a different context. Thus, a design for an ex ante
transparency tool should make users aware of the dynamicity of
privacy and situatedness of data sensitivity [150].
C1.II The way a service phrases the collection of personal data disclos-

ures can have an impact on the users’ decision to surrender or retain control over these data. Our experiments showed that users
are unmotivated to spend additional effort or time at controlling
their personal data. Hence, accountable service providers should
make careful considerations about the way they ‘ask’ their customers or future customers for personal data, and just ask for the minimum amount of data required for carrying out the online transaction.
C1.III From the six transparency features offered in the scenario, parti-

cipants would value the most the possibility to know and control
who has access to their data. Also, having the ability to choose
how their data might be handled and individually specifying the
security of different data items, are other features that users would
appreciate. Nevertheless, these wishes imply that users would need
to define their privacy preferences and levels of security, which is
in itself a known burden and difficult task for users.
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Agreement phase

The user studies and agrees to the conditions of the transaction imposed by the
service provider.
Paper II: The privacy policies contained in most online services that handle
users’ personal data often consist of long and complicated texts containing technical or legal statements that are usually not read or not easily
understood by average users [124]. As a result, users who carry out
online transactions tend to accept the terms and conditions stated by
the online service without being really aware of what they are agreeing
to. Grounded on the previous research presented in Section 4.2, this
paper suggests an approach based on the PPL engine (see Section 2.1.2)
to make privacy policies easier to understand and transparent, as well
as on helping users manage their privacy preferences “on the fly”, and
alerting them when these preferences are not met by the online service.
Contributions:
C2.I We present a graphical visualizations of a privacy policy which

adheres to the features of PPL and addresses European legislations.
Using graphical elements to represent privacy policies can make it
easier for users to better understand how their data will be treated
by the services being contacted.
C2.II In the suggested interface users are able to choose the certifying

authorities of the personal attributes to be disclosed in that particular transaction. It also lets users know the extent to which the
privacy policy of a service provider adheres to the users’ specified
privacy preferences. This can help users make informed decisions
about the dissemination of their personal data and make them feel
more in control of their online interactions.
C2.III We suggest the idea “on the fly” management of privacy prefer-

ence at the moment of making a personal data disclosure during
the agreement stage of a digital transaction. Results from our evaluations suggest that users value the idea of being able to manage
their privacy “on the fly”. This approach can encourage users to
manage their privacy preferences in a context that is relevant to
their task at hand.
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Fulfilment

The user sends necessary information, proves her identity and completes the transaction.
Paper III: One key technology for preserving users’ privacy while browsing
or performing digital transactions is the concept of anonymous credentials. Anonymous credentials allow users to reveal only the minimum
information necessary for a transaction (a property also known as data
minimization). However, the complexity and lack of real world analogies make this relatively new technology hard for users to understand.
Also, previous research has shown that users’ idea of how information
is handled on the Internet does not fit well with technologies that implement data minimization properties [157, 156].
This paper builds upon the work in [213] to describe three approaches
that have been considered for elliciting the right mental models in users
with regards to the data minimization properties of anonymous credentials. These three approaches rely on a card-based metaphor, an attributebased metaphor and an adapted card-based metaphor. Results show that
the latter approach provides better results when compared to the other
two approaches.
Contributions:
C3.I We explore different approaches to illustrate the privacy principle

of data minimization through the technology of anonymous credentials, also called attribute based-credentials [26]. Results show
that users do not have the right mental models with regards to data
minimization.
C3.II Our work suggests that using different metaphors for anonymous

credentials can elicit different mental models in users. In other
words, users’ perceptions on how an anonymous credential system
works are dependent on the approaches used to introduce such a
system to these users.
C3.III We suggest an adapted card-based approach can help users under-

stand the data minimization properties of anonymous credentials.
This approach works better than the card-based and attribute-based
approaches.

Designing for Privacy and Transparency Technologies in Digital Transactions

23

Paper IV: In their ‘offline’ lives, users intuitively and inadvertently decide
the information they share with their different social circles. However, this separation of disclosed information becomes more complicated when acting online. This paper presents the user interface design
for a system that lets user segregate the information they disclose to different service providers by creating a set of partial identities or profiles.
Results describe the importance of an incremental approach for the creation of partial identities, the challenge of maintaining multiple partial
identities, and the value of appropriate default settings.
Contributions:
C4.I We suggest a graphical interface for letting users create and manage

various partial identities, allowing users to segregate the information they want to disclose with difference service providers, thus
reducing the risks for linkability and profiling.
C4.II We found that users have a hard time at imagining the type of iden-

tities that they might like to use in various online transactions and
at selecting the information to group together into a profile. A
tool for identity management should let users to create and maintain their partial identities on-the-go, as they carry out an online
transaction, making their actions relevant to the context at hand.
Being able to synchronize their identities through the users’ various devices would allow for an easier maintenance of their existing
partial identities.
C4.III We observe that, for the users to adopt an identity management

tool, such tool should resemble the way identities are created and
evolved in real life. In other words, identities are created progressively, somewhat unawarely, influenced by the users’ contexts and
relevant life events. A tool should adopt a progressive approach in
which users start by forming an identity in a simple way, gradually
adding pieces of information and creating other identities at their
own pace and under relevant context of use.

Paper V: Many mobile applications and services today require their users
to authenticate with the use of passwords, PINs, or external hardware
devices, which either do not provide enough levels of security or might
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hinder the user experience. Suggested biometric solutions for unobtrusive or continuous biometric authentication, such as gait, movement or
behavioural biometrics (as described in Section 4.5), do not entirely apply to scenarios in which users need to explicitly state their identity by
interacting with the device, such as confirming a banking transaction or
other similar digital transaction scenarios explored in this thesis.
This paper presents explorations into the use of touch-screen biometrics
as a mechanism to enhance the security of mobile devices while sustaining a good user experience. Results show that users can be identified by
the way they draw a graphical password on a touch-screen.
Contributions:
C5.I Our results show that users can be identified with a certain degree

of accuracy by the way they draw an unlock pattern on a mobile
touch-screen. Moreover, our investigations suggest that no matter
which pattern users draw, they can still be identified with approximately the same level of accuracy. Thus, such a mechanism can
be suggested as the basis for a behavioural biometric system, not
only for unlock patterns but also for other graphical passwords
that require users to swipe their finger across the screen.
C5.II Touch-screen biometrics can increase the protection of the users’

information during a digital transaction by providing an extra factor
of security based on a behavioural biometric feature, this being
what the user is (or how the user acts). We show how such biometric system can be privacy-friendly by the storing and analyzing the
users’ biometric data locally on the mobile device.

Paper VI: Based on the findings from Paper V, this follow-up paper presents
our investigations on the use of touch-screen biometrics under realistic
contexts of use, as people carry out fictitious mobile transactions during their daily activities. This study also investigates the experience of
users as they interact with an interface designed for a so called Trusted Execution Environment (TEE) embedded in future mobile devices.
Results of a pilot study indicate that users’ understanding of the suggested interface are satisfactory and that touch-screen biometrics are worth
exploring further as a convenient way for mobile authentication that
can provide increased security.
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Contributions:
C6.I Our investigations have demonstrated that it is possible to convey

the notion of a secure user interface for a TEE on mobile devices.
Additionally, our results suggest that the interface look-and-feel
can make users aware of their actions as they carry out a mobile
transaction on a touch-screen.
C6.II The contributions mentioned above also imply that the user ex-

perience of a digital transaction can be made more convenient
than the solutions currently offered which rely on complicated
long passwords or external hardware devices. External pieces of
hardware might not be needed when the security of a digital transaction is enhanced with touch-screen biometrics and a secure element on the device (TEE) that can provide an additional factor of
security and can take care of challenge-response schemes.
C6.III Findings indicate that people’s perceptions of the performance of

the biometrics system is disconnected from the overall experience
of the digital transaction, meaning that the usability of the biometric system does not significantly affect the user experience of the
rest of the transaction.

3.4

After-sales

The service providers engage in customer care, trust and relationship building.
Paper VII: As they interact with different online services, users make constant data disclosures through various hardware devices. However, it
is practically impossible for them to keep track of which personal data
they have sent to which services, and to claim some level of control over
their disclosed data. This work present the design process of an interactive prototype that visualizes a user’s disclosures to different online services. By tracking their disclosures of personal data and requesting access to the data about them located at the services’ sides, the envisioned
system would allow users to answer different queries regarding their disclosed data, such as “what data does a particular service have about me?”,
“to which services have I sent a particular personal data attribute?”, “when
have a service collected a information about me?”, and others. This type
of tool has the intention of empowering users with information about,
and control of, their own personal information, thus potentially changing the current power structures online.
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Contributions:
C7.I We propose a new design concept for the graphical user interface

prototype of the ex-post transparency tool, named the Data Track.
We based the design of this interface in previous work related to
the human understanding of data visualizations as well as the requirements for envisioned life-logging tools suggested in recent related research.
C7.II We argue that users should be empowered with usable transpa-

rency by being able to query any service provider about an aspect
of their personal data. The service provider should provide an accurate result that is presented through an easy-to-understand and
meaningful visualization.
C7.III We suggest two concrete visualizations of personal data disclos-

ures: the traceview and the timeline visualizations. The traceview
could help users to answer the question “what information have I
sent to which online service?”, whereas the timeline view can help
users find out “when did a service received or collected a piece of information about me?”. By allowing users to access the data about
them that is located at the services’ side, the tool can also help users
answer the question “what do an online service know about me at
this point in time?”

Paper VIII: With so many of the users’ daily activities spent interacting with
information technologies and so much of their personal data being stored
and handled online, the chances that a privacy-related incident occurs
unexpectedly at some point in their lives is practically unavoidable. This
paper presents a study into the users’ experiences with common privacy
incidents, which we refer to as online privacy panic situations. Findings indicate that events related to account hacking or hijacking, loss
of an account or of personal data and attempts to be tricked are common reasons for experiencing privacy-related panic. Moreover, most of
users’ worries have to do mainly with monetary or reputation reasons,
and they would expect service providers to provide them with personalized, actionable and immediate help when they find themselves in such
situations.
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Contributions:
C8.I We identified the need to better understand user experiences of un-

expected and unwelcome privacy incidents that evoke a feeling of
distress or extreme fear when they occur. Today, collaboratively
maintained databases that keep track of data breach incidents that
occurred at different service providers. However, having a repository of online privacy panic incidents that affect individual users
could bring valuable insights into the design of systems to help
users in these situations.
C8.II We unveiled 18 cases for online privacy panic, and ranked them

according to their frequency and to the impact on their victim’s
lives. Scientific literature that has studied some of these scenarios
individually was also identified and categorized. From all the scenarios, cases of account hijacking, unavailability of their online data
and attempts to be tricked were incidents that people remember
most and are willing to tell.
C8.III We found that users’ concerns for falling prays of a privacy incid-

ent have to do with damage to their finances, harm to their reputation, or the third-parties knowing things that are not of their
businesses.
C8.IV We discovered that users in panic would expect a system that provides

them with immediate actionable help, preferably through personalized contact. We suggest five properties that a help system could
have in order to aid users’ in privacy panic situations. A system
should offer help that is actionable, provides an immediate alternative solution, adapts to the needs of the user and the context of
the situation, reassures users with the scope of the problem, and
helps users prevent to experience a similar issue in the future.

3.5

The outcome of the case studies in the flow of a digital
transaction

My work within each of the projects mentioned in Section 2.2 concentrated
on the usability and interface design aspects of privacy and transparencyrelated technologies. In particular, each of these projects covered an aspect
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of some of the stages that are needed to complete a digital transaction from
the users’ point of view, as identified by Bauer et al. [24].
Similar to the earlier figure, Figure 3 portrays the four stages in a possible
flow of a digital transaction and their relationship to the case studies included
in this thesis with illustrations of the corresponding prototypes or evaluations
done within these studies. The figure exemplifies my vision on how the outcomes of the case studies would be combined together during a transaction.
Taking the framework of the user experience of commercial transactions suggested by Bauer et al. [24] allowed us to identify some of the privacy and
transparency needs at these different stages of a digital transaction, as well as
related human factors and aspects of usable privacy and transparency tools.
This made it possible to scope down the contributions into more coherent
understanding of the flow of a transaction while at the same time adhering to
the requirements of the research projects mentioned earlier.
In a digital transaction, the user would first analyze the offerings of an
online service and make decisions about the data she is about to disclose to the
service during the information stage. As part of the A4Cloud project, we used
the scenario of a fictitious cloud service that we named “SheepCloud” in order
to study users’ willingness to retain or give away control of their disclosed
personal data depending on different factors, as explained in Paper I. Once
the user has located a desired service and proceeds to the agreement stage, she
would be presented with the “Send Data?” dialog, prototyped as part of the
PrimeLife project (Section 2.2.1) and continued during the Google Research
Award project (Section 2.2.3) [14, 15, 98, 99], explained in Paper II. The “Send
Data?” dialog would let the user know the type of personal attributes that are
about to be collected and the purposes for which they will be used, according
to the service’s policy. With the use of this dialog, the user would be able to
adjust her privacy preferences as per transaction.
If the user decides to agree with the terms and conditions stated by the service provider (and displayed through the “Send Data?” dialog), she would be
able to generate an adapted card, containing only the information attributes,
and/or inferences made from those attributes, obtained from using anonymous credentials. The work leading to the results of the use of an adapted card
as a method for evoking mental models for anonymous credentials was part of
the PrimeLife and U-PrIM (Section 2.2.2) projects [211, 213, 212], discussed
in Paper III.
The “Profiles” interface, presented in Paper IV, would help her create and
maintain sets of different partial identities. The user can then make use of
such identities to segregate the information she decides to disclose to different
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Stage 1

Stage 2

Information

Agreement

Marketing offers are examined and compared

Provider and customer agree on the transaction
conditions

SheepCloud study

“Send Data?” dialog

(a) Information stage

(b) Agreement stage
Stage 3
Fulfillment

Accomplishment of the transaction

Identity Management through
Profiles

Adapted Card for
Anonymous Credentials

Touch-screen
Biometrics

(c) Fulfillment stage
Stage 4
After-sales
Customer care and relationship building

DataTrack

Online Privacy Panic

(d) After-sales stage

Figure 3: A representation of the different stages of a digital transaction, according to
Bauer’s model [24], that were tackled by the research projects.
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types of services, depending on the context of the transaction. In this concept,
the partial identities could be modified “on the fly”, as the user carries out a
transaction, allowing her to progressively create her identities and keeping
them up-to-date. The iterative process of designing prototypes for an identity
management system [19] was part of the first Google Research Award.
Touch-screen biometrics can be employed in the fulfilment stage as a way
to conveniently authenticate the user into the service or confirm her identity
when signing the transaction. Similar to existing hardware security tokens
used to secure online banking transactions, using touch-screen biometrics on a
mobile device could provide additional factors of security, thus protecting the
users private data. Explorations of touch-screen biometrics have been carried
out as part of the U-PrIM project [17, 20], presented in Papers V and VI.
After the transaction has been fulfilled, the user can get an understanding
about how her data is being collected and shared by various online services
with the use of the Data Track tool described in Paper VII. This tool would
allow a user to see the data that she has released to various services, and the
data about her that a service provider has on its side. The user would be able
to request correction or removal of her information located remotely. By
being transparent and accountable about the information they hold, service
providers can maintain the users’ trust in the after-sales stage. Work on the
Data Track tool has been part of the PrimeLife [86] and A4Cloud projects
(Section 2.2.4) [16]. The trace view graphical user interface of the Data Track
is presented in Paper VII.
With so much of a user’s data being located at many different service providers, incidents related to her privacy or personal data are almost bound to
happen. In such cases, the user would benefit from having an easy-to-find,
straightforward process to remedy such incidents. Studying common privacy
incidents as experienced by users in the after-sales stage, and scenarios for a
system that provides them with help was part of a Google Internship (Section 2.2.3). The study and results are presented in Paper VIII.
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Related work

This section shortly describes work related to the case studies included in this
thesis, complementing the description of their related work with information
updated since the time they were published.

4.1

Factors influencing users’ data dissemination decisions

Research studies have repeatedly shown the existence of a “privacy-paradox”
which dictates the contradiction between users’ concerns about the protection
of their online privacy and their actual behaviours at the moment of disclosing
personal information [113, 146, 192]. Substantial amount of research has tried
to explore the way people value privacy and the price they would be willing
to receive for giving away their confidential information and to neglect the
right to be left alone [3, 2, 42, 185, 195].
John, Acquisti and Loewenstein [114] showed that people tend to rely on
contextual cues when disclosing sensitive information about themselves. Researchers found that these cues, such as look and feel of a service or implicit
social norms, can be negatively related to objective consequences of disclosing
personal information. Surprisingly, they also found that people tend to be
more willing to disclose personal information to sites perceived as unprofessional, even when these type of sites are judged to be more risky.
Leon et al. [132] examined the willingness of users to release information
for the purposes of online behavioural advertising. They found that participants were not willing to share personal information if they didn’t clearly
see the purpose for which the service needed the requested information. However, researchers observed that users’ willingness to disclose information can
be manipulated if they perceive a benefit.
Other related studies on the perception of control users have over their
personal information online are presented in Paper I. To complement the research from these related studies, we explored in Paper I the willingness of
users to retain or give away control of their personal information in a cloud
context based on different factors. Contributions from these experiments are
found in Paper I.

4.2

User interfaces for privacy policies and privacy preference management

Article 10 of the EU Data Protection Directive 95/46/EC (DPD) [81] states
that service providers within European Union Member States should inform
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individuals at least about the purposes for which their data is being requested
and the recipients of their data. Besides, individuals should also be informed
of other details if needed, such as whether the submission of data is obligatory
or optional. To fulfill these requirements the Working Party that originated
from suggestions of the Article 29’s of the Data Protection Directive, recommended providing policy information in multiple layers, letting users to see
the mandatory and important information on the top layer and allowing them
to drill-down to sublayers in order to get informed about more details regarding the policy if necessary.
Research has shown that websites’ privacy policies are too long for average
users to read and, if they actually read them, the legal and technical language
makes it hard for users to understand these policies [83, 165, 166, 179]. This
issue becomes more burdensome when presenting privacy policies on mobile
devices [27, 85, 190].
Extensive work on the standardization, understandability and user-friendly
visualizations of privacy policies has been carried out by Lorrie F. Cranor and
the CUPS Laboratory5 at Carnegie Mellon University [65, 66, 68, 123, 124,
174, 175]. Their research in this area is mainly based on the World Wide
Web Consortium’s (W3C) Platform for Privacy Preferences (P3P). Examples
of their work include a P3P agent named the “Privacy Bird” [68], a browser
plug-in that warns users about violations to their privacy preferences with the
use of a red or green coloured bird. Usability studies of the Privacy Bird
have shown that Internet users can improve their online privacy practices
with subtle cues of the protection of their privacy [205]. Moreover, a “Nutrition Label” for P3P privacy policies has been investigated [123], based on
the idea that people have a good understanding of the nutrition labels printed
on product packages. Using this metaphor, the researchers suggest presenting
privacy policies in two-dimensional tables, stating the purposes for which data
is being collected on the header of the table and the types of information on
its rows. Each cell of the table is coloured to indicate which information is
being requested and allowing the user to opt-out when possible.
However, P3P does not completely adhere to European regulations and
has some limitations, such as missing support for downstream data sharing,
obligation policies, anonymous credentials (such as IdeMix or U-Proof), and
others. The features provided by the PPL engine (Section 2.1.2), conceived
during the PRIME and PrimeLife projects, address these limitations. Related
work on identifying requirements and early design proposals for displaying
5 CUPS:

CyLab Usable Privacy and Security Laboratory (http://cups.cs.cmu.edu/).
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user-friendly privacy policies are found in [157, 98, 100]. The results and ideas
offered by the CUPS Laboratory have inspired to a great extent the later attempts at providing usable interfaces for displaying privacy policies and managing privacy preferences, where PrimeLife’s PPL was used.
In January 2012, a new proposal for a reform of the data protection legislation has been submitted by the European Commission6 [82]. Article 10
of this proposal emphasizes the obligation of service providers to offer users
“transparent and easily accessible policies with regard to the processing of personal data”. Article 11 requires service providers to take appropriate measures
to inform individuals about the identity and contact details of the data controller, the purposes for which the individuals’ data are being requested, the
period for which these data will be stored, and other information. These articles imply that websites’ privacy policies must become more readable, easily
accessible and understandable to consumers.

Figure 4: A screenshot of a privacy policy generated with iubenda. Taken 2013-10-07.

As a result of this proposed legislation, other attempts at presenting more
legible privacy policies have emerged after Paper II was published. One of
these attempts is provided by the online Italian company iubenda7 , which
offers other online companies with an automated ‘Privacy Policy Generator’.
An example of a privacy policy generated with iubenda is shown in Figure 4.
As seen in the figure, this approach also follows some of the design ideas described in Paper II, using prominent icons to indicate the type of data being
6 EU

General Data Protection Regulation (http://ec.europa.eu/justice/
data-protection/document/review2012/com_2012_11_en.pdf).
7 iubenda.com (https://www.iubenda.com/en).
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requested, displaying policy’s information in multiple layers, and trying to
keep a clean and legible interface.
At the end of 2014, Facebook changed the
presentation of its “Data Policy” page, grouping together sections of the policy into more
coherent sections and also introducing icons to
represent these sections, as shown in Figure 5.
The photo service 500px.com also has tried to
make their privacy policy more understandable
by translating the lawyer-readable policies into
user-graspable one or two sentences summaries
of sections of the policies and presenting them
side-by-side, as shown in Figure 6.
Similarly, other services such as PrivacyChoice [164] offer heatmap visualizations
(seen in Figure 7) of third-party services that
track users’ information when visiting their
websites or distribute personal data, as well
as visualizations of privacy policies on mobile
devices. Also, an ongoing Internet project
named ToS;DR8 (standing for “Terms of Ser- Figure 5: Screenshot of Facebook
Data Privacy notice. Taken
vice; Didn’t read”) aims at summarizing terms
2015-04-01.
of service from online websites using a crowdsourcing approach, flagging issues when these
terms are not met, and providing a rating system of various applications. Although these services lack powerful features for handling machine-readable
policies such as PPL, and might not be fully compliant with the suggestions
given by Article 29’s Working Party, their contribution to ease the comprehension of privacy policies is important. However, the level that these interfaces promote users’ understanding and awareness of the information being
sent is still not known, since, to the best of my knowledge, no evidence has
yet been reported on their usability aspects.
Other attempts have tried to crowdsource the contents of privacy policies
[186, 226]. However, a study that analyzed the privacy policies of 106 companies found that the inconsistencies, lack of clarity and hidden practices with
regards to the collection, use and linkage of consumers data, would make
it practically impossible for crowdsourcing efforts to succeed and to deliver
8 ToS;DR

– Terms of Service; Didn’t read (http://tos-dr.info/).
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Figure 6: Screenshot of the beginning of the 500px privacy policy. Taken on 2015-04-01

Figure 7: A screenshot of a visualization technique done by privacychoice.com,
representing the trackers installed on a website. Taken 2013-10-07
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transparency to users [69]. Another study has looked at the factors that might
make users more or less willing to pay attention to privacy notices [200].
Despite the efforts done at trying to simplify privacy policies, studies have
pointed out that simple privacy notices do not consistently impact disclosure
behaviour, and that the effect of these efforts on user’s disclosure decisions is
much lesser than what is commonly expected by privacy advocates and regulators [8]. This suggests that reading and understanding privacy policies, even
simple ones, is not the users priority when carrying out a digital transaction.
The issue becomes more complicated when massive data collection from aggregated sources entails that inferences can be made about users that are not
even in the system [130], also referred to as hyper-analytics [209]. These studies indicate that the issue of obtaining informed consent is not yet solved,
and challenging but exciting opportunities for further research in this area lay
ahead with the further expansion of the Internet Of Things [199, 93].
As a step towards possible solutions for the challenge of obtaining informed consent, our work in Paper II describes the user interface for a ex ante
transparency tool, called “Send Data?”, built on top of the machine-readable
PPL engine (Section 2.1.2). This user interface would let users see the data
attributes to be released during a transaction and the purposes for which these
attributes will be used, also allowing them to modify their privacy preferences
“on the fly” and indicating mismatches between the service’s privacy policy
and the user’s preferences.

4.3

Users’ mental models of privacy technologies

Plenty of research work can be found on the users’ attitudes towards privacy
on the Internet [3, 2, 42, 146, 135, 185, 192, 195] and their understanding of
different privacy technologies [1, 61, 75, 183]. Many studies have stated the
difficulty of people to take the appropriate steps to secure their information
on the Internet [216] and to comprehend the technicalities and terminologies
provided by privacy and security tools [100].
Volkamer and Renaud [201] give an overview of mental model research
in computer security. Jean Camp et al. [52] have identified five common
inappropriate mental models used in the development of computer security
programs that inexperienced users cannot relate to. The difference in communicating security risks between expert and non-expert users is presented in
[23, 53], which indicates the need to target risk communications that fit the
mental models of the addressed type of users. Moreover, the study presented in [53] has identified that the created metaphors in the computer security
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community do not match appropriately the mental models of non-experts
users, neither do they match the mental models of users that rate themselves
as expert users.
The novel technology of anonymous credentials (Section 2.1.2), is one
of these privacy-enhancing technologies that users do not find easy to comprehend. Implementations of anonymous credentials today are provided by
IBM’s Idemix system [51] and Microsoft’s U-Prove [44]. Previous studies
carried out during the PRIME project have shown that users have grown to
believe that using Internet services (semi-)anonymously is not possible [157]
and that the information that is sent to a service provider during a transaction
is usually more than what is actually sent [156]. These results imply that the
concept of anonymous credentials and their data minimization properties do
not fit well with the users’ existing mental models of electronic transactions.
Hence, presenting end users with reasonable ways of understanding the properties of anonymous credentials so that they can make use of them in their
routinary online activities is still a challenge.
Besides our attempts to elicit suitable mental models for the features provided
by anonymous credentials (presented in Paper III), the work done by IBM (inspired by the collaboration with Karlstad University), presented in [32], proposes a card visualization technique that can show and select attributes to be
released in a dynamic way, as shown in Figure 8. Their approach takes advantage of computers’ capabilities of combining and filtering attributes, and of
humans’ capabilities at selecting which of those attributes are appropriate for
a given transaction. Work done in the ABC4Trust European project investigated the possible factors that could drive user acceptance of attribute-based
credentials [26]. They found that the understandability of this type of technology is associated with its perceive usefulness, and that users who perceive
it to be easy to use are more likely to adopt it.
Microsoft has also provided some examples of a proof-of-concept of the
implementation of U-Prove anonymous credentials9 . However, their scenarios focus more on the functional aspects of this technology and no evaluations of their usability or the user understanding of data minimization properties could be found.
9 Microsoft

U-Prove CTP Release 2 (http://www.microsoft.com/mscorp/twc/
endtoendtrust/vision/uprove.aspx, accessed 2012-07-04).
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Figure 8: A visualization for the interface suggested in [32], where cards containing
information to be released can be selected dynamically.

4.4

Usable identity management

In real everyday life people tend to automatically and intuitively filter out
the information they share with different social circles. However, trying to
segregate the information being shared with different services online becomes
a very difficult task.
While some research can be found on the social behaviours and technologies that allow people to segregate their audiences on Social Network Sites
[197, 198, 30, 76, 80, 94, 96, 131, 149, 193], not much research was found on
the design of user-friendly interfaces that let users segregate the information
they share with different service providers.
Examples of existing identity management systems for browsing activities
are the efforts from Mozilla’s Persona10 , shown in Figure 9, and Google’s Multiple Chrome Users11 , portrayed in Figure 10. The adoption of these systems
by the general public is arguable, given that many users might not know that
these features are available or the purpose of their use.
10 https://www.mozilla.org/en-US/persona/
11 http://www.chromium.org/user-experience/multi-profiles
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Figure 9: A screenshot of the dialog to authenticate into a website using Mozilla Persona’s
approach. Taken 2015-05-01.

Figure 10: A screenshot of the dialog to choose a browsing identity when using Google’s
Chrome version 42. Taken 2015-05-01.

Paper IV presents the identified related research on the topic of user interfaces for identity management at the time of writing, such as the work done
in [10, 59, 170, 77, 117, 157]. Since then, other related work has been found
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on similar subjects. For instance, the digital.me12 FP7 European Project created a set of tools and concepts for helping users manage partial identities and
share information under these identities with selected services or other users
[108]. Moreover, Torres et al. [194], conducted a survey of identity management approaches for what they called the Future Internet. They matched
different initiatives, including the PrimeLife project, to the identity management features that they address, concluding that the existing initiatives are still
immature.
The interface we proposed in Paper IV did not attempt to solve all issues
related to identity management, but rather suggested a design for a prototype
that let users create and maintain a set of partial identities, and for progressively specifying privacy preferences for each of these identities, which could
be then used during a digital transaction. The design was greatly motivated by
the principles and layout of the interface used by Google for allowing users to
segregate the information they share with others in the Google+ social network [118], shown in Figure 11. A detailed description of our approach can
be found in [18].

Figure 11: Screenshot of the user interface of Google+. Taken 2015-04-01.
12 Integrated

digital.me Userware http://www.dime-project.eu/
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Mobile authentication: biometrics and graphical passwords

The continuing increase of the sensitive information that is stored on mobile
smart devices demands greater levels of security without compromising the
usability and mobility that modern mobile devices provide. Current common authentication methods on these devices are based on the same methods
used on regular personal computers, which usually involve the use of strong
passwords, PIN-codes, security tokens or external hardware devices. The inconvenience of having to remember multiple numeric PIN codes [7, 220] or
typing strong passwords on small on-screen keyboards leads users to choose
weaker and repetitive passwords and PINs over multiple mobile service providers [141].
Previous studies have revealed users concerns with these existing authentication methods when used on mobile devices and their interest in having
more secure methods [92, 25]. At the same time, users still prefer convenience over perceived increases of security when authenticating, and studies
have shown that too much security might damage the impression users have
of an interface [214]. A study also explores the users’ perceptions of currently available biometric systems on smartphones (e.g., Apple’s TouchID and
Android’s Face Unlock), trying to understand the reasons for which people
might or might not adopt a biometric system [72].
Authentication mechanism using graphical passwords have been suggested
to overcome the existing issues, based on the idea that people remember images better than numbers [137] and claiming that they are more user-friendly
than typing strong alphanumeric passwords. A good overview of different
graphical password schemes is presented in [178].
At the same time, many other approaches attempt to use behavioural biometrics as a more unobtrusive method for continuous authentication into
mobile devices by using the users’ typing rhythms [57, 58, 121, 141, 222],
corporal movements [41, 74, 90, 144] or routinary behaviours [189].
The work presented in Paper V is one of the first to consider the enhancement of the security of a recall-based graphical password with the use of touchscreen behavioural biometrics. Specifically, this work considered the times it
takes for a user’s finger to move across a touch-screen as unique biometric
features when drawing an Android unlock pattern [17].
Since the publication of Paper V in 2012, many other studies have also
explore ways to identify and/or authenticate users by the finger movements
on touch-screen [9, 73, 172, 204, 225]. The work done in [71] considered en-
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hancing Android unlock patterns with additional biometric features and used
a Dynamic Time Warping classifier (DTW) [95] to measure the performance
of their system. Also, the research presented in [182] proposes the use of
multi-touch swiping gestures as biometric keys for authenticating into mobile
tablets. Furthermore, the Swedish company BehavioSec AB13 offers a commercial solution for mobile devices based also on the biometric features of
Android unlock patterns. Another study has considered extracting 30 behavioural biometric features from the continuously recorded touch gestures of
users, claiming very promising results for continuous authentication [91]. In
2015, von Zezschwitz et al. [203] suggested using touch gestures in combination with PIN codes to protect against shoulder surfing attacks, and Winkler
et al. [217] explore the possibility to use wearable glasses in addition to a
touch screen device as an additional security factor.

4.6

Transparency of personal data disclosures

Today, it is practically impossible for individuals to keep track of all the traces
of personal information that they leave in their daily online activities. Possible
privacy implications of distributing their data to different online services is
not made explicit to users, and it is hard for these users to enforce their wishes
regarding how their personal data should be handled. So far, not many usable transparency-enhancing tools that show the data handling and sharing
practices of online services exist.
Examples of a publicly available ex post transparency tool includes the initiative from Mozilla’s Lightbeam14 , shown in Figure 12, which provides users
with different visual overviews of the trackers embedded in visited websites
and how these trackers accumulate over time. Mozilla’s collaboration with
the Emily Carr University for Art and Design restates the importance of having an aesthetic component to the visualizations of such data. Another initiative is given by Google, which offer a range of transparency tools, such as the
Google Dashboard [97]15 which allows its users to manipulate their data that
is stored at Google via standard editing and deleting controls.
Some additional industrial initiatives have also tried to comply with recent
proposals for the General EU Data Protection Regulation (GDPR) which discusses data subjects’ rights to export their data stored at a service provider.
13 BehavioSec

AB (http://www.behaviosec.com/).

14 https://www.mozilla.org/en-US/lightbeam/
15 Google

updated the way its users control their account settings at the end of 2014. Settings
can be accessed through myaccount.google.com, which allows users to manage different aspects
of the data about them located with this company.
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Figure 12: A screenshot of Mozilla’s Lightbeam plugin

Examples of this are given by Google’s Takeout16 service, Twitter and by Facebook. However, users that download their disclosed data are left with data in
a format that is hard to utilize in a meaningful way by users who do not have
much knowledge of technology.
Challenges and opportunities of a “trusted container for aggregating, storing, processing and exporting personal data” which is under the users’ control,
referred to as a Personal Data Service (PDS) were discussed in [6], also presented in Paper VII.
Kolter, Netter & Pernul [128] proposed in 2010 a Data Disclosure Log
tool, which displays personal data disclosures from different comprehensible
visualization perspectives . Through usability evaluations the authors confirmed the usefulness and users’ acceptance of the tool, in particular test participants found a graph view useful and intuitive for visualizing relationships,
although authors do not describe the privacy implications of creating this type
of tool. Arguably, their implementation using the Java Swing toolkit makes
the interaction less ‘fluid’ and hardly equals the user experience that can be
provided with newer web technologies.
Similarly, an Online Interactive (OI) privacy feature was presented in 2011
as part of the VOME project, which suggested an “interactive social translucence map” which makes users aware of services’ access to their data and
shows the flow of personal information when carrying out an online transaction [119]. Feedback from users revealed that the translucence map was
16 https://www.google.com/takeout
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appreciated, but crosses indicating that no data was being shared with certain
providers confused users. Additional related work has been proposed by Zavou et al. [223] who, based on the architecture described in [151], suggest a
visualization technique commonly called a ‘chord diagram’ to inform cloud
users and service providers about the way data is exchanged between different parties involved in a transaction. However, no evaluations with users are
described in their report.

Figure 13: A screenshot of the early Fluxtream user interface. Taken on 2015-05-04 from
https://fluxtream.atlassian.net/wiki/display/FLX/Design+Mockups

Other tools and online services are appearing in the recent years that allow users to maintain a log of their life activities. Example applications include datacoup.com which lets users aggregate their data from different services and put it up for sale to third parties, giving users the possibility to earn
money by selling their data. Services like Fluxstream.com, shown in Fig-
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ure 13, and Zenobase.com, also let users import their data through connectors and visualize it in different ways. These initiatives are more concerned
with visualizing users’ everyday life activities, but not really consider disclosures of personal data attributes. Oh and Lee [148] studied the user experience
of common tools that are being used by followers of the QuantifySelf movement.
Our own work on the tool for visualizing data disclosures presented in Paper VII differs from existing work by considering a privacy-friendly logging
and access of the users’ personal disclosures as well as possibilities to access
remotely located data. Besides, the tool takes into account the theoretical possibility of tracking all possible disclosed data, partly based on the suggestions
presented in [169].

4.7

Privacy incidents and concerns

Alan Westin carried out substantial work on understanding consumers’ data
protection and privacy attitudes. In the middle of the 1990, he presented the
Westing Segmentation Index, an instrument to measure users’ privacy concerns, which has been used extensively in many privacy-related studies. He
proposed three categories of people with regards to the level of privacy concern then exhibit. The privacy fundamentalist, those who provide privacyconcerned answers to consumer related questions, the privacy unconcerned,
those who provide non-privacy concerned answers, and the privacy pragmatist, those who provide mixed answers. Other studies have argue that this classification does not portray users’ real privacy attitudes [129, 219]. Alternative
scales have been suggested to measure privacy concerns online, such as the
ones proposed in [78], [133], [45], and others.
Paper VIII looks at common situations when users might find themselves
experiencing an unexpected feeling of fear or distressed due to something that
happened with their data or their privacy online, what we called online privacy panic situations. Paul Buta [47] also explored in 2009 the meaning of
privacy from the point of view of users’ privacy fears and concerns induced
by media and other alarmist sources. He reasons that the “the best weapons
against invasions of privacy are knowledge of the issues and action to protect
ourselves” [47, pp. 2]. In his work, Buta tries to map common privacy-related
concerns, like identity theft or trust on online services, with studies reporting
facts which seem less worrisome. He states, for instance, that from reported
cases of identity theft, only 2% were attributable to inappropriate security
of digitally stored data [47, pp. 7]. Although Buta identifies that there is a
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mismatch between the actual privacy incidents and the way they are reported
through various channels, the users’ actual experiences with privacy-related
panic situations still remained unexplored.
The work in Paper VIII unveils possible scenarios of privacy panic, as well
as the concerns of users about falling victims of similar situations. In the
paper, we identified previous studies that had looked a privacy incidents individually, such as account hijackings [188], damages to one’s reputation [218],
regrets when sharing online content [191, 207], and others. However, no
study was found that looks at the range of incidents that are experienced by
users and the approaches they take to solve their problem.
This paper also touches on the topic of providing users with help in this
type of privacy panic situations. Our study showed that people would expect
to have personalized immediate help from a service provider. However, it
is sometimes unfeasible for service providers to offer customer support. In
this area, studies have explored the possibility for users to obtain help from
other users through social networks (i.e., crowdsourcing help) [104, 140, 143],
and providing them with better user interfaces to look for help that is more
relevant to their problem at hand [55].
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Research approach

Identifying and tackling every possible challenge in usable privacy and transparency is practically unfeasible and not within the scope of this research
work. Instead, a series of cases were identified in which issues related to usable privacy and transparency were known to exist and which haven’t been
addressed before, or were investigated using a different approach or viewed
from another angle. The work in this thesis uses a case study methodology
to approach selected instances of usable privacy and transparency challenges
at different stages of a digital transaction. A brief summary of these selected
cases and their contributions were given in Section 3.
The case study research method aims to examine in detail some aspects of
a particular case. A case can be a person, an organization, a time period, a
place, an event, or other. Each case can be seen as an instance of broader phenomena [84], and can be studied in detail using a variety of methods. There
can be multiple levels of analysis within a single study [79]. The outcomes
from case studies can be used to provide descriptions, test theories, or generate theories or hypotheses [79]. It is argued that case study methodologies
have the drawback of not being generalizable, providing little experimental
validity and being biased towards the researcher’s preconceived notions [88].
However, counter arguments have shown the value of case studies to contributions of scientific inquiries [88], stating that case studies can be used to
disprove theories (example of the ‘black swan’), and providing examples of
studies in which the researchers have changed their preconceived views based
on observed cases [88].
In this thesis, a case refers to a particular research challenge within usable
privacy and/or transparency that has not yet been addressed, and which has
been identified as an interesting or necessary problem to study in order to offer users solutions for better protection of their privacy or control of their personal data at different stages of a digital transaction. The motivation for studying the chosen cases presented in this work (and summarized in Section 3)
comes from four main sources, namely due to legislations, requirements from
research projects, cases being previously unexplored, and personal interests.
These four reasons are explained in more detail below:
1. Laws and regulations: Even though many privacy and transparency
challenges may exist at each step of a digital transaction, our reasons to
tackle some of these specific challenges were partly motivated by proposed European legislations on the protection of consumers data. In
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2003, Patrick & Kenny recognized legal privacy, security and transparency principles which have “HCI implications because they describe
mental model processes and behaviours that the Data Subject must experience in order for a service to adhere to the principles” [153]. An
aspect of these principles require that data subjects are able to understand the transparency features available to them, and that they are able
to adopt and use these features when needed. Moreover, Article 10 of
the European Data Protection Directive 95/46/EC (DPD) [81] requires
service providers to inform in a clear and understandable manner the
identity of the data controller as well as the intended processing and
recipients of the collected data. The proposal for the European Data
Protection Regulation [82] emphasizes the need for clarity and understandability of the purposes of data use. Also, Article 7 of the directive
states that the collected data might be processed only when consent has
been obtained from the data subject, and Article 6 enforces the use of
data only for the purposes for which it was collected. These regulations motivated the study of user-readable privacy policies presented in
Paper II. The directive also promotes the principle of data minimization, discouraging services to collect more data than it’s needed and the
amount of time it is stored, which motivated the studies in Paper III
and IV. Furthermore, the recently proposed European Data Protection
Regulation [82] requires service providers to be accountable for their
customers data and transparent about their data handling and sharing
practices, which resulted in the studies presented in Papers I and VII.
2. Requirements from research projects: The projects presented in Section 2.2 imposed a series of requirements in our research directions.
Even though we (our research group) could greatly influence the descriptions of these projects, we also had to adhere to the interests and
ways of working of our industry and academic research partners. Research projects often tried to tackle problems in which privacy conflicted with proposed or in-place legislations, as the ones listed above. In
this sense, the projects’ requirements and the policy where closely intertwined. For instance, the PrimeLife project (Section 2.2.1) created the
PPL language (Section 2.1.2 ) based on the need for machine-readable
policies that adhere to European regulations, which in turn required
user interfaces for the management of privacy preferences and usable
privacy policies, as presented in Paper II. In some cases, some industry
partners recognized the need for easy, yet secure, methods for identify-

Designing for Privacy and Transparency Technologies in Digital Transactions

49

ing users on mobile banking transactions, which led to the studies of
Paper V and VI. In another project, the need to provide users with appropriate mechanisms to handle privacy-related incidents motivated the
study in Paper VIII.
3. Novelty: The research projects usually tried to tackle problems that are
current and have not been addressed before. For some of the challenges
of usable privacy and transparency that were identified, we built on findings of previous studies to advance the state-of-the-art and provide novel
solutions to existing problems. In some cases, previous research studies
tried to examine similar problems to the ones we looked at, but our approach took a different angle or considered other contexts of use. For
instance, studies on users’ data dissemination decisions have been previously study in [4] and others. The study in Paper I was motivated by
some of this other research, but focused on a different aspect of users’
behaviour and under a different context. Another example is provided
by the study on eliciting mental models for the principle of data minimization, presented in Paper III. This study tried to address a challenge
that did not exist before the novel technology of anonymous credentials
became available.
4. Personal interest: Most interestingly, the selected cases were chosen
greatly due to a personal interest in tackling the problems at hand. As
mentioned above, we could influence the description of work of some
of the research projects, in which we suggested tackling problems related to usable privacy and transparency that interested us. For instance, during the U-PrIM research project (Section 2.2.2) our industry
partners wanted to explore easy-to-use and convenient authentication
mechanisms for mobile devices, which was a very general requirement.
I suggested, out of personal interest, the explorations into the enhancement of graphical passwords with the users’ unique biometric features,
which resulted in Papers V and VI. Similarly, an internship project (Section 2.2.3) had the purpose of investigating possible use cases in which
people become worried about their online privacy. I steered the direction of this study into looking for design implications of a help system.
Generally speaking, it was usually a combination of all of these driving forces
listed above which dictated the problem to tackle and the direction of the
studies. Coincidentally, we found that the usable privacy and transparency
challenges that we were investigating fitted into Bauer et al.’s model [24] on
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the flow of a digital transaction (Section 1.1). Bauer et al.’s model, however,
only pointed privacy challenges in the fulfillment stage of a transaction. We
complemented this model by observing that the selected case studies address
privacy and transparency challenges not only in one, but in all four stages of
a digital transaction.
In the following section, I describe the research methods used within these
different case studies.
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Research methods used

This section introduces the methods used to tackle the research challenges
that are described in the included papers and the motivation for the choice of
these methods. At the end, a brief discussion on the use of these methods is
presented. This discussion aims to provide an answer towards research question RQ2: What are suitable HCI approaches for addressing and improving the
user experience and usability of selected privacy and transparency mechanisms?

6.1

User-Centred Design

User-Centred Design (UCD) is the approach of considering and involving
users through the entire development process. Originally, the concept of
User-Centred System Design (UCSD) [147] was suggested as a method to promote the understanding of potential users in the different phases of a product’s
design process [37]. Now UCD is often used interchangeably with other similar approaches, such as Participatory Design (PD) [187], to refer to products
being designed with the help of users, by getting them involved in the creation of ideas [35, 48], gathering requirements, brainstorming as well as in
the production of design alternatives, usability testing, and other phases of
the development process. This process is often iterative, where feedback can
be obtained from evaluations with users and improvements and redesigns are
performed at every iteration. By following an iterative process the reliability
of design evaluations can be improved.
Below I describe the methods employed for considering users at the moment of gathering HCI requirements and for prototyping privacy and transparency user interfaces, which were later tested with users employing the methods described in Section 6.2.
Focus groups and Workshops. A focus group is commonly used in marketing campaigns to understand the opinions of a cohort of people about a
product or service before it is launched. Focus groups consist of planned discussions led by a moderator in small groups between six to ten people [139].
Participants are encouraged to give their opinion about a subject or answer
questions posed by the moderator. Participants have to be selected in a way
that they appropriately represent the targeted user group and the environment
has to make participants welcome to share their opinions.
Similar to focus groups, workshops gather a group of people to brainstorm
ideas surrounding a certain topic. Workshops tend to be more interactive than
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focus groups and are often centred around activities or tasks. Participants
are facilitated with materials as inspiration instruments for the creation of
additional ideas or proof of concepts.
In the design of user interfaces, focus groups and workshops are useful for
identifying aspects of the interface that are hard to understand or problems
that haven’t been identified earlier by the designers. They are also helpful for
exploring alternative ideas or gathering opinions about new concepts. These
method has the disadvantage that the participant in the groups can be affected
by group-think, meaning that an opinion from one or a few participants can
affect the opinions of other present participants, and some opinions might be
completely overseen [181, 62]. Also, these method could suffer from ethical
considerations, since participants are encouraged to share their private opinions in front of other people [139], which might make them feel uncomfortable.
For the work presented in Papers IV we carried out workshops to evaluate the interface that allowed users to segregate their disclosed information
through user created profiles. Similarly, we organized a focus groups and a
workshop with different stakeholders in order to gather user requirements
for the Data Track tool, presented in Paper VII. I also attended a workshop
to discuss the ideas related to transparency and visualizations of personal data
disclosures, as described in [13].
Interviews. The purpose of interviews is to obtain accounts of events or
opinions from people using their own words. By analyzing the nuances of
the narrations, designers can get an idea of the needs, wishes and functionality
that users look for in a computer system. Structured interviews consist of a set
of well-defined questions that resemble an orally administered questionnaire.
On the other hand, semi-structure interviews are formed of key-questions that
help the interviewer guide the dialogue, but allowing enough flexibility to
explore a participant’s individual concerns, steer the conversation in a given
direction and dig deeper in particular areas of interests [29]. The collected
narrations can then be transcribed and analyzed to extract relevant themes
or trends from the topic at hand. However, the process of transcribing and
coding the recorded narrations can be very time consuming, and the themes to
be extracted could be very subjective. Guidelines for carrying out interviews
and making sense of the obtained data are presented in [29].
During the study presented in Paper VIII we carried out a series of semistructured interviews as a way to capture people’s experiences with common
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privacy incidents. The findings from these interviews were corroborated and
complemented by a larger-scale survey.
Surveys. Surveys can capture opinions and facts and about a particular topic
from a large subset of a population. Due to the opportunity to collect responses from large samples located remotely, surveys could make it easier to
make inferences about a population. However, the questions asked have to be
carefully designed as to not be redundant, and to avoid confounding variables
or respondents’ fatigue. In contrast to interviews, responses from survey participants cannot be explored further, and the obtained data has to be analyzed
for inappropriate, inaccurate or biased responses.
In this work, surveys were used in combination with the experiments performed in Paper I in order to grab the participants subjective opinions of various aspects of the experiment. A survey was also used in the study presented
in Paper VIII to corroborate the initial findings of user interviews about privacy incidents that users have experienced.
Prototyping and wireframing. In general terms, prototyping within the
HCI field is the activity of designing, brainstorming, testing, communicating
and modifying the design of digital artifacts. Prototyping involves using different techniques, tools and materials, ranging from paper, pens and cardboards
to wireframes and more advanced programming languages [46]. “A prototype
interface can help refine a product’s functional requirements very early in the
design process. Proper design specification can reduce maintenance, training
and software enhancement costs as well as increase the likelihood of end user
acceptance” [107].
Prototypes can be classified by their form (sketches, paper prototypes,
mock-ups, etc.), and their levels of complexity and detail (lo-fidelity vs. hifidelity, and vertical vs. horizontal prototypes) [206]. One of the fundamental
purposes for creating prototypes during the design process is to facilitate the
dialogue between designers, developers, managers and users, as well as to cooperatively explore different ideas and design possibilities that are conceived
while trying to approach a design problem.
During my research work, several lo- and hi-fidelity prototypes have been
created and tested with real users under varying conditions. Prototypes have
allowed us to adapt an iterative process of design by identifying usability flaws,
taking important design decisions and improving them in later iterative cycles.
These prototypes have also served as valuable tools for effective communication with research colleagues. Probably the most valuable property of the
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prototypes we have created during this period is the possibility to communicate with users and get their opinion on the proposed designs.
The prototype described in Paper II is a hi-fidelity interactive prototype
implemented as a Firefox plugin, that evolved over various iterations of the
interface along with alternative designs that were prototyped using a Wizardof-Oz approach (as described in Section 6.2). Prototypes created with Adobe
Flash were used to test the design concepts presented in Paper III.
The work presented in Paper IV made use of interactive wireframing tools,
Axure RP v6 and Balsamiq, to conceive interfaces for identity management
and segregation of personal information. Similarly, the work in Paper VI used
a combination of lo-fidelity paper sketches, paper prototypes and wireframes
to define a set of mobile e-commerce scenarios, which were later converted
into hi-fidelity prototypes by implementing them as an Android mobile application with the purpose of testing them in realistic context of use.
The user interface for visualizing personal data disclosures described in Paper VII was prototyped using HTML, CSS, JavaScript and the D3js library17 .
Scenarios. Scenarios are narrative descriptions of the envisioned usage of a
possible system with the purpose of guiding the development of such system
with its users in mind. Scenarios propose a narration of a concrete activity
that a user can engage in when performing a task [109].
While sketches can capture the look-and-feel of a design, scenarios are intended to capture the essence of the interaction of the design of an interactive
product [180]. Like interactive prototypes, scenarios are also efficient tools
for communicating to developers and stakeholders about possibilities of usage under various contexts. They are also useful for helping users imagine
hypothetical situations.
During some of my research work, the scenarios method was chosen to
help test participants envision the role of privacy technologies in their future
everyday Internet activities. By using scenarios, it became possible to take
advantage of ordinary users’ familiarity of digital transactions and explain the
role of upcoming technologies in terms that they would understand.
Different e-commerce scenarios were created for the work presented in Papers I, II, III, IV and VII, as a way of communicating with users the purposes
of the tools that were being designed and tested. Moreover, scenarios for secure mobile electronic transactions formed the grounding bases of the research
17 Data

Driven Documents http://www.d3js.org
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presented in Paper VI. Scenarios of privacy panic situations were discovered
through surveys and interviews in Paper VIII.

6.2

Usability testing methods

Usability testing can be seen as “the processes that employs people as test participants who are representative of the target audience to evaluate the degree
to which a product meets specific usability criteria” [181]. Usability testing,
forms part of the User-Centred Design process. Different methods to carry
out usability evaluations exist, some of which have been employed to test
the user interfaces of the different prototypes that are described in the papers
selected for this thesis. To ensure the reliability of the results, many of the performed usability tests considered the combination of different methods during
a test session, for instance by combining user driven cognitive walkthroughs
with eye-tracking measurements and PET-USES questionnaires. Moreover,
an iterative process of design was followed where similar concepts were tested
with users at every iteration. A description of these usability testing methods
and the reason for their choice are presented in the following paragraphs.
Wizard of Oz. The Wizard-of-Oz method makes users believe that they
are interacting with a developed computer system, when in fact it is a test
moderator who is manually controlling all the actions and interactions of a
prototyped interface according to the users’ responses.
This deceiving method was earlier used heavily in exploration of natural
language processing technologies [70, 122], and its benefits were later applied
to the design of graphical computer interfaces. The method allows the gathering of requirements and testing of design ideas before any programming of
a real system takes place [158]. Furthermore, it allows for the modification
of design ideas to fit the spontaneous reactions of users, and it can promote
constructive dialogue between test users, designers and developers [136].
A system has been developed at Karlstad University that implements the
Wizard-of-Oz methodology. This system and the University facilities that
host it are commonly referred to as Ozlab [155]. The Ozlab system lets designers create so called ‘interaction shells’, which consist basically of static
images representing a user interface that can be enhanced with basic embedded interactions (such as moving, hiding and freezing screen objects). In 2014
the Ozlab has been upgraded to handle cloud technology and shells created in
HTML5 [159].
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In my work, the Wizard-of-Oz method was applied through Ozlab prototypes that were employed to test the proposed interfaces for privacy policies
visualizations presented in [15] and in Paper II. This method was thought suitable in these cases partly due to its availability at the University, but mainly
because it provided the possibility to rapidly modify and evaluate user interfaces by creating simple interaction shells that were put together out of ‘recycled’ images, screenshots and interface elements taken from earlier prototypes and usability evaluations. Also, by using this method we expected to
discover the way that our proposed interfaces could react to the users’ actions,
instead of forcing users to react to our initially proposed designs. In this way,
the designs became more dynamic in a UCD sense in that they were moldable
to the users’ understanding and spontaneous interactions with the interface.
Usability evaluations with test participants. In general terms, usability
evaluations consist of a set of techniques to test the usability, understanding
and user experience of a product or system with the involvement of test participants [181]. Contrary to focus groups or workshops, a usability evaluation
usually aims to gather responses from only one participant who is asked to
interact or analyze a particular product or system. A usability evaluation session often could consists of a set of descriptive goals that a test participant is
asked to accomplish with the use of an interactive system. The main purpose
of this method is to uncover aspects of the system’s design that users might
find hard to use or complicated to understand. Carrying out usability evaluations in the early stages of the development process can help find deficiencies
and mold the design of the system towards the needs and requirements of the
users. Careful considerations have to be made in the way participants are recruited, the material used, the readiness of the evaluated prototype, etc. An
overview of the approach to follow when carrying out usability evaluations is
given by Rubin & Chisnell [181].
In order to evaluate the prototypes presented in Papers II, III, IV, VII, and
in the research work described in [15, 18, 99, 100, 98], we carried out usability
evaluations following the guidelines in [181]. In our work, a typical usability
evaluation session usually consisted of asking test participants to complete a
set of tasks using a prototyped user interface. A test moderator observed and
discussed the approaches users took towards achieving those tasks [162]. A
set of successful completion criteria was specified in order to compare the expected and the actual user actions, thus adding precision to the measurements
by setting boundaries to the task and establishing a test score [181]. When
possible, the order of the tasks was randomized as a way to strengthen the in-
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ternal validity of the evaluation, a procedure also known as counterbalancing
[181].
This method was chosen for our research due to its relative simplicity and
straight-forwardness, and also because it allows the inclusion of other methods
to complement it, such as think-aloud protocols [112] and shadowing techniques. The combination of methods allowed us to draw conclusions from,
for example, the successful completion criteria, the transcribed verbal opinions from participants, the observations made by test moderators and the
gathered eye-tracking data.
Eye-tracking. “Eye tracking is a technique whereby an individual’s eye movements are measured so that the researcher knows both where a person is looking at any given time and the sequence in which their eyes are shifting from
one location to another” [163]. Eye-tracking has been used as a technique
within HCI to test graphical user interfaces based on the idea that understanding where people are looking at can give an insight into the ways people process and search for information on a screen. However, it has also been noted
that what users are looking at is not necessarily what they are thinking about,
and also that longer fixations on one object does not necessarily mean that
users like that object, but that the object is probably harder to process cognitively. The data obtained from an eye-tracker is objective, captured in real time
and can provide high levels of detail [49].
Common outputs from an eye-tracker include heatmaps, gaze trails and
gaze plots, as well as raw data on the gaze fixation of participants which can be
filtered by Areas Of Interest (AOI). Eye-tracking is most suitable for research
questions that have to do with the attention of participants [49].
In the work presented in Papers II, III, IV and VII, eye-tracking technology
was used to study the way users perceived certain elements of graphical interfaces of the tools that were being tested. For instance, we examined whether
test participants noticed a particular area or image on the interface or whether
they cared to read certain texts. Also, when combined with usability evaluations, eye-tracking data gave an insight about the regions on the screen and
interface elements that participants tend to look at in order to complete a
given task, which served as an indication for the effectiveness of the proposed
interface.
Experience Sampling Method (ESM). Experience Sampling Method (ESM)
is a method that allows researchers to capture the experience in situ of certain cohorts of users as they go on with their daily activities by asking them
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to report their experience while engaging in a certain task briefly after they
have performed the task [106, 176]. Traditionally, applying this method requires participants to keep written dairy descriptions of their momentary
experiences and surrounding environments at the moments when they are
signalled to do so. Modern variants of this approach take advantage of mobile technology to record their experiences quicker and more efficiently, and
also to prompt participants to submit information. Different approaches can
be used to indicate to participants when to record these momentary experiences, namely interval-contingency, event-contingency and signal-contingency
approaches have been suggested [106]. The latter relies on the use of prompted cues received by a participant in a mobile device, such as an SMS, push
notification, pagers, etc.
One of the purposes of ESM is to minimize retrospective bias by asking
participants to produce accurate accounts of their actions, surrounding contexts, emotional states and opinions as they unveil in their natural environment, thus providing high levels of ecological validity [60]. In addition, this
method allows participation from people that are remotely located and that
do not have to be constantly monitored by researchers [60].
The research presented in Paper VI, used the ESM as a way of capturing
the momentary experience of users as they engage in electronic transactions
using mobile devices containing a secure trusted element (Trusted Execution
Environment), and employing their biometric features in order to access this
secure element.
My previous experience working with the ESM as a method for unveiling
some of the factors that influence the driving experience [11] proved to bring
positive results and be personally enjoyable. Thus, I decided to deploy and apply this method in the context of researching secure mobile transactions, since
it suited particularly well for investigations of the situational user experiences
of a secure technology that is not available in commercial mobile devices at
the moment. Taking advantage of the capabilities’ of mobile devices today
provided a powerful method for gathering data and opinions from users as
they performed a fictitious secure transactions while on the move.
PET-USES. PET-USES (Privacy-Enhancing Technologies – Users’ Self-Estimation Scale) [210] is a Likert-scale questionnaire that can be employed to
evaluate the usability of PETs’ user interfaces along with six other aspects
related to the users’ perceptions of privacy.
This method was developed by Wästlund et al. [210] as part of the PrimeLife
project (Section 2.2.1) in an attempt to fill the lack of usability methods that
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concentrate on novel privacy technologies. PET-USES is based on the idea
that privacy and security are seldom the primary task of users. It differs from
other questionnaires in that the questions formulated in PET-USES pay attention to the secondary tasks of users, instead of the actual goal when accomplishing a task.
The questions in this scale are based on the ISO usability standard (ISO
9241) [110] in combination with the HCI aspects of privacy presented by
Patrick et al. in [152]. Besides its usability aspect, the scale is divided into six
other modules related to privacy and security technologies, namely data management, credential management, privacy preferences, data recipient evaluation,
data items released and release history [210]. The reliability and validity of the
PET-USES scale is considered by correlating different questions that are based
in the same underlying constructs (the reliability in this case is also dependent
on the representativeness and amount of test participants involved). Designers
testing a PET can pick the questions within the modules that are relevant for
the PET at hand.
In order to test the user interfaces for the PETs, I have employed the PETUSES scale in the work presented in Papers II and III, and also in the results
reported in other research articles and project deliverables [15, 18, 98].
Cover stories. Whereas scenarios can be used to setup hypothetical situations and encourage discussions around those situations with test participants,
cover stories are sometimes use to completely deceive participants into believing that a particular scenario is real. Cover stories are sometimes used in behavioural science studies to distract test participants from the actual objective
of the study. This is done as a way to obtain a more spontaneous and truthful
account of a participant’s reaction to the object of the study.
It is argued that, by deceiving test participants, the introduction of social
desirability bias is reduced [87, 102], referring to the tendency of test participants to provide answers which they believe are good for the study or pleasant for the moderator. Kimmel [127] writes that “deception, it is argued, is
a necessary evil, often required to provide the necessary ‘technical illusions’
and increase the impact of a laboratory or field setting, such that the experimental situation becomes more realistic and reduces the effects of participants’
motives and role-playing behaviour.”
Some studies argue that, after debriefing, test participants who are involved in deception studies are more satisfied with having participated in the
study than participants who did not experience deception [56]. Many other
studies try to analyze the ethical considerations of deceiving test participants
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. Nevertheless, it has been argued that the use of deception is valuable and
possible to do without causing harm to participants [39].

6.3

Methods evaluating biometric identification

Many different biometric measurements have been investigated by researchers
and industries around the world, and many have also been put into practice.
Some of the most popular forms of physiological biometric authentication include fingerprint, voice, iris and retina recognition, and some behavioural biometrics are signature, voice, gait and typing dynamics on a keyboard. None of
these types of biometrics are a hundred percent accurate and not all of them
can be applied to all the contexts in which users need to be identified [64].
There are many human-factors related to the adoption and continuous use
of biometric systems. In general, users seem to consider usability and reliability as important factors [72], but finding the right threshold between the
levels of security and usability, by altering the False Acceptance or False Rejection Rates (explained below) depending on the context of use, is crucial for
providing a usable biometric solution. Carrying out user studies is essential
for understanding the usability and user experience of a biometric solution
that secures the users’ private data. Moreover, in our studies we also considered the aspect of transparency by thinking of appropriate ways of letting
users know that their biometric features were being used to authenticate them
into a system.
Performance of biometric systems. To compare the accuracy of different
biometric systems two common performance metrics are calculated:
• False Acceptance Rate (FAR): The probability that the system will wrongly
let an intruder in.
• False Rejection Rate (FRR): The probability that the system will wrongly
deny access to a legitimate user.
These two metrics can give a direct relationship to the level of security and
usability of a system. In other words, if the system is made to be very secure by
lowering the probability that the system will wrongly let intruders in (FAR),
then its usability will be hindered since the probability that legitimate users
will be wrongly rejected (FRR) will increase. On the other hand, if the system
is to be made very user-friendly by maximizing the likelihood that the right
user has access to the system (also called the True Acceptance Rate or TAR),
then the chances that intruders can get in also increases.
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The optimal balancing of the values of FAR and FRR is usually denoted as
the Equal Error Rate (ERR), and the lower its value the better the biometric
system is considered to be.
Different statistical and machine learning classifiers can be used to derive the values of FAR, FRR and EER. Considering which classifier to use
is sometimes dependent on the type of application and of data collected by
the biometric system. For the purpose of the research presented in Paper V,
the classifiers used to test the performance of the biometric system included
the Manhattan, the Nearest Neighbour (Mahalanobis), Euclidean, Supportive
Vector Machine (SVM), Recursive Partitioning (RPart) and Random Forest
classifiers. These were chosen because of their availability and the possibility
to rapidly integrate them into our study. The first three were made publicly
available by [126, 125], whereas the last three were adapted from previous similar work carried out by Ge Zhang [224] (who in turn based his adaptation
of the Random Forest algorithm on [43]). In particular, the Random Forest
classifier was chosen because it proved to yield good results for similar applications consisting of the biometrics of numeric pad inputs [224]. In Paper VI
the Manhattan distance as explained in [21] was used, which provided a simple
way to implement a robust enough biometric system for our purposes. The
computational details of these classifiers are out of the scope of this thesis.
To provide reliability measurements for biometric performance methods
the classifiers are trained with multiple instances of repeated data inputs from
users, from which the values of FAR, FRR and EER can be calculated. The
validity of biometric performance is dependent on the instruments used to get
the data inputs; for instance, the resolution of a camera in case of face recognition biometrics, or the sensitivity of a gyroscope in case of a gait biometric
system. In the case of the results presented in Papers V and VI the measurements relied on the timestamps generated by the mobile device on touch
events and by the speed of its processor.

6.4

Discussion on methods used

In all of the case studies included in this thesis a user-centred approach was
followed in the sense that the methods employed in these studies always considered users’ opinions and reactions to the interfaces being evaluated, or tried
to gather general knowledge about users’ behaviours, attitudes, needs and requirements in relation to privacy and transparency in the stages of a digital
transaction. However, not all of the case studies followed a fully iterative
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UCD cycle, but rather concentrated on one stage of the process, providing a
more ‘vertical’ rather than ‘horizontal’ view of the case at hand.
For instance, Papers I and VIII provide an understanding of users’ behaviours and past experiences, suggesting implications for the design of interactive systems, however these cases do not carry through the stages of actual
design of such systems. On the other hand, Papers II and VII provide an
account of the usability and users’ understandings of prototyped graphical interfaces which designs were motivated by the findings of previous studies or
by design guidelines that are out of the scope of the case studies themselves.
Many of the presented case studies make use of both qualitative and quantitative methods as a way to answer their corresponding research questions.
We found that, since privacy is seldom the primary goal of users, a combination of the methods presented earlier, or an adaptation of existing methods,
was sometimes required to capture the usability or user experience of privacy
and transparency enhancing mechanisms in the context of digital transactions.
Table 1 shows the methods used in each of the case studies, grouping the studies into two main approaches, either exploratory or corroboratory. From the
table, it can be seen that more than one method was used in each of the studies.
The use of scenarios, metaphors and hypothetical situations in many of
our case studies was found very helpful and at times almost necessary, given
that the privacy and transparency mechanisms that we studied are still not
widely deployed or completely functional. These methods helped our participants in the studies to understand the purposes of the tools and the possible
contexts of their uses, making it easier for them to relate to concepts or situations that they are already familiar with.
In the study on users’ willingness to control their information (Paper I),
a cover story was used as a way to capture users’ decisions at the moment of
releasing personal information. We considered deception to be an important
part of this study, since in some cases participants were asked to disclose information that could be perceived as sensitive. By making users believe that
they were disclosing personal information to a real service, we were able to
capture their spontaneous decisions as they unfold in a semi-realistic context
of use. We believe that using a cover story, followed by appropriate debriefing,
provided greater levels of ecological validity than other methods such as interviews or surveys. Other of our case studies could also have benefited from
using this approach, probably avoiding possible biases introduced by the scenarios. The use of deceptive cover stories have been successfully employed in
other privacy studies [103, 5, 4].
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Table 1: Case studies included in this thesis along with the methods used in each study.
Study type

Understanding
users
(Exploratory)

Design and
usability testing
(Corroboratory)

Paper

Theme

Methods

Paper I

Willingness to control
personal data

Surveys,
Cover stories

Paper III

Anonymous
credentials

Usability evaluations,
PET-USES,
Metaphors

Paper V

Touch-screen
biometrics

Performance evaluations,
Surveys

Paper VI

UX of touch-screen
biometrics

Performance evaluations,
Surveys

Paper VIII

Privacy incidents
and concerns

Interviews,
Surveys

Privacy policies &
preference management

Scenarios,
Usability evaluations,
Eye-tracking,
Wizard-of-Oz,
PET-USES

Paper IV

Identity
management

Workshops,
Prototyping,
Wizard-of-Oz,
Usability evaluations,
Eye-tracking

Paper VI

UX of touch-screen
biometrics

Scenarios,
Prototyping,
ESM,
Surveys

Usable
transparency

Workshops,
Prototyping,
Scenarios,
Usability evaluations,
PET-USES,
Eye-Tracking

Paper II

Paper VII

Focus groups and workshops were useful for gathering user requirements,
or opinions from a group users about the type of features that they might
find beneficial in a privacy or transparency tool. However, most valuable
was the feedback about the reasons why users might not like to use a certain
tool, which we probably hadn’t anticipated. The workshop done for the Data
Track tool (Paper VII) brought to light some concerns of users about having
their data disclosures to different services being logged in a central tool. A
participant in the workshop commented that “if there is one tool collecting
all the data, then it is a single point of failure”, which led to other participants
to express similar concerns, one stated that she “would never use this tool”.
Similarly, opinions about improvements to the tool were obtained from the
discussions between participants. Using the workshop method we were able
to capture these concerns and requirements as a collaborative phenomenon,

64

Introductory summary

which were harder to discover using other one-on-one methods such as usability evaluations. For the purpose of our case studies, the method of workshops
and focus groups, as well as surveys and exploratory interviews, were useful
for eliciting HCI requirements of privacy or transparency tools. They were
also helpful for exploring concepts that were already well defined. However,
they provided less useful results when carrying out usability evaluations of a
tool’s user interface, or when the concepts to be studied where vaguely defined
or had no suitable real world analogies.
The method of one-on-one interviews explored participants own previous experiences, as used in Paper VIII in which participants told stories about
privacy incidents that made them experience feelings of panic. In this case,
focus groups might not have given us the level of detail that we wanted, nor
the possibility to followed up on the narrations being told by individual participants. Besides, because of privacy incidents could be a sensitive topic, participants might have been inhibited from sharing their experiences in larger
groups. One participant, for example, narrated during an interview that his
computer got hijacked after surfing adult websites. Carrying out a survey of
previously experienced privacy incidents also allowed participants to freely
narrate privacy-sensitive situations that might have been embarrassing to tell
to an interviewer or a group of participants.
From the methods used, Experience Sampling Method was, in my opinion, a good way of capturing the users’ view about the trade-off between privacy and usability at the moment of completing a digital transaction. In Paper VI, combining this method with a range of limited scenarios helped us
introduce a level of control in our experiments, while at the same time obtaining valuable information about the users’ surrounding contexts. Unfortunately, employing this method for the rest of our studies was not always
feasible, either because this method may consume many resources (e.g., time
setting up the experiments, recruiting of participants who are willing to get
engaged in studies lasting for a week or more, controlling the quality of the
data that is obtained from remotely located participants), or because it was
not possible to carry out the study remotely and without the presence of an
observer or test moderator (e.g., when testing a prototype of a tool which is
difficult to make available online).
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Contributions to usable privacy and transparency

This section presents the contributions from our work to usable privacy and
transparency mechanisms in digital transactions. First, the general contributions of the overall work is presented. Then, contributions extracted from the
individual studies are highlighted.

7.1

Overall contributions

C.I Increased understanding of the HCI implications for the design of usable

privacy and transparency mechanisms at different stages of a digital transaction.
The case studies in this thesis address research question RQ1 and contribute to the field of usable privacy and transparency by exploring
human-factors and iterative design improvements surrounding the user
experience and the usability aspects of selected privacy and transparency
mechanisms.
The results of these studies help to understand aspects of users’ privacyrelated behaviours and experiences, like in the case of Papers I, III VI
and VIII, and to iteratively improve the graphical user interface of a
privacy or transparency enhancing technology through a user-centred
design process, like in Papers II, IV, VII. In doing so, the studies address
the HCI implications of the legal requirements that partly motivated
the development of these mechanisms.
By using the model of commercial transactions suggested by Bauer et
al. [24] this thesis takes a more holistic view of a digital transaction,
differentiating itself from other studies that only look at one aspect or
one stage of a digital transaction. This work even refines the mentioned
model by addressing selected privacy and transparency challenges that
may exists not only at one, but at all four stages of a digital transaction,
given that in Bauer at al.’s model privacy and security aspects are only
considered in the fulfilment stage, and the authors payed little attention
to these aspects when exploring qualities in e-services [24].
C.II Explorations of various approaches to tackle challenges related to human-

factors and design of usable privacy and transparency mechanisms.
Finding appropriate methodologies to study aspects of usable privacy
and transparency is not always trivial. The work in this thesis has
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explored various research methods while studying human-factors and
design approaches related to privacy and transparency mechanisms. A
description of the methods used in the selected case studies is provided
in Section 6.
In order to address research question RQ2 stated at the beginning of this
thesis, a brief discussion on the methodologies used was presented in
Section 6.4. In this discussion, it is argued that the use of various scenarios was useful to help research participants to relate to and identify
themselves with the concepts being studied, which might otherwise be
too abstract or far from the reality of their everyday Internet activities.
However, using cover stories and Experience Sampling methods can be
helpful for capturing spontaneity on users decisions and reduce possible
social desirability biases.
In general, the triangulation of various methods to investigate a case
withing one of the stages of a digital transaction, was found valuable
and almost necessary to reach robust conclusions. This was particularly
useful when it is known that privacy and transparency and not always
the users’ primary tasks.
It is worth mentioning, however, that the work in this thesis does not
claim to have found the most appropriate method to evaluate aspects of
users’ privacy or to test graphical interfaces of privacy and transparency
technologies, but rather to increase our understanding of the applicability of these different approaches to the study of usable privacy and
transparency.

7.2

Highlights of individual contributions from the case
studies

Section 3 included the individual contributions of each of the presented case
studies. The points below highlight the novel contributions to the fields of
usable privacy and transparency that came from those studies, supplementing
the answer to research question RQ1.
Desired privacy and transparency features. We identified and ranked five
privacy and transparency features that users would like service providers to
offer to them. The top three desired features included, in order, the possibility
to control who would be able to see their data, to determine the way the
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service provider would use their data, and to set granular level of encryption
on different data items.
Progressive and “on the fly” privacy management. We suggest an approach in which users can adjust their privacy preferences “on the fly” as well
as progressively create and maintain partial digital identities under contexts
that are relevant for the transaction at hand.
Adapted card approach for anonymous credentials. We found that, out
of the three approaches, an adapted-card metaphor worked best for eliciting
more accurate mental models of the data minimization principle of anonymous credentials in users.
Increased protection of personal data through touch-screen biometrics.
We propose a mechanism to identify users by the way they draw an unlock
pattern on a mobile device’s touch-screen. We explore appropriate thresholds
between the security of the biometric system and its usability depending on
the contexts in which a transaction is taking place.
User interfaces for transparency tools. We suggest visualization techniques
for improving the usability and user understanding of existing ex ante and ex
post transparency tools. The use of icons, colours and layout of interface elements can convey meaning, which can make it easier for users to understand
their data disclosures.
Better understanding of privacy panic situations and their context. We
unveiled a range of privacy-related incidents that may trigger in users feelings
of panic, distress, fear or similar. We suggest implications for the design of a
system that can help users in such situations.
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Discussions

Having presented the case studies and their contributions to usable privacy
and transparency, discussions based mainly on my personal opinions or experiences are presented in the following sections. The purpose of these discussions are not to provide answers to any research challenges, but rather as
points for open reflection.

8.1

Design process of privacy and transparency technologies

When designing interfaces for protecting the users privacy during a digital
transaction, it is important to remember that the goal of users while engaging
in a transaction is not to authenticate successfully into the system that handles
the transaction nor is it to worry about the way in which their personal data
is going to be handled. Often, the users’ goal is simply to obtain an actual
product or service. Thus, engaging in the different stages of a digital transaction (like providing informed consent or authentication credentials) is just the
means to reach that goal. Some of the steps that get in the way of achieving the
users’ goal can be perceived as an unnecessary interruption and ultimately become annoying for users as long as they do not internalize the purpose or the
potential benefit of such interruption. Angela Sasse gives a good overview of
this point by explaining the concepts of production tasks and supporting tasks
[184]. In her view, production tasks are “required to achieve a goal or produce
a desired output”, whereas supporting tasks help to carry out production tasks
more efficiently over long periods of time, but are not essential for reaching
the desired goal. Mechanisms for privacy and security, in this sense, provide
users with supporting tasks, but are often designed without fully considering
the conditions and contexts of a digital transaction, or the production task.
The prototypes that have been presented in the studies of this thesis advocate towards a balance between convenience for users and protection of their
privacy and personal online data. However, as a designer of privacy and transparency tools, I have experienced that keeping in mind the convenience aspect
was at times challenging. Sometimes while working on a design (for instance,
the user interface of the “Send Data?” dialog), the research team, including
myself, tended to concentrate on creating graphical interfaces that can be perceived usable and understandable, forgetting that users might not even want
the presence of an interrupting interface in the first place, regardless of how
aesthetically appealing or user-friendly it seems to be. In other words, we were
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forgetting the contexts in which users would be acting and their underlying
motivations.
Even though guidelines for design and usability evaluations of privacy and
security tools were proposed some years ago [152, 120], it is still a challenge
for the developers and designers of privacy and transparency tools to come up
with simple solutions that are perceived by users as unobtrusive and seamless
towards reaching their primary goal.

8.2

Democracy in the design process of privacy and transparency tools

My research has been partly driven by the requirements of the projects described in Section 2.2. All of these project followed an interdisciplinary approach and had a strong user-oriented component, trying to follow a UserCentred Design process for developing user-friendly privacy, security and transparency tools. However, some of these projects defined such tools, to be developed and delivered as the results of the project, at the moment of putting
together a research proposal, that is, before the actual project started. In other
words, an exploration of the technologies that would actually be needed, adopted, used and found helpful by people is sometimes not considered throughly,
but rather an approach is taken in which software developers, lawmakers,
business stakeholders and privacy advocates, who are often disconnected from
the reality of ordinary users’ everyday privacy needs and concerns, end up dictating the type of mechanisms that they believe users might need or want in
order to protect their privacy and/or personal information online. Following
this approach has the risk of ending up with the development of technologies
with good intentions but which might remain unused.
Similarly, technologies which can have consequences to people’s privacy,
are been built without taking people’s opinion into full consideration. This
has been referred to as a manufacturer-centric model of technology innovation
[202]. An example of this undemocratic process of technology development
can be seen by the introduction of electrical smart grids [36]. Smart grids
technology is making the use of electricity more efficient than before, allowing people to monitor their consumption and reduce their electricity costs.
However, smart grids have also many privacy implications, since this technology allows third parties to make inferences about a person’s daily routines
(e.g., which TV channels are being watched, at what time of the day is an
appliance being used, when is the person not at home, etc.) [134]. Another
example is the increase of Personal Data Portals [6], such as the Data Track
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tool described in Paper VII or other recently available commercial products
(fluxtream.com, datacoup.com), which aggregate personal data from different sources in one single interface. Although the purpose of such tools are
to provide transparency to users, they bring also the risk of threatening their
users’ privacy if they are not designed with careful privacy preserving considerations.
Björgvinsson et al. [35] explain how the raise of the Participatory Design
movement in the late 1970s advocated towards a democratic approach in which
the development of technologies was not only dictated by professional engineers and powerful industries, but also by the people who will use those
new technologies for purposes other than pure work, such as leisure, learning, pleasure, and others. In this sense, it could be argued that a democratic
approach of user involvement, as expressed by Bjerknes & Bratteteig [34] as
well as Björgvinsson et al. [35], is sometimes broken or absent from the way
privacy- and transparency-enhancing tools are being developed. I raise this argument in a contribution to a book chapter found in [12], where I argue that
decisions to develop privacy and transparency solutions are many times taken
under the assumption that people are willing to spend time and effort to configure these tools’ features and to understand the terminology and concepts
behind notions of privacy.
In my opinions presented in [12], I consider four aspects of democracy
related to the design of technologies for end-user privacy, security and transparency. A development team aspect argues that people with competence in
usability, user experience and other human factors of technology should be
an essential part of the team in charge of developing such technologies, along
with users themselves, software developers, project managers, and other stakeholders. The interdisciplinary field aspect advocates for the inclusion of professionals from different fields of work in the design process of technologies, such
as psychologist, anthropologist, sociologist, lawmakers, and others. The user
collectiveness aspect refers to the right of users to understand, and the power
to influence, the way their information is handled online. The information
transparency aspect recognizes that the collection and analysis of personal data
can bring benefits to users; however, service providers should be transparent
about their data handling and sharing practices, and provide users with information and control over their own data.
In my view, the approach taken to study the proposed biometric solution
presented in this thesis (Paper V), and the investigations surrounding its use
(Paper VI), is a good example of a democratic approach of a privacy-enhancing
technology. It provides an attempt on trying to achieve a balance between con-
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venience and protection of the users data by investigating users’ needs, concerns and contexts. This solution does not only fosters users’ convenience of
swiping the finger on a touch-screen (over having to type a password on small
keyboards), but it also considers the trade-off between usability and security
depending on the context in which a transaction takes place. The approach
taken in this case not only considered end-users since the beginning of the process, but also involved industry and research experts on the fields of usability,
psychology and financial transactions. Users’ needs and concerns regarding
mobile banking use were considered before suggesting any final design solution. A feasibility study was conducted with users’ involvement on the performance of such a biometric system and scenarios were created with different
prototyping techniques. Users also became involved during the performance
evaluation and at testing the early stages of the scenarios (using paper prototypes) and also in a robust pilot study (using mobile prototypes implemented
in the Android platform) that considered the contexts of the use of the biometric system and the situational user experience of mobile transactions.
In general, the research done as part of this thesis work, advocates towards an approach in which an interdisciplinary team of experts works together with end-users in order to understand, conceive, design and implement
tools to help these users protect their privacy and control their information
disclosed online.

8.3

Do users need transparency-enhancing tools?

The design of transparency-enhancing technologies is often encountered with
the question of motivation, i.e., why would Internet users want to adopt tools
that let them know and control the data they disclosed to online service providers?,
when would they find the need and motivation to use such tools?. I too discussed
this question in the contribution I made to a book chapter, found in [12],
where I questioned the users’ need for a transparency tool such as the Data
Track prototype, presented on Paper VII. I still believe that this question poses
an important challenge, and that it is hard to predict why users would adopt
and how they will employ similar transparency tools. Nevertheless, every
time I get challenged with that question, I try to make the case for transparency tools using the metaphor of the airbags installed in cars: an airbag has
the purpose of protecting the driver in case of an emergency, however, it remains unseen, unused and unobtrusive until the moment when it is really
needed, which is hopefully seldom. In the same way, an ex post transparency
tool, like the Data Track, might remain unused, but having the knowledge
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that it exists can provide users’ with comfort, empowerment and assurance
that something can be done or known whenever it is needed. I cannot claim
this metaphor as my own, as it was once told to me by Martin Ortlieb18 , but
I believe it is a good analogy for a technology that was developed for it not to
be used, only when it is needed.

18 Martin

was one of our contact persons for the Google Research Awared, my mentor during
a summer internship at Google in 2014, and the co-author of Paper VIII.
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Concluding remarks

Users of the Internet commonly engage in a range of digital transactions with
multiple online services. With every transaction users make trust decisions
and disclose personal data that could identify them. There might be many
possible benefits of collecting and aggregating personal data in order to make
inferences about a person’s preferences, possible future behaviours and societal trends. However, this massive accumulation of data and profiling of data
subjects carries with it many privacy and security implications, not to mention the proliferation of power inequalities in societies.
In many cases, users might not realize that personal data is being collected
about them, and many of these users are not fully aware about the possible
consequences that the accumulation of their data can bring to different aspects
of their lives, including impacts to their reputation, finances, employment,
and many others.
This thesis has presented eight case studies that had the objective to explore
human-factors and alternative designs for making privacy and transparency
mechanisms more usable and for improving their user experience at four different stages of a digital transaction. The included case studies are the result
of identified HCI challenges of privacy and transparency mechanisms at the
different stages of a digital transaction, thus addressing research question RQ1
introduced in Section 1.3.
In the information stage, Paper I explored factors that may influence users’
willingness to retain or give away control of the personal information they
release to the service provider they are contacting. In the agreement stage,
Paper II proposed an interface for usable privacy policies taking advantage of
the features offered by the PPL engine, including the possibility to choose different credentials, matching of users’ privacy preferences and offering “on the
fly” privacy management. During the fulfilment stage, Paper III studied different metaphors for eliciting users’ mental models of anonymous credentials
and illustrate the principle of data minimization. Based on this principle, an
interface was suggested in Paper IV to let users create and maintain a set of partial digital identities that would allow them to segregate the information they
decide to share with different service providers. At this same stage, Paper V
investigates the possibility to provide additional factors of security by considering the users’ biometric features as they unlock their screen on mobile
devices, which showed that users can be identified with a certain probability by the way they drag their finger on a touch-screen. Paper VI took these
findings to explore the use of touch-screen biometrics in the wild, looking at
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the opportunity to use this kind of security feature to authenticate users into
a service and sign digital transactions. In the after-sell stage, the work done
in Paper VII suggests a prototype for a tool that would let users visualize the
personal data that they have disclosed to different service providers, with the
intention of empowering users with information and control over their own
data. At the end, Paper VIII looks at possible privacy incidents from the users’
perspective, unveiling the frequency in which such incidents occur and the expectations users might have over proper systems that would help them solve
such situations.
The included case studies were selected based on four driving forces, namely,
existing or proposed regulations, requirements from research projects, novelty and relevance of the problem, as well as personal interests. A variety of
research methods were used to tackle the recognized challenges, thus addressing research question RQ2. It is argued that using a combination of different
methods served well for studying technologies that ought to be designed for
allowing users to accomplish their primary tasks while protecting their privacy. Moreover, the use of scenarios was helpful for users to understand the
contexts in which privacy- and transparency-technologies might come into
place, given that such technologies are not yet available or widely deployed.
Through the included case studies, the thesis highlights the increasing need
for usable transparency mechanisms, which would allow users to become informed, to understand, and to control the personal information that they have
disclosed, or are about to disclose, to different services on the Internet.
Ultimately, the motivation for carrying out the research that has been
presented in this thesis is to encourage a fairer leveraging of societal power
structures in favour of the users, to empower these users with informed choice
and decision making, and to promote a sustainable democracy for people
through technology.
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[199] Johann Čas. Privacy in pervasive computing environments - a contradiction in terms? Technology and Society Magazine, IEEE, 24(1):24 – 33,
spring 2005.
[200] Benson Vladlena, George Saridakis, Hemamali Tennakoon, and
Jean Noel Ezingeard. The role of security notices and online consumer
behaviour: an empirical study of social networking users. International
Journal of Human-Computer Studies, 2015.
[201] Melanie Volkamer and Karen Renaud. Mental models – general introduction and review of their application to human-centred security.
In Number Theory and Cryptography, pages 255–280. Springer Berlin
Heidelberg, 2013.
[202] Eric von Hippel. Democratizing innovation: The evolving phenomenon of user innovation. International Journal of Innovation Science, 1(1):29–40, 2005.
[203] Emanuel von Zezschwitz, Alexander De Luca, Bruno Brunkow, and
Heinrich Hussmann. SwiPIN: Fast and secure pin-entry on smartphones. In Proceedings of the Conference on Human Factors in Computing Systems, CHI ’15, pages 1403–1406. ACM, 2015.
[204] Emanuel von Zezschwitz, Paul Dunphy, and Alexander De Luca. Patterns in the wild: A field study of the usability of pattern and pin-based

94

[205]

[206]

[207]

[208]
[209]

[210]

[211]
[212]

[213]

Introductory summary

authentication on mobile devices. In Proceedings of the International
Conference on Human-Computer Interaction with Mobile Devices and
Services, pages 261–270. ACM, 2013.
Kim-Phuong L. Vu, Vanessa Chambers, Beth Creekmur, Dongbin
Cho, and Robert W. Proctor. Influence of the privacy bird user agent
on user trust of different web sites. Computers in Industry, 61(4):311–
317, May 2010.
Miriam Walker, Leila Takayama, and James A Landay. High-fidelity or
low-fidelity, paper or computer? choosing attributes when testing web
prototypes. In Proceedings of the Human Factors and Ergonomics Society
Annual Meeting, volume 46, pages 661–665. SAGE Publications, 2002.
Yang Wang, Gregory Norcie, Saranga Komanduri, Alessandro Acquisti, Pedro Giovanni Leon, and Lorrie Faith Cranor. I regretted the
minute i pressed share: A qualitative study of regrets on facebook. In
Proceedings of the Symposium on Usable Privacy and Security, SOUPS
’10. ACM, 2011.
Samuel D. Warren and Louis D. Brandeis. The right to privacy. Harward Law Review, 4:193–220, 1890.
Jeffrey Warshaw, Tara Matthews, Steve Whittaker, Chris Kau, Mateo
Bengualid, and Barton A. Smith. Can an algorithm know the “real
you”? Understanding people’s reactions to hyper-personal analytics
systems. In Proceedings of the Conference on Human Factors in Computing Systems, CHI ’15, pages 2937–2946, Seoul, Republic of Korea,
April 2015. ACM.
E. Wästlund, P. Wolkerstorfer, and C. Köffel. PET-USES: Privacyenhancing technology – users’ self-estimation scale. In M. Bezzi,
P. Duquenoy, S. Fischer-Hübner, M. Hansen, and G. Zhang, editors,
Privacy and identity management for life, pages 266–274. Springer Boston, 2010.
Erik Wästlund. Credential selection. In Christina Köffel and Petter
Wolkerstorfer, editors, Low-Level Prototypes. PrimeLife, 2009.
Erik Wästlund, Julio Angulo, and Simone Fischer-Hübner. Evoking
comprehensive mental models of anonymous credentials. In Jan Camenisch and Dogan Kesdogan, editors, Open Problems in Network Security, volume 7039 of Lecture Notes in Computer Science, pages 1–14.
Springer, Berlin, Heidelberg, Germany, 2012.
Erik Wästlund and Simone Fischer-Hübner. The users’ mental
models’ effect on their comprehension of anonymous credentials.
In Kai Rannenberg Jan Camenisch, Simon Fischer-Hübner, editor,

Designing for Privacy and Transparency Technologies in Digital Transactions

[214]

[215]
[216]

[217]

[218]

[219]

[220]
[221]
[222]

[223]

95

PrimeLife - Privacy and Identity Management for Life in Europe,
chapter 12, pages 229–240. Springer, 2011.
Catherine S. Weir, Gary Douglas, Martin Carruthers, and Mervyn
Jack. User perceptions of security, convenience and usability for ebanking authentication tokens. Computers & Security, 28(1-2):47–62, 2009.
Alan Westin. Privacy and Freedom. New Jork Atheneum, New York,
NY, USA, 1967.
Alma Whitten and J. D. Tygar. Why Johnny Can’t Encrypt: A Usability Evaluation of PGP 5.0. In Proceedings of the Security Symposium.
USENIX, 1999.
Christian Winkler, Jan Gugenheimer, Alexander De Luca, Gabriel
Haas, Philipp Speidel, David Dobbelstein, and Enrico Rukzio. Glass
unlock: Enhancing security of smartphone unlocking through leveraging a private near-eye display. In Proceedings of the 33rd Annual ACM
Conference on Human Factors in Computing Systems, CHI ’15, pages
1407–1410. ACM, 2015.
Allison Woodruff. Necessary, unpleasant, and disempowering: Reputation management in the internet age. In Proceedings of the SIGCHI
Conference on Human Factors in Computing Systems, CHI ’14, pages
149–158, New York, NY, USA, 2014. ACM.
Allison Woodruff, Vasyl Pihur, Sunny Consolvo, Lauren Schmidt,
Laura Brandimarte, and Alessandro Acquisti. Would a privacy fundamentalist sell their DNA for $1000... if nothing bad happened as a result? The Westin categories, behavioral intentions, and consequences.
In Symposium on Usable Privacy and Security, SOUPS ’14, Menlo Park,
CA, USA, 2014. ACM.
Jeff Yan, Alan, Ross, and Alasdair. Password memorability and security: Empirical results. IEEE Security and Privacy, 2:25–31, 2004.
Indi Young. Mental Models: Aligning Design Strategy with Human Behavior. Rosenfeld media, 2008.
Saira Zahid, Muhammad Shahzad, Syed Khayam, and Muddassar
Farooq. Keystroke-based user identification on smart phones. In Engin
Kirda, Somesh Jha, and Davide Balzarotti, editors, Recent Advances in
Intrusion Detection, volume 5758 of Lecture Notes in Computer Science,
pages 224–243. Springer, Berlin, Heidelberg, Germany, 2009.
Angeliki Zavou, Vasilis Pappas, Vasileios P. Kemerlis, Michalis
Polychronakis, Georgios Portokalidis, and AngelosD. Keromytis.
Cloudopsy: An autopsy of data flows in the cloud. In Louis Marinos and Ioannis Askoxylakis, editors, Human Aspects of Information

96

Introductory summary

Security, Privacy, and Trust, volume 8030 of Lecture Notes in Computer
Science, chapter Part IV, pages 366–375. Springer Berlin Heidelberg, Las
Vegas, NV, USA, July 2013.
[224] Ge Zhang. Analyzing Key-Click Patterns of PIN Input for Recognizing VoIP Users. In Jan Camenisch, Simone Fischer-Hübner, Yuko
Murayama, Armand Portmann, and Carlos Rieder, editors, Future
Challenges in Security and Privacy for Academia and Industry, volume
354 of IFIP Advances in Information and Communication Technology,
pages 247–258. Springer, Boston, MA, USA, 2011.
[225] Nan Zheng, Kun Bai, Hai Huang, and Haining Wang. You are how
you touch: User verification on smartphones via tapping behaviors. In
Proceedings of the International Conference on Network Protocols, ICNP
’14, pages 221–232. IEEE, 2014.
[226] Sebastian Zimmeck and Steven M. Bellovin. Privee: An architecture
for automatically analyzing web privacy policies. In Proceedings of the
Security Symposium, pages 1–16, San Diego, CA, USA, August 2014.
USENIX.

Designing for Usable Privacy and
Transparency in Digital Transactions
People engage with multiple online services and carry out a range of different
digital transactions with these services. Registering an account, sharing content
in social networks, or requesting products or services online are a few examples of
such digital transactions. With every transaction, people take decisions and make
disclosures of personal data. Despite the possible benefits of collecting data about
a person or a group of people, massive collection and aggregation of personal
data carries a series of privacy and security implications which can ultimately
result in a threat to people’s dignity, their finances, and many other aspects of
their lives. For this reason, privacy and transparency enhancing technologies are
being developed to help people protect their privacy and personal data online.
However, some of these technologies are usually hard to understand, difficult to
use, and get in the way of people’s momentary goals.
The objective of this thesis is to explore, and iteratively improve, the usability
and user experience provided by novel privacy and transparency technologies.
To this end, it compiles a series of case studies that address identified issues of
usable privacy and transparency at four stages of a digital transaction, namely
the information, agreement, fulfilment and after-sales stages. These studies contribute
with a better understanding of the human-factors and design requirements that
are necessary for creating user-friendly tools that can help people to protect their
privacy and to control their personal information on the Internet.
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