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Abstract
The amount of personal identiﬁable information that people distribute over
different online services has grown rapidly and considerably over the last decades. This has led to increased probabilities for identity theft, proﬁling and
linkability attacks, which can in turn not only result in a threat to people’s
personal dignity, ﬁnances, and many other aspects of their lives, but also to
societies in general. Methods and tools for securing people’s online activities and protecting their privacy on the Internet, so called Privacy Enhancing
Technologies (PETs), are being designed and developed. However, these technologies are often seen by ordinary users as complicated and disruptive of
their primary tasks.
In this licentiate thesis, I investigate the usability aspects of three main privacy and security enhancing mechanisms. These mechanisms have the goal of
helping and encouraging users to protect their privacy on the Internet as they
engage in some of the steps necessary to complete a digital transaction. The
three mechanisms, which have been investigated within the scope of different
research projects, comprise of (1) graphical visualizations of service providers’
privacy policies and user-friendly management and matching of users’ privacy
preferences “on the ﬂy”, (2) methods for helping users create appropriate mental models of the data minimization property of anonymous credentials, and
(3) employing touch-screen biometrics as a method to authenticate users into
mobile devices and verify their identities during a digital transaction.
Results from these investigations suggest that these mechanisms can make
digital transactions privacy-friendly and secure while at the same time delivering convenience and usability for ordinary users.
Keywords: Privacy Enhancing Technologies, usability, usable privacy, mental models, mobile devices, security, digital transactions, e-commerce, user interfaces
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Three mechanisms for usable privacy and security in digital transactions

1

3

Introduction

Requesting services and purchasing products on the Internet has become a
very common and increasingly easy thing to do. Individuals navigate through
different websites in search for available services and products which they can
obtain from online retailers in the exchange of money and/or personal information. This leads to people leaving traces of their personal identiﬁable
information throughout different online services, often without knowing or
being totally aware about how their information will be processed, who will
have access to it and without the possibility of editing, deleting or regretting
to transfer their personal information. With the vast range of these services
available on the Internet and the way they formulate their privacy policies, it
becomes very difﬁcult or even practically impossible for people to understand
what they are agreeing to when submitting personal information.
These issues escalate with the increasing use of smart mobile devices, which
have become part of people’s daily lives and are used for continuous access to
mobile applications (such as e-mail, social networking, cloud storage, etc.), as
well as for storing great amounts of valuable private information (such as large
lists of personal contacts, private messages, banking accounts, etc.). These devices can also collect a lot of personal information without individuals even
knowing about it or giving their consent, such as their locations, their daily
habits, or even the rhythm at which they type keys on the keyboard, as well
as many other things.
The distribution of people’s personal data, either happening intentionally
or without their full consent, can lead to higher probabilities of the person
being tracked, linked and proﬁled. Luckily, technologies are being developed
to enable people to protect their privacy and allow them to remain anonymous or pseudonymous while browsing through the Internet and carrying
out digital transactions. These technologies are commonly referred to as Privacy Enhancing Technologies (PETs). However, PETs are seldom adopted by
people to perform their daily Internet activities, not because people do not
care about their privacy and the protection of their personal information, but
rather because these complex technologies are often hard to understand and
frequently get in the way of people’s momentary tasks.

1.1 Objective
In order to improve the usability of PETs and the user experience of digital
transactions in relation to privacy, I have participated in various projects that
investigate the ways in which the design processes and usability aspects of
PETs, as well as other security mechanisms, can be improved so that these
technologies can be used not only by computer experienced users or security
experts, but by all users who engage in digital transactions. My involvement in
these projects has led to the exploration of possible mechanisms for improving
the privacy and security aspects of these types of transactions.
The objective of this thesis is to present three of these mechanisms, which
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investigations are reported in the included papers and are summarized in the
following paragraphs:
Informed consent through better understanding of privacy policies. The
privacy policies contained in most online services that handle users’ personal
data often consist of long and complicated texts containing technical or legal statements that are usually not read or not easily understood by average
users [74]. As a result, users that carry out online transactions tend to accept
the terms and conditions stated by the online service without being really
aware of what they are agreeing to. For this reason, privacy policy languages,
like PPL and P3P (described in Sections 2.2 and 4.1 respectively), have been
developed that can facilitate the way service providers state privacy policies
as well as the creation of client software that can display the key elements
of such policies and allows users to match their privacy preferences against
service providers’ privacy policies.
Grounded on the previous research presented in Section 4.1, part of my research has focused on making privacy policies easily understandable and transparent, as well as on helping users manage their privacy preferences “on the
ﬂy” and alerting them when these preferences are not met by the online service. Papers I and II present some of the iteration cycles of the user-centric
design approach taken at designing a privacy policy display and management
tool, called “Send Data?”.
Helping users understand the concept of anonymous credentials. One
key technology for preserving users’ privacy while browsing or performing
digital transactions is the concept of anonymous credentials. Anonymous credentials allow users to reveal only the minimum information necessary for a
transaction (a property also known as data minimization) and reduce the likelihood of being linked or proﬁled through their interactions with different
online services. However, the complexity and lack of real world analogies
make this relatively new technology hard for users to understand. Also, previous research has shown that users’ idea of how information is handled on
the Internet does not ﬁt well with technologies that implement data minimization properties [89, 90].
As a proposed solution to this problem, the work presented in Paper III
builds upon the work in [124] to describe three approaches that have been
considered for elliciting the right mental models in users with regards to the
data minimization properties of anonymous credentials. These three approaches rely on a card-based metaphor, an attribute-based metaphor and an adapted
card-based metaphor. Results show that the latter approach provides better
results when compared to the other two approaches.
Improving the security of mobile devices through touch-screen biometrics. Mobile devices are increasingly being used to store sensitive personal
information, carry out online transactions and accessing online services such
as email, internet banking, social networks, cloud storage, etc. At the same
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time, most mobile applications and services today require their users to authenticate with the use of passwords, PINs, or external hardware devices,
which either do not provide enough levels of security or do not provide a
good user experience.
Biometric solutions are being explored as a way of providing an extra security factor on mobile devices while providing more seamless authentication
experiences. However, some of the related research work being done in unobtrusive or continuous biometric authentication, such as gait, movement or
behavioural biometrics (as described in Section 4.3), do not entirely apply to
scenarios in which users need to explicitly state their identity by interacting
with the device, such as the digital transaction scenarios explored in this thesis.
Hence, the research presented in Paper IV has explored the use of touchscreen biometrics as a mechanism to enhance the security of mobile devices
while sustaining a good user experience. Results show that users can be identiﬁed by the way they draw a graphical password on a touch-screen. Furthermore, Paper V presents initial investigations on the use of this kind of
biometric under realistic contexts of use, as people carry out ﬁctitious mobile
transactions during their routinary mobile activities. This later study also investigates the experience of users as they interact with an interface designed
for a so called Trusted Execution Environment (TEE) embedded in future
mobile devices. Results of a pilot study indicate that users’ understanding of
the suggested interface are satisfactory and that touch-screen biometrics are
worth exploring further as a convenient way for mobile authentication that
can provide increased security.

1.2

Structure of the thesis

The remainder of this thesis is structured as follows. Section 2 explains some
of the fundamental concepts needed to understand the subsequent discussions
and sections of the thesis. Section 3 describes the different research projects
in which I have been involved, and how they have partly shaped the direction
of my research. Section 4 presents work related to the topics of my investigations, updating the corresponding sections of related work presented in each
of the included papers with recent research that has been carried out since
their time of publication. Section 5 summarizes the research methods that
have been used throughout the different investigations. The contributions of
each of the papers, which investigated three mechanisms for usable privacy
in digital transactions, are presented in Section 6. Section 7 presents a brief
discussion from my personal experience about the design and development
processes of PETs. Finally, conclusions and ideas for future work are presented in Section 8.

2

Fundamental concepts

Before going further, some important concepts are brieﬂy explained in the
following subsections, with the purpose of creating a greater understanding
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of the use of these terms within the context of this thesis. These concepts are
grouped into three general categories, Human-Computer Interaction (HCI)
and usability, privacy and identity management, and user authentication mechanisms.

2.1

HCI and usability

HCI for privacy and security. HCI refers to the multidisciplinary ﬁeld focusing on the studies of the way human beings and technology interact with
each other, and how digital artefacts can be designed for the best interest of
humans and their evolving environments. One of the strongest premises in
HCI is that technology should be designed and developed in a way that is
unobtrusive for the task its users are trying to accomplish. The International
Standard Organization (ISO) deﬁnes usability as “the extent to which a product can be used by speciﬁed users to achieve speciﬁed goals with effectiveness,
efﬁciency and satisfaction in a speciﬁed context of use.” [64].
However, it is now well understood by professionals dealing with the usability of privacy and security that these are rarely a user’s main goal, and therefore tools that aim at supporting privacy and security should not interfere
with the primary tasks of users, but should anyhow be accessible if, and when,
desired by the user [69]. In this sense, the ISO deﬁnition of usability can be
a little misleading, since the tools we are trying to conceive are not meant for
users to achieve speciﬁed goals with effectiveness, efﬁciency and satisfaction,
but rather these tools should be designed to protect their private information
while letting them achieve their actual primary goal in an effective, efﬁcient
and satisfactory manner. In the context of digital transactions the users’ primary goals can be seen as the actual acquisition of a product or service (or
even beyond that, their goal is to fulﬁll a need or experience the satisfaction
from the product or service they are soliciting), where privacy and security
considerations often do not ﬁt within those primary goals.
Furthermore, my research also considers a wide variety of users that can
be involved in digital transactions performed under different contexts, not
limited only to stationary computers but also to mobile devices. In this sense,
the spectrum of users and contexts of use are not very speciﬁc, differing from
the ISO deﬁnition.
Mental models. The term mental model refers to a person’s own views and
explanations on how things usually work [37, 67, 68, 131]. Mental models
originate from previous experiences at interacting with the world, and they
make it easier for people to cope with the burdens of difﬁcult systems used
in everyday life. A common example is the task of driving a car, where users
do not need to be aware of all the complexity that goes into the mechanics
and the physics behind combustion engines in order to drive a car and achieve
their goal.
Understanding the mental models that typical users have about existing
systems can help designers and product developers to deliver new systems that
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act in accordance to those existing mental models. However, novel secure and
privacy-friendly technologies tend to be full of complexity and often conﬂict
with the metaphors used to reﬂect the real world. For instance, asymmetric
key encryption works in a different way than the physical “keys” people are
accustomed to.
User experience in digital transactions. A typical digital transaction requires the customer to access the Internet to select the service or product
desired, setup the transaction by ﬁlling or selecting personal identiﬁable attributes, specify the form of payment, and to conﬁrm the transaction. A transaction usually ends when the customer receives the service or product that
she has selected and paid for. Bauer et al. [15] identiﬁed four different phases
of electronic transactions as experienced by users:
• Information: the user examines and compares different offers of a product or service.
• Agreement: the user studies and agrees to the conditions of the transaction imposed by the service provider.
• Fulﬁllment: the user sends necessary information, proves her identity
and completes the transaction.
• After-sale: the service providers engage in customer care and relationship building.

Information
phase

Agreement
phase

Fulfillment
phase

After-Sales
phase

Marketing offers
are examined and
compared

Provider and
customer agree
on the transaction
conditions

Accomplishment of
the transaction

Customer care and
relationship
building

Important service
quality elements:

Important service
quality elements:

Important service
quality elements:

 Frictionless
activities
 Efficient order
process
 Navigation tools
 Website
architecture

 Security
 Privacy
 Reliable service
delivery






Important service
quality elements:
 Functionality
 Accessability
 Efficiency of
navigation
 Content
 Website design
 Enjoyment of
Website use

Complaint handling
Responsiveness
Return policy
Non-routine
services

Figure 1: The four stages of a transaction and their quality elements as
discussed by Bauer et al. in [15].
Similarly, Chen et al. [33] describe the model of the process of electronic
transactions in terms of three key components, Interactivity, Transaction and
Fulﬁllment.
For the purposes of this thesis a digital or online transaction will be deﬁned
as the contact an Internet user has with a service provider that requires her to
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submit personal information with the purpose of authenticating or receiving
a requested service or product. From the phases suggested by Bauer et al. the
focus will be at the agreement and fulﬁllment phases, in which users have to
examine the terms and conditions of a transaction, select and submit the personal identiﬁable information requested by service providers, and conﬁrm the
transaction by providing proof of their identity (although this authentication
step can occur at different stages of a transaction).

2.2

Privacy and identity management

The concept of privacy was long ago referred to as “the right to be left alone”
by the judge of the American Supreme Court, Louis Brandeis in 1890 [121].
Since then, privacy has been a much debated concept with no clear deﬁnition
that is agreed upon by everyone. For this thesis, the idea of information selfdetermination in modern contexts becomes more relevant from the writings
of Alan F. Westin, who refers to privacy as “the right of the individual to
decide what information about himself should be communicated to others
and under what circumstances” [127].
A discussion on the deﬁnition of privacy and the different meanings that
the concept of identity management has adapted overtime is out of the scope
of this thesis. However, it has been recognized that privacy is a social construct
[22], dictated by the values and norms of the context of a society. A good
overview of privacy concepts and different related terminologies when talking about this subject can be found in [29, 92].
Similarly, identity management has been deﬁned in many different forms
and it could be a confusing concept depending on the point of view taken.
Gergely Alpár et al. refers to identity management as the “processes and all
underlying technologies for the creation, management and usage of digital
identities” [5]. Although this deﬁnition can be seen as quite general, for the
purpose of this thesis we will mostly take the perspective of users acting online, where identity management can be seen as a system that helps these users
(rather than a service provider or a relying authority) to manage and remember their digital pieces of information and the different accounts that they
posses with various service providers.
Privacy Enhancing Technologies (PETs). The term Privacy Enhancing
Technologies, or PETs, was ﬁrst coined in 1996 by John J. Borking [21] to
refer to those technologies that are developed with the intention of protecting the privacy of the user online by enforcing the minimization of data
to be submitted to service providers (SPs) and enforcing that processing of
those data adheres to the laws and regulations in which it was submitted.
In other words, “PET stands for a coherent system of ICT [InformationCommunication Technologies] measures that protects privacy by eliminating
or reducing personal data or by preventing unnecessary and/or undesired processing of personal data, all without losing the functionality of the information system” [118].
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Data minimization and anonymous credentials. Data minimization is an
important privacy principle stating that the possibility to collect data about
others should be minimized, the actual collection of data by service providers
should be minimized, the extent to which data is used should be minimized,
and the time that collected data needs to be stored should also be minimized
[92].
Anonymous credentials are a key technology for implementing the privacy principle of data minimization [30]. Whereas traditional credentials allow users to prove personal attributes and demonstrate possession of a credential, they also reveal all the attributes contained within the credential itself,
thus breaking the principle of data minimization. Anonymous credentials,
on the other hand, allow users to prove possession of the credential and to
select a subset of attributes to be disclosed or premises inferred from those
attributes without revealing additional information about the credential or its
owner [83].
For instance, using an anonymous credential issued by the government it
would be possible for users to prove to a service provider that they are older
than a certain age without revealing their actual date of birth or any other
piece of information that can be linked back to them, except for the fact that
the credential was issued by the government.
PPL – PrimeLife Policy Language. A privacy policy is a statement describing which personal information is about to be collected by a service provider
and the way that the information is going to be handled. Through privacy policies service providers can inform their customers about the way they will use
their data. Attempts have been made at specifying a formalized language for
privacy policies in digital form, amongst the most known ones is the Platform
for Privacy Preferences (P3P) deﬁned by the World Wide Web Consortium
(W3C) [99].
During the PrimeLife project (Section 3.1) a privacy policy language was
developed called the PrimeLife Policy Language (PPL) [13, 98]. PPL is an extension of the XACML language1 providing powerful features such as support
for downstream data sharing, obligation policies, anonymous credentials, preference matching, and others. All these powerful features, however, become
redundant without presenting them to end-users in an understandable manner
and allowing them to apply them in their daily online activities.

2.3

User authentication mechanisms

Many computer systems are designed to provide services to people that are
authorized to use the system and deny service or entry into the system to
unauthorized users. This process is commonly described in three different
steps of identiﬁcation (usually seen as a user ID, or a common attribute of the
person) authentication (providing evidence of the person’s identity, usually
1 XACML is deﬁned by OASIS – Organization for the Advancement of Structured Information Standards (https://www.oasis-open.org/ ).
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by means of a password) and authorization (the actions that an authenticated
person is allowed to perform). Authentication can be achieved by what users
know or recall, by what they recognize, by what they have, or by what they
are or how they behave [103] (or even by where they are [51]). Common
authentications schemes built on what the users know can be text-based (like
PINs or passwords) or graphically-based (such as graphical passwords) [104],
whereas the users’ physiological or behavioural biometrics are grounded on
what the users are or on how they behave.
Brief descriptions of the concepts of biometrics and graphical passwords
are presented in the following paragraphs.
Biometric identiﬁcation. Biometrics (bio:life, metric:measure) provide ways
of identifying individuals based on their unique physiological or behavioural
characteristics. When authenticating towards a service, biometrics can be used
to conﬁrm that the person who is trying to authenticate is actually the legitimate user of the device employed to access a service and not an intruder.
Some of the most common forms of physiological biometric identiﬁcation include ﬁngerprint, face, iris and voice recognition. Signature and the
way we type on a keyboard are popular behavioural biometric mechanisms.
Some biometric systems can offer usability advantages over other methods of
authentication by being less intrusive for users. For example, a system can
recognize a user by the way she walks [45] without demanding the user to
remember a secret or forcing her to interact with the device.
It is important to note, that no biometric system can be made a hundred
percent secure, and that a trade-off between security and usability has to be
considered when employing biometric solutions. A more detailed description
of this trade-off and a brief explanation of biometric performance measurements will be provided in Section 5.3.
Usable biometrics. Lynne Coventry asserts that for a biometric system to
be accepted, it has to be made usable [39]. Therefore the development of
a biometric system should consider the enrollment process (i.e., how many
trials should the user provide in order for the system to function effectively),
the accuracy of the device capturing the biometrics, the interface presented to
the user when she is trying to authenticate, and the level of user acceptance of
biometric issues [39]. In addition, depending on the type of biometric system,
the system should make users aware that their biometric features are being
recorded, it should adapt to the changes that the user undergoes over a period
of time or due to the change of their environment, and it should provide good
feedback in case legitimate users are rejected. In many applications, biometric
systems also demand high levels of accessibility, since it is required that many
different types of users with different characteristics are recognized by the
system [38].
Thus, usable biometrics in this case refers to the implementation of a biometric system that is perceived as intuitive to employ in an everyday context,
seen as an unobtrusive enabling task [110], being informative enough so that
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users are aware of what is going on, know how to operate it and are able to use
it without supervision, as well as being accessible to a wide range of ordinary
users.
Graphical passwords. Like text passwords, graphical passwords are knowledge-based authentication methods that require users to enter a secret as proof
of their identity [18, 104]. The secret tends to be in the form of a series of
images, sketches or other visual mnemonics. Graphical passwords are based
on the idea that humans can identify visual information better than strings
of texts or numbers, thus providing better memorability properties and more
user-friendliness than text passwords, as well as offering a solution for systems
where keyboard input is cumbersome or not available. It has been argued
that using graphical passwords can increase security by encouraging users to
choose between a greater password space [81,104], since it is a known problem
that users tend to use the same passwords for many different services, specially
when interacting with mobile devices with small touch-screens [82].

3

Projects: description and outcomes

This thesis is the result of two years of involvement in three different Swedish
and European research projects. All of these projects were a collaborative
effort between the departments of Computer Science, Information Systems
and Psychology at Karlstad University and different industry partners and
funding organizations.
The following sections will brieﬂy describe these three projects, showing
our contribution and the main results so far. At the end an explanation of the
connection between the outcomes of these projects is presented in relation to
the usability of privacy and security mechanisms for digital transactions.

3.1

PrimeLife – Privacy and Identity Management for Life

Building upon the foundations of the PRIME2 project, PrimeLife (2008-2011)
was a research project funded by the European Commission 7th Framework
Programme (FP7/2007-2013) dealing with the aspects of privacy throughout
the lifetime of an individual.
One of the goals of the PrimeLife project was to advance the state of the
art in the design of interfaces of PETs that were meant for everyone to use. As
a result of its HCI activities, the PrimeLife project delivered a series of reports
related to the design and usability testing of various PETs, as well as usability principles, design patterns and other lessons learnt in the process of PET
design [58–61]. Furthermore, a complete book was published reporting on
the results of the different activities that took place during the project [124],
where Part III of the book was dedicated to the Human-Computer Interaction
aspects of PrimeLife.
2 PRIME

– Privacy and Identity Management in Europe (http://www.prime-project.eu ).
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U-PrIM – Usable Privacy and Identity Managent for
Smart Applications

U-PrIM (Usable Privacy-enhancing Identity Management for smart applications) was a research project funded by the Swedish Knowledge Foundation
(KK-Stiftelsen) involving the departments of Computer Science, Information
Systems and Psychology at Karlstad University, in collaboration with industry partners Nordea Bank (one of the most important banking institutions in
Scandinavia) and Gemalto AB (a world leader in digital security).
The purpose of the project was to ﬁnd future identity management systems for mobile banking and mobile e-commerce technologies that are secure,
privacy-friendly and easy to use. By developing scenarios of digital transactions one of the aims of this research project was to tackle the challenges related to the users’ behaviours and expectations with regards to mobile banking
and the creation of plausible user-friendly authentication mechanisms for mobile devices that are also secure and private. Additionally, this project looked
at the experience of users while carrying out mobile transactions assuming
that a secure element embedded in smart mobile devices, so called Trusted
Execution Environment (TEE), was already in place.

3.3

Google Research Award – Usable Privacy and Transparency Tools

A project funded by the Google Research Award program involving the departments of Computer Science, Information Systems and Psychology at Karlstad University had the purpose of investigating novel interactive approaches
and architectural concepts for making privacy and transparency tools more
usable and adaptable, grounded on some of the efforts initiated during the
PrimeLife project.
Some of the investigations that were tackled by this project included the
design of interfaces for allowing users to better understand online privacy policies and handle requests of personal information using the privacy property
of data minimization (described in Section 2.2). Also, this project looked into
possible HCI approaches for Identity Management systems that allow users
to release relevant data attributes depending on their current role (i.e. personas) and context of a transaction [10], as well as visualization in cloud services
showing previous data disclosures.

3.4

The projects’ relationship to digital transactions and their
outcomes

The work carried out during the three different projects mentioned in the
preceding sections form the contents of this thesis. Although all of the three
projects had the general emphasis on preserving Internet users’ privacy, they
each had slightly different focus and angles of interests.
My work within each of these projects concentrated on the usability and
interface design aspects of privacy and security related technologies. In par-
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ticular, each of these projects covered an aspect of some of the stages that are
needed to complete a digital transaction, as described in [15]. These stages include an agreement phase, in which users have to consent to send information
and agree to the terms and conditions imposed by that service provider, and
a fulﬁllment phase, where users authenticate themselves, and select or ﬁll the
pieces of personal information and payment information required to fulﬁll a
transaction.

Agreement
phase

Fulfillment
phase

Provider and customer agree on the transaction conditions

Accomplishment of the
transaction

“Send Data?”
Adapted Card

User requests a
service

User selects personal attributes
and agrees to service’s policy

User confirms the
information to be sent

PrimeLife & Google

PrimeLife & U-PrIM

Touch-screen
biometrics

User proves identity when
authenticating or signing
transactions

U-PrIM

Figure 2: A representation of the different phases of a digital transaction,
according to Bauer’s model [15], that were tackled by the research projects.
Figure 2 portrays these two phases in a possible ﬂow of a digital transaction
and their relationship to the projects that I have participated in. The ﬁgure
exempliﬁes my vision on how the different outcomes of these three projects
would be combined together during a transaction, helping users protect their
privacy at each corresponding step. In the ﬁgure, the user (left-most image)
would contact a service provider through a digital device. Once the user has
located a desired product or service and proceeds to the agreement phase, she
would be presented with the “Send Data?” interface, prototyped as part of the
PrimeLife project and continued during the Google Research Award project
[7, 8, 58, 59], seen also in Figure 8 and explained in Papers I and II.
If the user decides to agree with the terms and conditions stated by the
service provider (and displayed through the “Send Data?” dialog), she would
be shown in the next step a representation of the adapted card, displaying only
the information attributes, and/or inferences made from those attributes obtained from using anonymous credentials, which would be sent to the service
provider. The work leading to the results of the use of an adapted card as a
method for evoking mental models for anonymous credentials was part of the
PrimeLife and U-PrIM projects [122–124], shown in Figure 10 and discussed
in Paper III.
Finally, if transactions were to be carried out using mobile touch-screen
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devices, touch-screen biometrics can be used in the fulﬁllment phase as a way
to conveniently authenticate the user into the service or conﬁrm her identity
when signing the transaction. This work has been carried out as part of the
U-PrIM project [9, 11], presented in Papers IV and V.

4

Related work

This section shortly describes work related to my contributions to the different research projects mentioned in Section 3 and complements the description of related work presented in the included research papers with information updated since the time they were published.

4.1

User interfaces for privacy policies and privacy preference management

Article 10 of the EU Data Protection Directive 95/46/EC (DPD) [47] states
that service providers within European Union Member States should inform
individuals at least about the purposes for which their data is being requested
and the recipients of their data. Besides, individuals should also be informed
of other details if needed, such as whether the submission of data is obligatory
or optional. To fulﬁll these requirements the Working Party that originated
from suggestions of the Article 29’s of the Data Protection Directive, recommended providing policy information in multiple layers, letting users to see
the mandatory and important information on the top layer and allowing them
to drill-down to sublayers in order to get informed about more details regarding the policy if necessary.
Research has shown that websites’ privacy policies are too long for average
users to read and, if they actually read them, the legal and technical language
makes it hard for users to understand these policies [49, 96, 97, 105, 114]. This
issue becomes more burdensome when presenting privacy policies on mobile
devices [115].
Extensive work on the standardization, understandability and user-friendly
visualizations of privacy policies has been carried out by Lorrie F. Cranor and
the CUPS Laboratory3 at Carnegie Mellon University [40–42,73,74,100,101].
Their research in this area is mainly based on the World Wide Web Consortium’s (W3C) Platform for Privacy Preferences (P3P). Examples of their work
include a P3P agent named the “Privacy Bird” [42], a browser plug-in that
warns users about violations to their privacy preferences with the use of a red
or green coloured bird. Usability studies of the Privacy Bird have shown that
Internet users can improve their online privacy practices with subtle cues of
the protection of their privacy [120]. Moreover, a “Nutrition Label” for P3P
privacy policies has been investigated [73], based on the idea that people have
a good understanding of the nutrition labels printed on product packages.
Using this metaphor, the researchers suggest presenting privacy policies in
3 CUPS:

CyLab Usable Privacy and Security Laboratory (http://cups.cs.cmu.edu/ ).
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two-dimensional tables, stating the purposes for which data is being collected
on the header of the table and the types of information on its rows. Each cell
of the table is coloured to indicate which information is being requested and
allowing the user to opt-out when possible.
However, P3P does not completely adhere to European regulations and
has some limitations, such as missing support for downstream data sharing,
obligation policies, anonymous credentials (such as IdeMix or U-Proof), and
others. The features provided by the PPL engine (Section 2.2), conceived during the PRIME and PrimeLife projects, address these limitations. Related
work on identifying requirements and early design proposals for displaying
user-friendly privacy policies are found in [58, 60, 90]. The results and ideas
offered by the CUPS Laboratory have inspired to a great extent the later attempts at providing usable interfaces for displaying privacy policies and managing privacy preferences, where PrimeLife’s PPL was used.
In January 2012, a new proposal for a reform of the data protection legislation has been submitted by the European Commission4 . Article 10 of this
proposal emphasizes the obligation of service providers to offer users “transparent and easily accessible policies with regard to the processing of personal
data”. Article 11 requires service providers to take appropriate measures to inform individuals about the identity and contact details of the data controller,
the purposes for which the individuals’ data are being requested, the period for
which these data will be stored, and other information. These articles imply
that websites’ privacy policies must be made more readable, easily accessible
and understandable by consumers.

Figure 3: A screenshot of a privacy policy generated with
from https://www.iubenda.com/en

4 EU

General

Data

Protection

Regulation

(
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. Taken
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As a result of this recently proposed legislation, other attempts at presenting more legible privacy policies have emerged after Papers I and II were
published. One of these attempts is provided by the online Italian company
5
, which offers other online companies with an automated ‘Privacy
Policy Generator’. An example of a privacy policy generated with
is
shown in Figure 3. As seen in the ﬁgure, this approach also follows some of
the design ideas described in Papers I and II, using prominent icons to indicate
the type of data being requested, displaying policy’s information in multiple
layers, and trying to keep a clean and legible interface.

Figure 4: A screenshot of a visualization technique done by
, representing the trackers installed on a website. Taken
from http://www.privacyscore.com
Similarly, other services such as PrivacyChoice [95] offer heatmap visualizations (seen in Figure 4) of third-party services that track users’ information
when visiting their websites or distribute personal data, as well as visualizations of privacy policies on mobile devices. Also, an ongoing Internet project currently named ToS;DR6 (standing for “Terms of Service; Didn’t read”)
will aim at summarizing terms of service from online websites, ﬂagging issues when these terms are not met, and providing a rating system of various
applications.
5 iubenda.com

6 ToS;DR

(
– Terms of Service; Didn’t read (

).
).
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Although these services lack powerful features for handling PPL policies
and might not be fully compliant with the suggestions given by Article 29’s
Working Party, their contribution to ease the comprehension of privacy policies is important. However, the level that these interfaces promote users’
understanding and awareness of the information being sent is still not known,
since no evidence has yet been reported on their usability aspects as of this
point, as far as I know.

4.2

Users’ mental models of privacy technologies

Plenty of research work can be found on the users’ attitudes towards privacy
on the Internet [2, 3, 24, 78, 85, 111, 116, 117] and their understanding of different privacy technologies [1,46,109]. Many studies have stated the difﬁculty
of people to take the appropriate steps to secure their information on the Internet [129] and to comprehend the technicalities and terminologies provided
by privacy and security tools [60]. Furthermore, research has shown the existence of a “privacy-paradox” which dictates the contradiction between users’
concerns about the protection of their online privacy and their actual behaviours at the moment of disclosing personal information [85, 116].
Jean Camp et al. have identiﬁed ﬁve common inappropriate mental models used in the development of computer security programs that inexperienced users cannot relate to [31]. The difference in communicating security
risks between expert and non-expert users is presented in [14,32], which indicates the need to target risk communications that ﬁt the mental models of the
right type of users. Moreover, the study presented in [32] has identiﬁed that
the created metaphors in the computer security community do not match appropriately the mental models of non-experts users, neither do they match the
mental models of users that rate themselves as expert users.
The novel technology of anonymous credentials (mentioned in Section 2.2),
is one of these privacy solutions that users do not ﬁnd easy to comprehend.
Implementations of anonymous credentials today are provided by IBM’s Idemix system [30] and Microsoft’s U-Prove [26]. Previous studies carried out
during the PRIME project have shown that users have grown to believe that
using Internet services (semi-)anonymously is not possible [90] and that the
information that is sent to a service provider during a transaction is usually
more than what is actually sent [89]. These results imply that the concept
of anonymous credentials and their data minimization properties do not ﬁt
well with the users’ existing mental models of electronic transactions. Hence,
presenting end users with reasonable ways of understanding the properties of
anonymous credentials so that they can make use of them in their routinary
online activities is still a challenge.
Besides the attempts from my colleagues and me at elliciting suitable mental models for the features provided by anonymous credentials (presented in
[124] and Paper III), there seems to be not much further related work in the
users’ comprehension of anonymous credentials, except for the work done
by IBM (inspired by the collaboration with Karlstad University), presented
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Figure 5: A visualization for the interface suggested in [17], where cards
containing information to be released can be selected dynamically.
in [17], which addresses this issue by proposing a card visualization technique
that can show and select attributes to be released in a dynamic way, as shown
in Figure 5. Their approach takes advantage of computers’ capabilities of combining and ﬁltering attributes, and of humans’ capabilities at selecting which
of those attributes are appropriate for a given transaction.
Microsoft has also provided some examples of a proof-of-concept of the
implementation of U-Prove anonymous credentials7 . However, their scenarios focus more on the functional aspects of this technology and no evaluations of their usability or the user understanding of data minimization properties could be found.

4.3

Mobile authentication: biometrics and graphical passwords

The continuing increase of the sensitive information that is stored on mobile smart devices demands greater levels of security without compromising
the usability and mobility conveniences that mobile devices provide. Current
common authentication methods on these devices are based on the same methods used on regular personal computers, which usually involve the use of
7 Microsoft

U-Prove

CTP

Release 2 (
, accessed 2012-07-04).
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strong passwords, PIN-codes, security tokens or external hardware devices.
The inconvenience of having to remember multiple numeric PIN codes [4,
130] or typing strong passwords on small on-screen keyboards leads users to
choose weaker and repetitive passwords and PINs over multiple mobile service providers [82].
Previous studies have revealed users concerns with these existing authentication methods when used on mobile devices and their interest in having more
secure methods [16, 54]. At the same time, users still prefer convenience over
perceived increases of security when authenticating, and studies have shown
that too much security might damage the impression users have of an interface [126].
Authentication mechanism using graphical passwords have been suggested to overcome the existing issues, based on the idea that people remember
images better than numbers [80] and claiming that they are more user-friendly
than typing strong alphanumeric passwords. A good overview of different
graphical password schemes is presented in [104].
At the same time, many other approaches attempt to use behavioural biometrics as a more unobtrusive method for continuous authentication into mobile devices by using the users’ typing rhythms [34, 35, 70, 82, 132], corporal
movements [23, 45, 52, 84] or routinary behaviours [113].
The work presented in Paper IV is one of the ﬁrst to consider the enhancement of the security of a recall-based graphical password with the use of
touch-screen behavioural biometrics. Speciﬁcally, this work considered the
times it takes for a user’s ﬁnger to move across a touch-screen as unique biometric features when drawing an Android unlock pattern [9].
Similar work in this area presented after Paper IV was published has been
done by [44], which also considered enhancing Android unlock patterns with
additional biometric features and used a Dynamic Time Warping classiﬁer
(DTW) [56] to measure the performance of their system. Also, the research
presented in [108] proposes the use of multi-touch swiping gestures as biometric keys for authenticating into mobile tablets. Furthermore, the Swedish
company BehavioSec AB8 offers a commercial solution for mobile devices based also on the biometric features of Android unlock patterns. More recently,
a study has considered extracting 30 behavioural biometric features from the
continuously recorded touch gestures of users, claiming very promising results for continuous authentication [53].

5

Research methods used

The different research challenges that were tackled during the projects mentioned earlier demanded a choice of various methods to approach them. This
section introduces the methods used to tackle the research challenges that are
described in the included papers and the motivation for the choice of these
methods.
8 BehavioSec

AB (http://www.behaviosec.com/ ).
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User-Centred Design

User-Centred Design (UCD) is the approach of considering and involving
users through the entire development process. Originally, the concept of
User-Centred System Design (UCSD) [86] was suggested as a method to promote the understanding of potential users in the different phases of a product’s
design process [20]. Now UCD is often used interchangeably with other similar approaches, such as Participatory Design (PD) [112], to refer to products
being designed with the help of users, by getting them involved in the creation of ideas [19, 27], gathering requirements, brainstorming as well as in the
production of design alternatives, usability testing, and other phases of the
development process. This process is often iterative, where feedback can be
obtained from evaluations with users and improvements and redesigns are performed at every iteration. By following an iterative process the reliability of
design evaluations can be improved.
The paragraphs below describe the methods used for considering users at
the moment of conceiving and prototyping PETs, which led to design ideas
being tested with users, employing the methods described in Section 5.2.
Prototyping and wireframing. In general terms, prototyping within the
HCI ﬁeld is the activity of designing, brainstorming, testing, communicating and modifying the design of digital artefacts. Prototyping involves using
different techniques, tools and materials, ranging from paper, pens and cardboards to wireframes and more advanced programming languages [48].
Prototypes can be classiﬁed by their form (sketches, paper prototypes,
mock-ups, etc.), and their levels of complexity and detail (lo-ﬁdelity vs. hiﬁdelity, and vertical vs. horizontal prototypes). One of the fundamental purposes for creating prototypes during the design process is to facilitate the dialogue between designers, developers, managers and users, as well as to cooperatively explore different ideas and design possibilities that are conceived while
trying to approach a design problem.
During my research work, several lo- and hi-ﬁdelity prototypes have been
created and tested with real users under varying conditions. Prototypes have
allowed us to adapt an iterative process of design by identifying usability ﬂaws,
taking important design decisions and improving them in later iterative cycles.
These prototypes have also served as valuable tools for effective communication with research colleagues. Probably the most valuable property of the
prototypes we have created during this period is the possibility to communicate with users and get their opinion on the proposed designs.
The prototype described in Paper I is a hi-ﬁdelity interactive prototype
implemented as a Firefox plugin, and Paper II describes later iterations of the
same interface along with alternative designs that were prototyped using a
Wizard-of-Oz approach (as described in Section 5.2). Prototypes created with
Adobe Flash were used to test the design concepts presented in Paper III.
The work presented in [10] made use of interactive wireframing tools,
Axure RP v6 and Balsamiq, to conceive interfaces for identity management
and segregation of personal information. Similarly, the work in Paper V used
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a combination of lo-ﬁdelity paper sketches, paper prototypes and wireframes
to deﬁne a set of mobile e-commerce scenarios, which were later converted
into hi-ﬁdelity prototypes by implementing them in an Android mobile application with the purpose of testing them in realistic context of use.
Scenarios. Scenarios are narrative descriptions of the envisioned usage of a
possible system with the purpose of guiding the development of such system
with its users in mind. Scenarios propose a narration of a concrete activity
that a user can engage in when performing a task [63].
While sketches can capture the look-and-feel of a design, scenarios are intended to capture the essence of the interaction of the design of an interactive
product [106]. Like interactive prototypes, scenarios are also efﬁcient tools
for communicating to developers and stakeholders about possibilities of usage
under various contexts.
During some of my research work, the scenarios method was chosen to
help test participants envision the role of privacy technologies in their future
everyday Internet activities. By using realistic scenarios, it became possible to
take advantage of ordinary users’ familiarity of digital transactions and explain
the role of upcoming technologies in terms that they would understand.
Different e-commerce scenarios were created for the work presented in
Papers I, II and III, as a way to communicating with users the purposes of the
PETs that were being design and tested. Moreover, scenarios for secure mobile
electronic transactions formed the grounding bases of the research presented
in Paper V.

5.2 Usability testing methods
Usability testing can be seen as “the processes that employs people as test participants who are representative of the target audience to evaluate the degree
to which a product meets speciﬁc usability criteria” [107]. Different methods
to carry out usability evaluations exist, some of which have been employed
to test the user interfaces of the different PETs that are described in the papers selected for this thesis. To ensure the reliability of the results, many of
the performed usability tests considered the combination of different methods
during a test session, for instance by combining cognitive walkthroughs with
eye-tracking measurements and PET-USES questionnaires. Moreover, an iterative process of design was followed where similar concepts were tested with
users at every iteration. A description of these usability testing methods and
the reason for their choice are presented in the following paragraphs.
Wizard of Oz. The Wizard-of-Oz method makes users believe that they
are interacting with a developed computer system, when in fact it is a test
moderator who is manually controlling all the actions and interactions of a
prototyped interface according to the users’ responses.
This deceiving method was earlier used heavily in exploration of natural
language processing technologies [43,71], and its beneﬁts were later applied to
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the design of graphical computer interfaces. The method allows the gathering
of requirements and testing of design ideas before any programming of a real
system takes place [91]. Furthermore, it allows for the modiﬁcation of design
ideas to ﬁt the spontaneous reactions of users, and it can promote constructive
dialogue between test users, designers and developers [79].
A system has been developed at Karlstad University that implements the
Wizard-of-Oz methodology. This system and the University facilities that
host it are commonly referred to as Ozlab [88]. The Ozlab system lets designers create so called ‘interaction shells’, which consist basically of static
images representing an user interface that can be enhanced with basic embedded interactions (such as moving, hiding and freezing screen objects).
In my work, the Wizard-of-Oz method was applied through Ozlab prototypes that were employed to test the proposed interfaces for privacy policies
visualizations presented in [8] and in Paper II. This method was thought suitable in these cases partly due to its availability at the University, but mainly
because it provided the possibility to rapidly modify and evaluate user interfaces by creating simple interaction shells that were put together out of ‘recycled’ images, screenshots and interface elements taken from earlier prototypes
and usability evaluations. Also, by using this method we expected to discover
the way that our proposed interfaces could react to the users’ actions, instead
of forcing users to react to our initially proposed designs. In this way, the designs became more dynamic in a UCD sense in that they were moldable to the
users’ understanding and spontaneous interactions with the interface.
Cognitive walkthroughs. The method of cognitive walkthroughs was developed as a way of ﬁnding usability deﬁciencies at the early stages of software
development [128]. This method allows designers to test early mockups and
prototypes while involving users in the development process.
Cognitive walkthroughs consist of a set of descriptive goals that a user of a
system is asked to accomplish. Users then perform a series of tasks by interacting with an prototype or interface in order to accomplish the assigned goals.
At the same time, a researcher can observe and discuss the approaches users
take towards achieving those goals [93]. A set of successful completion criteria can be speciﬁed to compare the expected and the actual user actions, thus
adding precision to the measurements by setting boundaries to the task and
establishing a test score [107]. The internal validity of cognitive walkthrough
evaluations can be strengthen by randomizing the order of the tasks that are
given to participants, also known as counterbalancing [107].
The usability tests of the PETs presented in Papers I, II and III and in the
research work described in [8, 10, 58–60] made use of cognitive walkthroughs
to evaluate the usability and users’ understanding of these PETs. During the
usability evaluations that I carried out, a typical cognitive walkthrough approach usually consisted of asking participants to complete a set of ordered
tasks using a PET’s user interface. At the same time, they were encouraged
to think out loud [66] as they were trying to achieve the given tasks, and the
computer screen and users’ voices were recorded for future analysis. The suc-
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cessful completion criteria was measured and the qualitative data obtained was
then coded into the degree of completion and understanding of each task.
This method was chosen due to its simplicity and straight-forwardness,
and also because it allows the inclusion of other methods to complement it,
such as think-aloud protocols and shadowing techniques. The combination
of methods allowed us to draw conclusions from, for example, the successful
completion criteria, the verbal opinions from participants, the observations
made by test moderators and the gathered eye-tracking data.
Eye-tracking. “Eye tracking is a technique whereby an individual’s eye movements are measured so that the researcher knows both where a person is
looking at any given time and the sequence in which their eyes are shifting
from one location to another” [94]. Eye-tracking has been used as a technique
within HCI to test graphical user interfaces based on the idea that understanding where people are looking at can give an insight into the ways people
process and search for information on a screen. However, it has also been noted that what users are looking at is not necessarily what they are thinking
about, and also that longer ﬁxations on one object does not necessarily mean
that users like that object, but that the object is probably harder to process
cognitively. The data obtained from an eye-tracker is objective, captured in
real time and can provide high levels of detail [28].
Common outputs from an eye-tracker include heatmaps, gaze trails and
gaze plots, as well as raw data on the gaze ﬁxation of participants which can be
ﬁltered by Areas Of Interest (AOI). Eye-tracking is most suitable for research
questions that have to do with the attention of participants [28].
In the work presented in Papers I, II and III, as well as in [10], eye-tracking
technology was used to study the way users perceive certain elements of graphical interfaces of the PETs that were being tested. For instance, we examined whether test participants noticed a particular area or image on the interface or whether they cared to read certain texts. Also, when combined with
cognitive walkthroughs, eye-tracking data gave an insight about the regions
on the screen and interface elements that participants tend to look at in order
to complete a given task, which served as an indication for the effectiveness of
the proposed interface.
Experience Sampling Method (ESM). Experience Sampling Method (ESM)
is a method that allows researchers to capture the experience in situ of certain
cohorts of users as they go on with their daily activities by asking them to
report their experience while engaging in a certain task brieﬂy after they have
performed the task [62,102]. Traditionally, applying this method requires participants to keep written dairy descriptions of their momentary experiences
and surrounding environments at the moments when they are signalled to do
so. Modern variants of this approach take advantage of mobile technology
to record their experiences quicker and more efﬁciently, and also to prompt
participants to submit information. Different approaches can be used to indicate to participants when to record these momentary experiences, namely
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interval-contingency, event-contingency and signal-contingency approaches are
suggested [62]. The latter relies on the use of prompted cues received by a
participant in a mobile device, such as an SMS, push notiﬁcation, pagers, etc.
One of the purposes of ESM is to minimize retrospective bias by asking
participants to produce accurate accounts of their actions, surrounding contexts, emotional states and opinions as they unveil in their natural environment, thus providing high levels of ecological validity [36]. In addition, this
method allows participation from people that are remotely located and that
do not have to be constantly monitored by researchers [36].
In my research presented in Paper V, I have used the ESM as a way of capturing the momentary experience of users as they engage in electronic transactions using mobile devices containing a secure trusted element (Trusted
Execution Environment), and employing their biometric features in order to
access this secure element.
My previous experience working with the ESM as a method for unveiling
some of the factors that inﬂuence the driving experience [6] proved to bring
positive results and be personally enjoyable. Thus, I decided to deploy and apply this method in the context of researching secure mobile transactions, since
it suited particularly well for investigations of the situational user experiences
of a secure technology that is not available in commercial mobile devices at
the moment. Taking advantage of the capabilities’ of mobile devices today
provided a powerful method for gathering data and opinions from users as
they performed a ﬁctitious secure transactions while on the move.
PET-USES. PET-USES (Privacy-Enhancing Technologies – Users’ Self-Estimation Scale) [125] is a Likert-scale questionnaire that can be employed to
evaluate the usability of PETs’ user interfaces along with six other aspects
related to the users’ perceptions of privacy.
This method was developed by Wästlund et al. [125] as part of the PrimeLife project (Section 3.1) in an attempt to ﬁll the lack of usability methods
that concentrate on novel privacy technologies. PET-USES is based on the
idea that privacy and security are seldom the primary task of users. It differs from other questionnaires in that the questions formulated in PET-USES
pay attention to the secondary tasks of users, instead of the actual goal when
accomplishing a task.
The questions in this scale are based on the ISO usability standard (ISO
9241) [64] in combination with the HCI aspects of privacy presented by
Patrick et al. in [87]. Besides its usability aspect, the scale is divided into
six other modules related to privacy and security technologies, namely data
management, credential management, privacy preferences, data recipient evaluation, data items released and release history [125]. The reliability and validity
of the PET-USES scale is considered by correlating different questions that
are based in the same underlying constructs (the reliability in this case is also
dependent on the representativeness and amount of test participants involved). Designers testing a PET can pick the modules and questions within the
modules that are relevant for the PET at hand.
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In order to test the user interfaces for the PETs, I have employed the PETUSES scale in the work presented in Papers I, II and III, and also in the results
reported in other research articles and project deliverables [8, 10, 58].

5.3

Methods evaluating biometric identiﬁcation

Many different biometric measurements have been investigated by researchers
and industries around the world, and many have also been put into practice.
Some of the most popular forms of physiological biometric authentication include ﬁngerprint, voice, iris and retina recognition, and some behavioural biometrics are signature, voice, gait and typing dynamics on a keyboard. None of
these types of biometrics are a hundred percent accurate and not all of them
can be applied to all the contexts when users need to be identiﬁed [39].
Performance of biometric systems. To compare the accuracy of different
biometric systems two common performance metrics are calculated:
• False Acceptance Rate (FAR): The probability that the system will wrongly let an intruder in.
• False Rejection Rate (FRR): The probability that the system will wrongly deny access to a legitimate user.
These two metrics can give a direct relationship to the level of security and
usability of a system. In other words, if the system is made to be very secure by
lowering the probability that the system will wrongly let intruders in (FAR),
then its usability will be hindered since the probability that legitimate users
will be wrongly rejected (FRR) will increase. On the other hand, if the system
is to be made very user-friendly by maximizing the likelihood that the right
user has access to the system (also called the True Acceptance Rate or TAR),
then the chances that intruders can get in also increases.
The optimal balancing of the values of FAR and FRR is usually denoted as
the Equal Error Rate (ERR), and the lower its value the better the biometric
system is considered to be.
Different statistical and machine learning classiﬁers can be used to derive
the values of FAR, FRR and EER. Considering which classiﬁer to use is sometimes dependent on the type of application and of data collected by the
biometric system. For the purpose of the research presented in Paper IV,
the classiﬁers used to test the performance of the biometric system included
the Manhattan, the Nearest Neighbour (Mahalanobis), Euclidean, Supportive
Vector Machine (SVM), Recursive Partitioning (RPart) and Random Forest
classiﬁers. These were chosen because of their availability and the possibility
to rapidly integrate them into our study. The ﬁrst three were made publicly
available by [75, 76], whereas the last three were adapted from previous similar work carried out by my colleague Ge Zhang [133] (who in turn based his
adaptation of the Random Forest algorithm on [25]). In particular, the Random Forest classiﬁer was chosen because it proved to yield good results for
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similar applications consisting of the biometrics of numeric pad inputs [133].
In Paper V the Manhattan distance as explained in [12] was used, which provided a simple way to implement a robust enough biometric system for our
purposes. The computational details of these classiﬁers are out of the scope of
this thesis.
To provide reliability measurements for biometric performance methods
the classiﬁers are trained with multiple instances of repeated data inputs from
users, from which the values of FAR, FRR and EER can be calculated. The
validity of biometric performance is dependent on the instruments used to get
the data inputs; for instance, the resolution of a camera in case of face recognition biometrics, or the sensitivity of a gyroscope in case of a gait biometric
system. In the case of the results presented in Papers IV and V the measurements relied on the timing outputs of the mobile device and the speed of its
processor.

6

Contributions to three mechanisms for usable
privacy and security in digital transactions

My involvement in the different research projects mentioned in Section 3 has
led me to the study of the usability aspects of three main mechanisms for
improving the privacy and security of certain stages of a digital transaction.
The ﬁnal outcome, choice of methodology and approach taken towards the
study of these three mechanisms, were greatly inspired by the previous related
work done by my colleagues at Karlstad University and other researchers at
different institutions, as outlined in Section 4.
In this section I further explain my contributions to these three explored
mechanisms by summarizing the content of the papers included in this thesis
and exemplifying how these mechanisms would come into play during a digital transaction. These summaries are not meant to substitute the contents
of the papers, but rather to give an overview of my contributions and my involvement from a more personal point of view. The reader is encouraged to
continue reading each of the included papers to get more detailed information
on each of the three mechanisms.

6.1

Informed consent through better understanding of privacy policies

As it has been implied throughout this thesis, an important aspect of protecting the privacy of users during digital transactions is to empower them with
mechanisms that can help them provide informed consent at the moment
those transactions takes place. For users to know what they are consenting
to when contacting service providers on the Internet they have to be able to
effectively understand the privacy policies stated by those service providers. It
could be argued that, as a way to promote democracy or societal user choice,
users should be able to take conscious informed decisions on whether or not
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they agree to the way an online service handles their personal information, as
well as to rationalize the way they would prefer service providers to manage
this information depending on the context of a transaction.
However, research has demonstrated the poor levels of readability of textual privacy policies in websites [96, 114] and in mobile devices [115], as well
as the “poor comprehension of the information conveyed in the privacy policies even though they were written at the [users’] level of education” [120].
Other studies have also shown the concerns of users regarding the remote
storage of their sensitive data [65]. This implies that better representations
of privacy policies are needed and emphasizes the importance of giving users
control over their own data by, for example, letting them to easily state the
purposes for which they allow their data to be used, the duration they want
their data to be stored, and other such conditions. Note, however, that the
research presented in this section is not based on theories of people’s perceptions of their privacy needs, since there are no detailed models for making hypothesis on, for instance, the users’ preference of data retention (one may say
that such notions would be dependent on the context of the data disclosure,
but the research efforts made by me and other researchers of usable privacy
still need to ﬁnd concrete evidence for how people can handle their privacy
preferences and express their concerns).
The research within the PrimeLife project (Section 3.1) and the Google
Research Award (Section 3.3) carried out an iterative process of design to
conceive a tool that could display privacy policies in a more visual way instead for the textual form in which these policies are often displayed by service
providers, and that could help users manage their privacy preferences “on the
ﬂy”, also showing them if these preferences are met by the policies stated by
service providers. Moreover, this tool would allow them to choose the credentials that are requested for each particular transaction. This tool came to be
known as the “Send Data?” dialog, which was prototyped as a Firefox (version
4) plug-in and evaluated at every iteration.
Design iterations of the “Send Data?” dialog
I became involved in the design of the “Send Data?” dialog starting in its ﬁfth
iterative design cycle up to its seventh, and ﬁnal cycle.
Compared to its previous iterations, some of the improvements on the
ﬁfth iteration cycle, presented in Paper I and shown in Figure 6, included the
introduction of a two-dimensional table inspired by the positive results reported by Kelley et al. [73] on the use of what the researchers called a nutrition
label for privacy for P3P policies. The original table from [73] was inspiration
for the solution proposed in PrimeLife based on the PPL engine, but contained several differences. The PrimeLife version of such table represented the
user’s information being requested in its rows, and the purposes for which
that information was meant to be used in its columns. Within each cell the
table displayed either red or blue icons with plus and minus signs representing when data was being requested ( ) for speciﬁc purposes and when data
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was not being requested ( ). When data was being requested, an arrow-like
) inside each corresponding cell would indicate point to a number
icon (
representing the service provider that requested the data for a certain purpose.
A legend at the top of the table listed more details about all service providers
requesting data for the transaction at hand, and legends at the bottom of the
table explained the icons inside the table’s cells. An icon representing two
jigsaw puzzle pieces placed at the bottom of the dialog indicated users whether or not their privacy preferences matched the service provider’s privacy
policy. Users were given the opportunity to adjust those preferences “on the
ﬂy” by either selecting a predeﬁned level of privacy or by customizing their
preferences.

Figure 6: The ﬁfth iteration cycle of the “Send Data?” dialog.
The results from testing of the ﬁfth iteration cycle with twelve participants
showed that participants were confused by the colourful icons inside the table,
and they believed the table represented the degree to which their privacy preferences matched the privacy policy of the service provider, instead of being a
non-interactive summary of the privacy policy. They also confused the icons
with clickable buttons believing that selecting them would change to a more
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positive state. In short, participants believed that service providers would
adhere to the way they would like their data to be processed, thus creating the
wrong mental model of the purpose of the dialog. More details in the design
and results from the evaluations of this cycle can be found in Paper I.

Figure 7: The sixth iteration cycle of the “Send Data?” dialog.
The sixth and seventh iteration cycles, presented in [8] (Figure 7) and Paper II (Figure 8) correspondingly, still used the nutrition label approach to display the purposes for which requested pieces of personal information would
be used. However, the table’s cells were modiﬁed to improve the way information was conveyed to users. For one, the blue and red icons were removed
since tests showed that having a colourful table became a distraction. Instead,
during the sixth iteration, coloured circled numbers were placed inside the
table representing the service providers and indicating that a piece of information would go to a certain service provider for the purpose speciﬁed in the
column of the table. An additional modiﬁcation in the seventh iteration was
to place the service providers’ logotypes in each cell. Usability tests showed
a slight improvement, seven out of ten participants clearly understood which
service providers were requesting information in the sixth iteration, and eight
out of ten in the seventh iteration).
The legends were also improved by increasing their size and making them
less cluttered. These iterations also used the same idea of the jigsaw puzzle
icon to represent mismatches, but the icon was modiﬁed to have better resolution, and the names for the predeﬁned levels of privacy that users could select
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were also modiﬁed according to the suggestions provided by usability experts
members of the PrimeLife project [59].
One of the important changes in the seventh iteration (Figure 8), was the
grouping of the attributes being requested, as well as the addition of suitable
icons to visually represent those attributes. Also, an alternative design of the
seventh iteration cycle reintroduced the idea of colours into the cells, showing
subtle light colours to visualize where mismatches took place. The table’s
cell where mismatches occurred were also made interactive, so that detailed
information about a mismatch was shown when users clicked the table.

Figure 8: The seventh iteration cycle of the “Send Data?” dialog.
Usability tests of the last iterations revealed that the use of prominent relevant icons to represent the attributes being requested helped eight out of
ten test participants understand this part of the dialog clearly. Also, including the logotypes of the service providers inside the cells removed the users’
cognitive burden of having to search with their eyes for a legend explaining
which service provider was requesting which data. However, the icons used
to represent that data was being sent ( ) or forwarded ( ) were not optimal,
since six out of ten users disagreed or strongly disagree with the statement “I
clearly understood the meaning of these images.” The introduction of subtle
colours into the cells improved the users’ understanding that something was
not right (i.e., not matching), since in the seventh iteration six out of ten participants clearly understood the mismatch between their privacy preferences
and the privacy policy (compared with only two out of ten participants in the
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sixth design iteration).
Complete descriptions of the usability evaluations processes and their results can be read in [8] and Paper II.
Envisioned use of the “Send Data?” dialog during a digital transaction
An online digital transaction typically starts by the user soliciting a product
or service and taking contact with a particular online service provider (i.e.
information phase [15]). For the purposes of testing the “Send Data?” dialog, we created scenarios in which test participants would pretend to buy a
book from a ﬁctitious version of www.eBay.com or an airplane ticket from
an also fake Royal Dutch Airlines’ website www.klm.com. Once users have
contacted a speciﬁc service provider for a desired product or service, users are
then often asked to perform an action to conﬁrm their selection and continue with a next step that requires them to submit personal information (e.g.,
their name, email, address for delivery, payment information, etc.). It is at
this point where the “Send Data?” dialog comes into play, by popping up at
the moment the service provider requests information (agreement phase [15]).
At this moment users should be able to, with the help of the privacy policy
representation displayed by ‘Send Data?’ dialog,
• understand the information that the service provider is requesting,
• become aware if the privacy policy of the service provider is in accordance with their privacy preferences,
• adjust their privacy preferences “on the ﬂy” according to the context of
the transaction, and
• decide if they agree to the service provider’s terms and conditions for
data handling and continue with the transaction, or cancel the transaction if they do not agree.
By suggesting such interface, it was in my hope that eventually web browsers would provide similar solutions embedded in the browser as a standard,
where all users of such browser would get notiﬁed of mismatches to their
privacy preferences through user-friendly visual representations and were allowed to adjust their privacy preferences at ease. This could promote users’
awareness of data dissemination and data handling on the services’ side, as
well as a culture of choice. Moreover, we expected that explaining the problems being solved by the interface proposed hereby would also inspire solutions for the future, for when users need to provide informed consent in
smaller screens through mobile devices, and raise the question of how to get
the users’ consent to the dissemination of their personal information in future
paradigms of ubiquitous computing, where interfaces become pervasive and
invisible.
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Summary of contributions
The contributions provided by the explorations of the “Send Data?” dialog
can be summarized in the following points:
C1.I Instead for presenting users with the common long and complicated

textual privacy policies, the presented work shows that it is possible
to provide users with graphical visualizations of a privacy policy which
adheres to the features of PPL and addresses European legislations. Using
graphical elements to represent privacy policies can make it easier for
users to better understand how their data will be treated by the services
being contacted.
C1.II It is possible to design interfaces for letting users choose the certifying

authorities of the personal attributes to be distributed, and for letting
users know the extent to which the privacy policy of a service provider
adheres to the users’ speciﬁed privacy preferences. This can help users
make informed decisions about the dissemination of their personal data
and make them feel more in control of their online interactions.
C1.III The results suggest that users value the idea of being able to manage

their privacy “on the ﬂy”, that is, at the moment a transaction is actually taking place. This approach can encourage users to manage their
privacy preferences in a context that is relevant to their task at hand.

6.2

Helping users understand the concept of anonymous
credentials

In the earlier sections I have mentioned the difﬁculties that users encounter in
understanding novel privacy and security technologies, such as the data minimization properties of anonymous credentials (Section 2.2). Part of the PrimeLife project (Section 3.1) was to explore suitable ways in which the features
anonymous credentials could be understood by users. The work of Erik Wästlund and Simone Fischer-Hübner [124] suggested two different metaphors for
elliciting appropriate mental models of anonymous credentials in e-commerce
scenarios, namely a card-based metaphor and an attribute-based metaphor.
The card-based and attribute-based approaches
The card-based metaphor (Figure 9(a)) was used as a representation of the physical plastic cards that people are already familiar with and which they use in
their routinary activities as a way for identifying themselves (such as a driving
license) or paying for products (such as a credit card). In this case, credentials were represented visually as images of physical cards, and the attributes
of the credentials were embedded on the images. To represent the property of
data minimization, different mockup iterations were attempted; for example,
during one iteration the attributes that were not being sent during the transaction were crossed out with black lines, whereas in another iteration an animations was done where the attributes to be sent were “cut out” from the original
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card and pasted in another card representing only the information which was
about to be sent to the online service.
The attribute-based metaphor (Figure 9(b)) emphasized the actual attributes that were going to be sent to the service provider. In this case, users
could choose, with the use of a drop-down menu, the identity provider that
certiﬁed the attributes that were about to be revealed to the online service.
For example, if the user’s date of birth was requested by the service provider,
she could choose to send the credential verifying this attribute as certiﬁed by
the Swedish Ministry of Transport.

(a) One iteration of the card-based metaphor

(b) One iteration of the attribute-based metaphor

Figure 9: Examples of the two different metaphors investigated as part of the
PrimeLife project.
Usability evaluations of these two approaches revealed that users tended to
believe that either too little or too much information was about to be revealed.
In the card-based approach, a vast majority of participants thought that more
information was sent than what was actually intended. This reasoning was
presumably due to the belief that using a card would function as it does in the
physical world, meaning that when a physical plastic card is handed out to a
cashier to prove our identity, all attributes of the card are revealed, including
even the photograph, signature, etc. On the other hand, when evaluating
the attribute-based approach the data minimization property of anonymous
credentials was better understood in general. However, some participants did
not realize that the issuer of the certiﬁcate was part of the information been
disclosed to the online service, and some participants wrongly believed that
their information would travel via the veriﬁer who would be able to track
their transaction. Thus, these two approaches were not optimal, and better
representations of data minimization properties were needed.
The adapted card-based approach
As an attempt to improve these two previous approaches, I collaborated with
Erik Wästlund during the ﬁnal stages of the PrimeLife project (Section 3.1)
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and the initial part of the U-PrIM project (Section 3.2) to carry out a follow
up investigation that had the purpose of conceiving a hybrid version of these
two previously described approaches.
The grounding idea was to take advantage of the knowledge users have
of physical plastic cards and combine them with the positive results obtained
from the attribute-based approach. Emphasis was also placed on conveying
to users that their information would adapt to the situation or transaction at
hand, and to show the steps the information took in as a simple manner as
possible. We called this approach the adapted card metaphor (Figure 10).
This approach was tested using an interface designed to show the attributes
being requested by the online service and the cards that were available in the
user’s system that could be employed to prove each of those attributes. When
the user would move the mouse over one of the cards, a preview of the card’s
attributes that were being requested was shown to the user. If the user selected
one of the cards by clicking on it, the card’s attributes being requested were
then smoothly transitioned into a newly created card, which was positioned to
the right and had a prominent header that read “Adapted card for this transition
only”, which we call the adapted card. When the user had ﬁnished selecting all
the cards needed to prove the requested information, the adapted card would
then be only displaying the information that would be disclosed to the service
provider, including the information about the identity providers. Once the
user was satisﬁed with her choice of credentials, she could press the ‘Send’
button and the information would be released to the service provider.

Figure 10: The adapted card-based approach.
Usability evaluations of this approach showed that in general the proportion of participants that understood to some extent the data minimization
properties of anonymous credentials (86%, n = 29) was greater than those
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that understood this property using a attribute-based metaphor (67%, n = 48)
and the card-based metaphor (14%, n = 36). Also, the adapted card metaphor
reduced by much the users’ belief that their information would travel via the
issuer authority of the used credential, which had been a problem with the
attribute-based metaphor.
All in all, it could be said that the results from the evaluations of the three
approaches indicate that the adapted card-based metaphor performed better at
elliciting appropriate mental models of anonymous credentials in users. Therefore it has been suggested as a mechanism to protect users’ privacy during a
digital transaction. However, improvements are still needed in order to properly convey to users the beneﬁts of anonymous credentials and to be able to
easily adapt them to their everyday online transaction activities.
Usage of an adapted card-based approach during a digital transaction
An adapted card-based approach to anonymous credentials could be put in
place during the step that requires users to ﬁll in and submit their personal
information. Taken together with the idea of the “Send Data?” dialog, users
could select their credentials with the help of “Send Data?”, and then at a next
step users would be shown an adapted card representing the information to
be sent for that particular transaction, helping users understand that only the
information inside the adapted card is the one going to be disclosed.
Further examples of the role anonymous credentials could play during a
digital transaction are provided by the proof-of-concepts done by Microsoft
using their implementation of anonymous credentials, U-Prove9 . In one of
their scenarios users are supposed to create an electronic ad for buying or selling a car online using anonymous credentials. For instance, if a user decides
to sell her car she is given the choice to ‘create a veriﬁed listing’, if the user selects this choice she can retrieve the information needed to create the ad from
a list of predeﬁned ‘trusted organizations’. After login in to the selected trusted organization the user is shown a preview of the information that is about
to be sent to the online car selling site. At this point, an adapted card could
be shown as a way of informing users of the information that is actually being
sent, including information about the trusted organization which veriﬁes the
rest of the attributes. After understanding what is about to be sent with the
help of an adapted card, the user can make an informed decision about sending
the information or cancelling the transaction.
Summary of contributions
Technical implementations and proof-of-concepts of anonymous credentials
have existed for some time. Our contribution considers the usability aspects
of this technology, and can be summarized in the following points:
C2.I The exploration of different approaches to data minimization indicate

that users often do not have the right mental models to effectively pro9 See

Section 4.2.
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tect their privacy during digital transactions. Users have difﬁculties understanding what happens to their personal data after they submit it to
different Internet services.
C2.II Our work suggests that using different metaphors for anonymous cre-

dentials can ellicit different mental models in users. In other words,
users’ perceptions on how an anonymous credential system works are
dependent on the approaches used to introduce such a system to these
users.
C2.III An adapted card-based approach can help users understand the data mi-

nimization properties of anonymous credentials. This approach works
better than the card-based and attribute-based approaches.

6.3

Improving the security of online mobile transactions
with touch-screen biometrics

Nowadays many digital transactions can be done with the use of mobile smart
devices. Convenience and security are essential requirements for people to
start using their mobile devices to perform digital transactions, and the contexts in which these transactions are performed play a crucial role in deciding
the priority for these requirements. For some transactions, security is an extremely important factor not only to protect users from various threats, but
also as leverage to the institutions providing the services. Whereas for other
transactions convenience and ease-of-use are determinant factors for providing
users with a seamless mobile experience.
As part of the U-PrIM project (Section 3.2), Karlstad University worked
together with the project’s industry partners, Nordea Bank and Gemalto, to
explore alternative mechanisms for providing users with convenience and at
the same time making mobile transactions secure and privacy-friendly. One
of the aims of Nordea as a banking institution was to provide their customers
with alternative solutions for performing secure mobile online banking to the
ones they have in place at the moment. Two of their present solutions consists
on a 2-channel conﬁrmation via SMS for verifying the transfer of money, and
the use of an external security token device providing challenge-response mechanisms for authentication and signing of the transaction. However, the SMS
solution becomes insecure when the SMS is being sent to the same device as
the one that is performing the transaction (not to mention burdensome when
the user is forced to swap between the banking and the messaging applications), and the external security token becomes inconvenient if users are forced to employ yet another device while being ‘on the move’.
Thus, to achieve a digital transaction on a mobile device with certain degrees of convenience, people need to have their information readily available
so that it can be submitted to a remote service at the moment it is requested.
An architecture and deployment for a secure area on mobile devices, so called
the Trusted Execution Environment (TEE), is currently being developed by
Gemalto and other organizations providing digital security solutions.
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As a solution for securely unlocking and using the information stored within a TEE, I suggested a biometric mechanism in which the users’ ﬁnger swiping movements could be examined as they draw an Android unlock pattern
on a mobile touch-screen. This is based on the same principle of keystroke dynamics, in which users can be identiﬁed by the rhythm at which they type on
a keyboard (work related to keystroke biometrics was mentioned in Section
4.3).
Complementing Android unlock patterns with the biometrics of users’
swiping movements improves security by relying on something that is inherited in the users’ behaviour, and thus not easily copied or imitated by an
external observer. Depending on the risk level required by the transaction,
the decision threshold for the biometric system can be made more rigid (i.e.,
increased security or lower FARs) or more ﬂexible (i.e., more usability or lower FRRs).
Unlock pattern biometrics can not only be used for authenticating users
during a digital transaction, but also for signing a transaction by providing
high assurance that the person performing the transaction is actually who she
claims to be. The signing of a transaction can be seen as an equivalent of
signing paper receipts when making credit card payments.
We hypothesized that the performance of an unlock pattern biometric system would be dependent on the contexts in which users try to draw a pattern.
Therefore, we set up to explore different use-case scenarios of digital transactions and evaluate their usability and acceptance under realistic contexts of
use, as will be described in a later subsection.
Exploring the performance of unlock pattern biometrics on mobile touchscreens
To explore the performance of the envisioned biometric mechanism I developed a mobile application using the Android mobile platform [57] with the
intention of collecting data on the way people swipe their ﬁnger. In particular, the application recorded two biometric features, the time the users’ ﬁnger
remained inside the circumference of one dot, which I called the ﬁnger-in-dot
time, and the speed in which the users’ ﬁnger travelled from one dot to the
next dot, called the ﬁnger-in-between-dots time.
The application asked participants to draw each of the three randomly selected six-dots patterns (shown in Figure 11) ﬁfty times, obtaining a sample
of 150 drawn patterns for each participant. As a user drew each of the patterns the values for the ﬁnger-in-dot and ﬁnger-in-between-dots biometric features were sent to a remote server for later analysis.
Once the data from 32 participants was collected, my co-supervisor Erik
Wästlund and I analyzed it using six different machine learning classiﬁers with
the help of scripts written in the R statistical language provided by Carnegie
Mellon University and by our colleague at Karlstad University, Ge Zhang.
The resulting EERs from these six classiﬁers can be observed in Table 1. As the
table shows, the so called Random Forest classiﬁer yielded the best results for
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(a) First lock pattern

(b) Second lock pattern

(c) Third lock pattern

Figure 11: The three lock patterns that participants were asked to draw.
an EER of 10.39% when analyzing the data obtained from the three combined
patterns.

Table 1: Obtained mean Equal Error Rates and standard deviations for the
six different machine learning classiﬁers.
Mean EER
Standard deviation

Eucledian
0.2734767
0.098

Manhattan
0.2559011
0.094

Mahalanobis
0.2302509
0.097

RPart
0.2968256
0.096

SVM
0.1406362
0.057

RandomForest
0.1039453
0.03

Our results indicate that users can be identiﬁed by the way they draw an
unlock pattern on a touch-screen with certain degree of accuracy, and can
thus be suggested as a possible mechanism to provide users with a convenient
authentication method while retaining security and high assurance of users’
identities.
From our initial investigations the following main conclusions can be drawn:
• A two-factor security mechanism can be achieved by enhancing unlock
patterns with biometric features, the two factors being something the
user knows (the secret unlock pattern) and how the user acts (the biometrics). A three-factor approach could also be reached assuming that
a TEE resides in the mobile device. The user experience of a possible
three-factor security solution is investigated in Paper V.
• An unlock pattern biometric system can provide greater security than
the commonly used 4-digit PIN codes (and even greater than up to 5digit PIN codes), since the probability of an attacker, who does not
know the pattern, to be admitted into the system is greatly reduced.
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• A small number of enrollment trials are needed in order for an unlock
pattern biometric system to identify intruders. Our results show that
as little as ﬁve enrollment trials can provide an EER of 14.81%.
• The results from the experiments suggest that users could be identiﬁed
regardless of the pattern they draw. The difference between the EERs
obtained when calculating each of the three patterns individually and
the EER obtained for the combined patterns was not statistically signiﬁcant.
• Unlock patterns can be used not only as a mechanism to authenticate
users into a service, but also as a way to provide consent at the moment
of signing a digital transaction, thus providing high assurance of the
identity of the user.
• There is a risk of linkability and proﬁling attacks of third party applications and even common websites that collect information about the
unique movement of users’ on touch-screens.
More detailed information on the calculations, results and conclusions of
the performance of unlock pattern biometrics are described in the included
Paper IV.
Using unlock pattern biometrics on everyday mobile digital transactions
To investigate the role of unlock pattern biometrics and the interaction with
a TEE during a transaction, my colleagues and I have conceptualized some
scenarios for low-risk and high-risk transactions which consider unlock pattern biometrics as the mechanism to unlock the TEE and give users access to
their information stored locally on the mobile device. These scenarios have
been tested under realistic contexts of use by developing an Android application that implemented a tailored version of the Experience Sampling Method
(ESM), explained in Section 5.2.
Figure 12 shows sample screenshots of one of the implemented scenarios
representing the steps that users go through when performing a transaction
with the Android mobile application. The users would contact a service provider to look for a service or product (Figure 3(a)), at the moment the user is
required to submit personal information or payment the mobile device would
request the user to authenticate using unlock pattern biometrics in order to
access the user’s credentials stored on the TEE (Figure 3(b)). If authentication
is successful, the user would need to acknowledge the information or amount
being sent (Figure 3(c)) and, in case of high-risk transactions, the user would
be asked to sign the transaction by drawing an unlock pattern enhanced with
biometrics one more time (Figure 3(d)), thus providing high assurance that it
is the legitimate user who is conﬁrming the transaction.
Paper V describes the approach taken at developing these transaction scenarios, prototyping the Android application and carrying through a pilot
study to ﬁnd out the experience of participants as they performed a series
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(a) User contacts a (b) User authenti- (c) User provides (d) User signs the (e) User is shown
service provider
cates to the TEE
consent to what she transaction
the progress and
is about to approve
then a receipt of the
via a TUI
transaction

Figure 12: An example of a high risk transaction using unlock pattern
biometric for authentication and signing of the transaction.
of ﬁctitious transactions. The goal is to develop this application further and
perform more in-depth studies over longer periods of time and with larger
amount of participants. In the near future, it is hoped that the method that
was followed and the material created (i.e., the scenarios, biometric solution,
Android applications, among other things) can inspire and be utilized by our
industry partners to further explore the usability and security needs of their
customers.
Summary of contributions
Studies on keystroke biometrics on mobile phones (which consider either
physical keyboards or on-screen keyboards) had been carried out previous
to my suggestion of taking biometrics on graphical passwords into consideration. The focus here was to provide convenience for users when authenticating to their mobile phones while at the same time preserving security. In
general, the contributions of the present study to this area can be summarized
in the following points:
C3.I Results show that users can be identiﬁed with a certain degree of accu-

racy by the way they draw an unlock pattern on a mobile touch-screen.
Moreover, our investigations suggest that no matter which pattern users
draw, they can still be identiﬁed with approximately the same level of
accuracy. Thus, such a mechanism can be suggested as the basis for a
behavioural biometric system, not only for unlock patterns but also for
other graphical passwords that require users to swipe their ﬁnger across
the screen.
C3.II Touch-screen biometrics can increase the security of a mobile digital

transaction by providing an extra factor of security, this being what the
user is (or how the user acts). This kind of biometrics is also privacyfriendly since the biometric data of the user can be stored locally on

Three mechanisms for usable privacy and security in digital transactions

41

the mobile device and the analyses of the biometric data can also be
performed locally.
C3.III Our investigations have demonstrated that it is possible to convey the

notion of a secure user interface for a TEE on mobile devices. Additionally, our results suggest that the interface look-and-feel can make
users aware of their actions as they carry out a mobile transaction on a
touch-screen.
C3.IV The contributions mentioned above also imply that the user experience

of digital transaction can be made more convenient than the solutions
currently offered which depend on complicated long passwords or external hardware devices. External pieces of hardware might not be needed when the security of a digital transaction is enhanced with touchscreen biometrics and a secure element on the device (TEE) that can
provide an additional factor of security and can take care of challengeresponse schemes.
C3.V Findings indicate that people’s perceptions of the performance of the

biometrics system is disconnected from the overall experience of the
digital transaction, meaning that the usability of the biometric system
does not signiﬁcantly affect the user experience of the rest of the transaction.
C3.VI The use of the Experience Sampling Method in our investigations shows

that this method can be employed to collect accurate accounts of people’s
experiences as they engage on secure digital transactions. This suggests
that even though in our case the transactions were ﬁctional, in the future this method could be employed to obtain opinions and behavioural
data from users in real transactions.

7

Discussion on the design of privacy and security tools

Having presented the three mechanisms for usable privacy and security explored in this thesis, I will now introduce a brief discussion on my personal
experience on the design of privacy and security tools in the current state of
affairs.
When designing interfaces for protecting the users privacy during a digital
transaction, it is important to remember that, when engaging in a transaction, the goal of users is not to authenticate successfully into the system that
handles the transaction nor is it to worry about the way in which their personal data is going to be handled. Often, the users’ goal is simply to obtain
an actual product or service. Thus, engaging in the different stages of a digital
transaction (like providing informed consent or authentication credentials) is
just the means to reach that goal. Some of the steps that get in the way of
achieving the users’ goal can be perceived as an unnecessary interruption and

42

Introductory summary

ultimately become annoying for users as long as they do not internalize the
purpose or the potential beneﬁt of such interruption. Angela Sasse gives a
good overview of this point by explaining the concepts of production tasks
and supporting tasks [110].
The research work collected in the present thesis tried to emphasize these
points, by advocating towards convenience for users while at the same time
looking for ways to promote privacy awareness and practices for protecting
their information. However, as a designer of PETs, I have experienced that
keeping in mind the convenience aspect was at times challenging. Sometimes
while working on a design (for instance, the interface of the “Send Data?” dialog), the research team, including myself, tended to concentrate on creating
graphical interfaces that can be perceived usable and understandable, forgetting that users might not even want the presence of an interrupting interface
in the ﬁrst place, regardless of how aesthetically appealing or user-friendly it
seems to be. In other words, we were forgetting the contexts in which users
would be acting and their underlying motivations.
Even though guidelines for design and usability evaluations of privacy and
security tools were proposed some years ago [69, 87], I have come to realize
that it is still a challenge for the developers and designers of PETs to come up
with simple solutions that are perceived by users as unobtrusive and seamless
towards reaching their primary goal, and which at the same time manage to
create awareness of data disclosures or possible privacy risks, and that encourage privacy-friendly behaviours.
In some of the projects that I have worked on, one of the problems, as I
see it, is that they failed at times to involve users and usability experts in an
appropriate and timely fashion, often overlooking the important activity of
uncovering users’ real privacy needs and their contexts of action. Thus, prototypes for tools were suggested and developed without really knowing if they
were wanted or needed by ordinary users. In other words, we designed with
the assumption that users would prefer privacy over convenience, personalization or behavioural advertisement.
In general, it seems to me that some of the proposed privacy and security
solutions out there are imposed onto users with the hope that these users will
adapt them during their routinary online activities. This often results in the
development of technologies with good intentions but which remain unused.
In my view, the proposed biometric solution presented in this thesis, and
the ongoing investigation surrounding its use, are good attempts on trying
to achieve a balance between convenience and security by investigating users’
needs, concerns and contexts. This solution not only fosters users’ convenience of swiping the ﬁnger on a touch-screen (over having to type a password
on small keyboards), but it also considers the trade-off between usability and
security depending on the context in which a transaction takes place. The approach taken in this case, involved industry and research experts on the ﬁelds
of usability and of ﬁnancial transactions since the beginning of the process.
Users’ needs and concerns regarding mobile banking use were considered before suggesting any design solution. A feasibility study was conducted on the

Three mechanisms for usable privacy and security in digital transactions

43

performance of such a biometric system and scenarios were created with different prototyping techniques. Users also became involved during the performance evaluation and at testing the early stages of the scenarios (using paper
prototypes) and also in a robust pilot study (using developed mobile prototypes) that considered the contexts of the use of the biometric system and the
situational user experience of mobile transactions.
We are currently carrying out a more in-depth version of this pilot study
that has the purpose of unveiling the user experience of secure mobile transactions using our suggested touch-screen biometric mechanism (based on Paper V). The results of this study will allow us to see if such a biometric solution is feasible to implement, if it is convenient to use, the contexts in which it
might be relevant and, perhaps most importantly, if it is needed, wanted and
accepted by users. The results might also indicate that such a solution is not
needed or relevant, allowing us to consider to abandon it or approach it differently before developing it further or suggesting it as an appropriate usable
solution. In my future research I would like to adapt similar processes as the
one just exempliﬁed here in order to conceive, design and suggest privacy and
security technologies.
In brief, I am of the opinion that privacy and security technologies should
not only have to consider that privacy and security are seldom the primary
users’ tasks, but also they have to cater for and understand the actual privacy
needs and concerns of ordinary users whose actions are situated. To achieve
this, formalized UCD approaches and usability testing methods that take this
idea into consideration and that are able to unveil these needs and concerns
successfully for these kinds of technologies are still needed.

8

Conclusions and future work

The research leading up to this thesis has set out to explore the usability aspects of three mechanisms that can be put in place to enhance the privacy and
security of the agreement and fulﬁlment phases of digital transactions.
The ﬁrst mechanism aims at promoting the way users provide informed
consent through friendly visualizations of service providers’ privacy policies
and easy management of privacy preferences “on the ﬂy” (Papers I and II).
The second mechanisms protects the users’ information attributes by helping
them understand the data minimization property of the novel technology of
anonymous credentials (Paper III). The third mechanism helps users of mobile touch-screen devices to protect their private information in their device
and prove their identity by employing their unique movement of their ﬁnger
as they swipe an unlock pattern on a touch-screen, or what has been called
‘touch-screen biometrics’ (Papers IV and V).
These mechanisms came to be thanks to three research projects that have
had the common goal of conceiving and evaluating privacy- and securityenhancing tools that could eventually be employed in practice, namely PrimeLife, U-PrIM and a Google Research Award. Different user-centric methods
were used to conceive these tools and various usability testing methods have
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been employed to evaluate them accordingly. Through my participation in
those research projects and the processes of prototyping and evaluating these
tools I have gained some insights about the way interfaces for PETs are researched and on how usability aspects are considered during their development.
I present some of these personal insights and other related discussions in this
thesis.
All in all, the ﬁndings from our investigations into these mechanisms indicate that introducing these suggested mechanisms within the ﬂow of a digital
transaction can result in digital transactions that can be perceived as more
convenient, that are more secure and that can help users become aware of the
dissemination, processing and handling of their personal data, while also allowing them to manage their privacy at the moment of engaging in a digital
transaction.
However, many open issues remain to be addressed by future research.
For instance, the design of user-friendly interfaces for helping users understand and manage their anonymous credentials stored in their mobile devices.
Also, achieving informed consent and graspable privacy policies on mobile
devices is still a challenge and a topic that started to receive a lot of attention at the moment this thesis was written [50, 72, 77, 95]. Moreover, further
explorations into the performance of touch-screen biometrics depending on
the context of use is an interesting and promising area of research, as well as
the application of these biometrics to alternative types of graphical passwords
other than Android unlock patterns. Another interesting and pertinent area
of research is the question of privacy and transparency in cloud-based services,
where different stakeholders need tools to understand the distribution, usage
and storage of sensitive data located through different cloud storage points.
Personally, as part of my future work I am interested in exploring the physical representations of privacy embedded in the users’ surrounding world,
and going outside the typical computer screen to create ubiquitous privacy
and security awareness as well as to discover the users’ privacy and security
concerns on their everyday interactions with digital products. Easily deployable open-sourced microcontrollers, such as the Arduino board10 , can be employed to prototype these ideas. The issues of data collection and informed
consent in the era of ubiquitous computing have been recognized earlier [55,
119], where a multitude of sensors driven by microcontrollers will be capable
of continuously monitoring different pieces of information from users in order to provide them with contextual services and information. How to make
privacy- and transparency-enhancing ubiquitous technologies that give users
control of their personal data in relevant contexts of use as well as to help
them manage their data stored in the cloud, is one of the research challenges
that I am interested in and would like to tackle in my future research.

10 Arduino

(http://www.arduino.cc/).
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