
http://www.diva-portal.org

This is the published version of a paper published in Journal of Information Warfare.

Citation for the original published paper (version of record):

Fritsch, L., Fischer-Hübner, S. (2019)
Implications of Privacy & Security Research for the Upcoming Battlefield of Things
Journal of Information Warfare, 17(4)

Access to the published version may require subscription.

N.B. When citing this work, cite the original published paper.

Permanent link to this version:
http://urn.kb.se/resolve?urn=urn:nbn:se:kau:diva-71893



Journal of Information Warfare (2019) 17.4: 72-87 72
ISSN  1445-3312 Print/ISSN  1445-3347 Online 

Implications of Privacy & Security Research for the
Upcoming Battlefield of Things

L Fritsch, S Fischer-Hübner

1Department of Mathematics and Computer Science
Karlstad University
Karlstad, Sweden

E-Mail: Lothar.Fritsch@KAU.se; Simone.Fischer-Huebner@KAU.se

Abstract: This article presents the results of a trend-scouting study on the applicability of con-
temporary information privacy and information security research in future defence scenarios in 
a 25-year-horizon. The authors sketch the expected digital warfare and defence environment as a 
‘Battlefield of Things’ in which connected objects, connected soldiers, and automated and auton-
omous sensing and acting systems are core elements. Based on this scenario, the authors discuss 
current research in information security and information privacy and their relevance and appli-
cability for the future scenario.
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Introduction
This study is the result of a trend-scouting project which was carried out by Karlstad University’s 
research group, PriSec, and which was commissioned by the Swedish Defence Research Institute 
(Totalförsvarets forskningsinstitut, FOI). Its goal was the projection of contemporary research in 
information privacy and information security into a 25-year-future defence context. The article 
relates published contemporary research to the forecast of the ‘Battlefield of Things’.

Methodology
As a first step, the researchers developed a future defence scenario with a 25-year horizon in an 
attempt to predict the developments of the years 2017 through 2042. With respect to the recent 
decades’ development, this was the most challenging task. The researchers invited IT researchers 
to brainstorm about the IT environment and degree of digitisation of society and, in particular, its 
defence functions for two decades into the future. The results were these four main assumptions:

1. There will be a strong and integrated digitisation of defence and societal security activities;
2. Military equipment will be digitised and interconnected with networks and physical infra-

structure;
3. ‘Smart military devices’ will be configurable to particular situations and contexts, which

will turn the software they run into their ‘ammunition’;
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4. The weaponization of civilian ‘smart technology’ may be part of military tactics.

Thus, the researchers coined the term ‘Battlefield of Things’ (BoT) as a descriptive name for this 
scenario.

The next step was a first-person review of contemporary research activities in a research group to 
determine their relevance in the scenario. The results were then interpreted into the future scenario. 
In a final step, the researchers invited the active researchers for brainstorming and feedback meet-
ings to adapt and to verify research application to the scenario. The results were documented in 
KAU Technical report LOF2017-4 (Fritsch et al. 2017) and were presented to the Swedish defence 
research institute, FOI.

The remainder of this article is structured as follows. In the next section, the future digital defence 
environment is sketched out. Then, the relevance of current research in information security and 
privacy for the scenario is reviewed. The review is divided into thematic sections that each relate to 
a research area. Following the review, a summary and a list of background references are provided.

The Future Cyber-Physical Defence Environment
In a ten- to twenty-five-year perspective, military reconnaissance and tactical operations will rely 
largely on automated systems that coordinate and inform each other through data communication, 
which is controlled by human-staffed command centres. This part of the article describes the re-
searchers’ assumptions and expectations regarding the use of information technology in the ‘Bat-
tlefield of Things’. Strategic and tactic activities are carried out with networked and autonomous 
digital agents, cyber-physical systems, and ‘connected’ human soldiers. Many devices will be 
spread into the field before or during conflicts, and will be awaiting activation and mission-specific 
configuration: smart cyber-physical sensors or weapons.

One important aspect of the future BoT will be the weaponization of civilian or dual-use infra-
structure. Such on-demand cyberwar infrastructure will be based on own forces’ IoT and will, in 
addition, include opponent systems as well as third-party infrastructure. To complicate matters 
further, parts of such infrastructure will be operated on global infrastructures; such operations will 
be beyond the control of national security organisations and other third parties. In Table 1, below, 
the future BoT infrastructure is classified into own/opponent/third-party infrastructure made for 
military, civilian, or dual-use purposes. The latter category includes national and overnational crit-
ical infrastructures that are regulated or supervised by governments.

IoT weaponization level Own Opponent Third party
Military Full Low Medium
Civilian Medium/Full Medium Medium
Dual-use 
(controlled infrastructure) Full Low Medium

Table 1: Weaponization level for infrastructures classified according to ownership and degree of militarisation
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The assessment of the weaponization level expresses the expected level of control and level of 
reliability over the respective infrastructure as a component of the BoT. In this analysis, the re-
searchers focused on own infrastructure that is under supervision of security regulation or security 
organisations within the own perimeter of influence.
In the ‘Battlefield of Things’, devices will have many properties that will be controlled by the 
defence organisations:

• Sensing, communication, coordination, and action capabilities;
• Deployment of weapons;
• Ability to ‘update’ or download apps to change functionality;
• Devices that will ‘hibernate’ in the field, at risk of discovery, access, manipulation, and

re-engineering;
• Devices that will be re-configured for specific missions in very short time margins.

Moreover,

• Human beings will need protection as part of the cyber-physical battle infrastructure; and
• Autonomous digital decisions taken will need to be verified and audited.

In this context, digital components from the civilian or industrial infrastructure—such as power 
grid controllers, remote-controlled flood gates, smart cards, smart planes, delivery drones, smart 
cars, and other devices—can become ‘weaponised’ through software upgrades. The researchers 
presume, therefore, that such devices may in certain defence situations traverse the border between 
civilian and military tasks where the weapon capability is strongly determined by the uploaded 
tactical software.

 Figure 1: ‘Battlefield of Things’ scenario
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In Figure 1, above, a simplified model of the scenario is shown. A control and command infra-
structure will ensure communication with all kinds of devices and with connected soldiers. Devic-
es will be installed in the field long before they get used—and they will get dropped on demand. 
The researchers foresee sensing devices; acting devices such as weapons with or without autono-
my, alone or in swarms; routing devices that ensure connectivity; and connected soldiers.

Algorithms become weapons and ammunition
Since the ‘things’ will be installed long before they get used, they will provide an attack surface 
for enemy intelligence, sabotage, and adversarial take-over. The researchers, therefore, presume 
that algorithms, data, and calibration of these devices will be military secrets. To prevent re-engi-
neering, they will not be loaded into the devices until they are needed Devices, sensing behaviour, 
communication patterns, and actions will be configured on demand shortly before tactical situa-
tions. Calibration or installation of autonomous or swarm capabilities will be loaded on demand, 
based, for example, on intelligence or will be controlled by connected soldiers. In essence, ‘apps’ 
will significantly define and change the nature of an installed device, whether it is a weapon sys-
tem, a sensor, or a controller for a power network or a smart car.

Scenario implications
The ‘Battlefield of Things’ has severe implications. There will be a need to secretly and reliably 
communicate in all kinds of situations—or to have sufficient autonomy of the things. There will 
be a need to update, configure, and activate groups of devices quickly; and they must be free of 
errors. Devices will deploy autonomous actions based on IT-borne decisions in a local cluster of 
devices and connected soldiers. Since many of those actions will be based on previously or re-
cently installed ‘apps’ and since opponent interference with devices’ software is likely to occur, 
as discussed in the case of autonomous weapons capabilities by Scharre (2016), monitoring and 
audit/investigation of the status of devices or how they made their decisions is crucial. In addition, 
it is presumed that what is seen today in cyberattacks against an open Internet infrastructure will 
be the future art of war against military, electronic devices, and connected soldiers. Sabotage, 
functional change, takeover, and manufactured sensing results will be the result of successful 
attacks. The weaponization of dual-use and civilian infrastructure may, in addition, cause severe 
collateral damage from cyber-military activities. Current concepts of acceptable collateral damage 
have not yet been extended into cyberwar scenarios and will, therefore, cause major uncertainty 
for decision-makers, as discussed in recent debate (Romanosky & Goldman 2016). Parts of the 
technology forecast in this article include technologies that have the potential to reduce cyber col-
lateral damage.

Applications of Privacy and Security Technologies
In this section, the researchers present and discuss current research activities, results, and trends 
from information privacy and information security by the PriSec research group. Their relevance 
in long-term digital defence is discussed, including literature and background materials. In the 
five consecutive sections, details are added to the ‘Battlefield of Things’ scenario, and the ways 
in which contemporary research will influence future defence are discussed. The projection is 
restricted to the research areas covered by the research group by demand of the survey sponsor.
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Secure, unobservable communication with all parts of the digital defence infrastructure
This section elaborates the relevance and use of technologies for anonymous, unlinkable, and 
unobservable communication in the context of connected objects and services in future defence 
and its role in camouflaging the location, the role, and the activity patterns of objects and services.

Confidential communication is an essential asset in a defence scenario that strongly relies on con-
nected objects. Direct digital communication using network protocols may reveal mission-critical 
information, such as location of objects, degree of activity, deployment, among others. The use 
of anonymous communication protocols will be an essential asset in a future defence scenario. 
Individual connected objects, connected soldiers, or autonomous systems can be addressed, con-
trolled, and deployed without revealing their network location or their relationship to each other 
and to the command-and-control infrastructure. Tor (2018) can, in addition, be used to hide and 
protect critical digital infrastructure using onion services. By concealing physical and networking 
location, attackers will need to spend considerable intelligence resources to locate and to attack 
such digital services.

Tor is a low-latency anonymity network with millions of daily users that can be used to browse the 
Internet anonymously, to host end-to-end secure and potentially anonymous services (‘onion ser-
vices’), and to circumvent censorship (Dingledine, Mathewson & Syverson 2004; Tor 2018). The 
design of Tor favours low-latency—to support use-cases such as browsing—at the cost of being 
vulnerable to powerful Internet-wide adversaries. This design decision has led to wide adoption; 
but at the same time, it has also led to a plethora of attack vectors.

Figure 2: Unobservable communication

In the ‘Battlefield of Things’ scenario, robust anonymous communication and camouflage of de-
fence-critical services will be a major asset. This is shown in Figure 2, above. Such communi-
cation will protect the location, activity levels, tactics, and the interconnection of defence units 
from digital observation. The societal infrastructure will benefit greatly from the availability of a 
Tor-like network. In case of cyberattacks, parts of the critical infrastructure could be moved ‘out of 
sight’ to onion services. Attacks on digital payment, healthcare, or cyber-physical control systems, 
such as the power grid, would be much more difficult to carry out since the target computers and 
connected objects that implement those services would be hidden away in an anonymous network.
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In recent research, the PriSec group has researched improved traffic analysis resistance for censor-
ship circumvention, as well as novel traffic analysis attacks on Tor. These censorship circumven-
tion efforts have been focused around the Great Firewall of China (Winter & Lindskog 2012) and 
the construction of a polymorphic network protocol to make traffic classification of Tor error-prone 
(Winter, Pulls & Fuss. 2013). Design decisions in this protocol greatly influenced the design of 
Obfs4 (Yawning-Angel 2015), the default censorship circumvention technique shipped in Tor at 
the time of writing. The authors have also designed traffic analysis attacks on Tor, showing how a 
local attacker (such as an ISP) can correlate traffic patterns from a target victim with DNS traffic 
exiting the Tor network to determine with high precision which websites the victim is visiting over 
Tor. Furthermore, this line of research has uncovered design and implementation flaws in Tor and 
excessive reliance on Google’s DNS infrastructure by Tor-network operators and changed how Tor 
handles DNS (Greschbach et al. 2017).

Secure and robust consensus-finding for logging of activities
Decision-making in an autonomous system should not only be robust against enemy influence, but 
it should also be verifiable in case of anomalies or unexpected behaviour. Therefore, there is a large 
need for technologies and methods that will enable audit, inspection, and reproduction of decisions 
and actions taken by autonomous defence systems.

 Figure 3: Secure logging and consensus

The areas of application for this technology are all fields of data authentication, such as software 
updates, a database of authentic sensor data, and tamper-evident operational logs. Logging will be 
installed on each device, as shown in Figure 3, above. Customised authenticated data structures 
have a range of advantages over the particular combination of technologies commonly referred to 
as blockchain. These advantages include simplicity, throughput, efficient non-membership proofs, 
and reliance on more conservative trust assumptions. Certificate Transparency will change the cer-
tificate authority ecosystem, and the network-layer gossiping can provide herd immunity for en-
tire network segments by detecting targeted attacks without relying on protocols’ gossiping about 
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potentially sensitive data, such as Signed Certificate Timestamps (SCT) and Signed Tree Heads 
(STH) outside the protected network. Thus, Certificate Transparency is suitable for protected net-
works that still retain some limited access to the public Internet.

Data authenticity is an increasingly vital societal concern, and being able to collectively maintain 
a database without the need for central trust is, therefore, highly relevant. Similarly, centralised 
systems without adequate protection are single points of failure. Trust in sensor measurements as 
well as coordinated implementation of operations are critical for defence and civil security. En-
suring and documenting system consensus, algorithmic accountability, and verification of correct 
function of components will be important features of connected objects and their control systems. 
Secure logging technology may help investigate anomalies while preserving operation confiden-
tiality.

Authenticated data structures—ensuring that a data structure, such as a database, has not been 
tampered with—have a long history (Merkle 1990). Notably, research from the cryptology com-
munity is at the centre of the hyped ‘blockchain’ technology (Narayanan & Clark 2017). Further, 
with less fanfare, authenticated data structures are about to change the Web’s certificate authority 
ecosystem with the deployment and mandatory use of Certificate Transparency (Laurie, Langley 
& Kasper 2013) in popular Web-browsers starting April 2018 with Google Chrome (message from 
Ryan Sleevi on Google Chromium forum, 21 April 2017).

The PriSec research group has researched novel authenticated data structure designs and secure 
logging applications and has ongoing work focused on Certificate Transparency and gossiping. 
These data structure designs have been focused on tailoring the data structures for specific ap-
plications that require efficient non-membership proofs, including outsourceable logging (Pulls 
& Peeters 2015) and the certificate authority ecosystem (Dahlberg, Pulls & Peeters 2016). The 
secure logging-related designs include distributed settings (Pulls, Peeters & Wouters 2013) and 
strong security and privacy properties supporting Transparency-Enhancing Tools (Peeters & Pulls 
2016) (particularly section 0). Finally, ongoing research relates to the Certificate Transparency 
ecosystem on efficient monitoring solutions (Dahlberg & Pulls 2017) using modern programmable 
network planes for scalable and practical gossip (related to the well-known consensus problem in 
distributed systems) below the application layer, including a P4 implementation.

Reliable and error-free configuration and management of large, complex com-
munication infrastructures
The authors foresee major issues for configuration, access control, communication configuration, 
and key management for the digital defence of the coming decades. Human error and hard-to-man-
age levels of complexity will cause major configuration errors (Wool 2010; Wool 2004; Iwaya et 
al. 2016). This section discusses research on the reduction of cognitive load through software tools 
and predicts their future relevance in digital defence.

The authors envision the dynamic administration of device configurations. This will govern the 
communication as well as the behaviour of connected objects and cyber-physical systems on the 
‘Smart battlefield’ or in ‘smart intelligence gathering’ as well as in national and tactical cyber de-
fence. In particular, in response situations, when decisions about deployment and re-configuration 
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of connected equipment are being implemented, both stress and the shortage of time or resources 
for verification will make the reprogramming and commissioning of digital defences or weapons 
a task vulnerable to errors (Fritsch & Fuglerud 2010). Usable interfaces, coupled with metrics and 
verification support, will reduce error rates and will ultimately lead to more operations that are 
reliable, for example, in reactions to cyberattacks.

 Figure 4: Reliable and error-free configuration

In 20 years, defence and society will strongly depend on connectivity to digital services. Proper 
configurations of the base infrastructure, of connected objects and cyber-physical systems, will 
be a cornerstone of society. In a hybrid physical and digital attack scenario, both the defence in-
frastructure as well as the societal infrastructure will need to be compartmentalised, reconnected, 
firewalled, disconnected, and managed in response to threats. Both defence personnel as well as 
commercial, private, and governmental actors will need to implement decisions about re-configur-
ing the infrastructure with the least possible error rates.

Configuration and management of a large, complex communication infrastructure that contains 
the systems and configuration paths will be a major challenge. For changing tactical situations, all 
nodes of such a system will get re-configured continuously, based on cyber risk, battlefield events, 
or actual deployment of systems. However, setting up correct rules (for example, for firewalls and 
routers) is already a very complex task that produces many configuration errors today. This leads 
to non-functioning or compromised infrastructure, as shown in Figure 4, above. The authors fore-
see major issues for the device configuration, access control, communication, configuration, and 
key management for the digital defence of the coming decades. Human error and hard-to-manage 
levels of complexity will cause major errors.

In the PriSec research group, one research goal is to identify firewall usability gaps and to mitigate 
them (Voronkov 2017). The principal aim of the research is the reduction of cognitive effort when 
designing firewall rule blocks (Voronkov et al. 2015).  The authors noted that complex firewalling 
rule sets contain many errors. Editing rulesets is often a manual task. It is very easy to commit 
errors under such conditions. This research aims at improving the usability of the user interface 
for firewall configurations. The authors investigated challenges of configuration editing, defined 
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usability metrics for firewall configuration management, and developed alternative user interfaces 
for firewall rule management that will be evaluated with the developed measurements.

The research can be applied to firewalls and other configuration rules, such as routing tables, rules 
for organising collaboration of smart things, the administration of access control rules, and others. 
Each application needs specific metrics developed, while the user interface for the administration 
of the respective rules will require certain research about cognitive understanding of the applica-
tion area.

Exercise privacy rights and protection of individuals’ data from adverse access 
or attack
Cyberattacks will not only target military areas, but will also continue to target civilian infrastruc-
ture. Personal information can be misused to blackmail or to demotivate personnel or to create 
unrest in the population. Network monitoring may, in addition, affect privacy (Fritsch 2018).

Figure 5: Usable transparency technology support for privacy awareness

 The authors foresee an increase in the importance of protecting, securing, separating, and trans-
forming personal data of soldiers, including health data, with privacy technology for the protection 
of defence staff and their civil environment. Management of personal data with respect to secrecy 
will be performed at various stages of engagement and careers, as shown in Figure 5, above. 
The research area of cognitively aligned user interfaces for personal data management supports 
the management of staff personal data when defence staff are aligned with technical systems; get 
registered for, monitored on, and decommissioned from personalised cyber-physical systems. The 
authors discuss the relevance of transparency technologies in digital defence as a cornerstone of 
democratic, law-abiding defence organisations—as part of privacy and confidentiality manage-
ment.

Usable transparency and intervenability tools are important technologies for helping to enforce 
legal privacy requirements pursuant to the European Parliament and Council of the European 
Union Regulation (EU) 2016/679 (GDPR) for enhancing data subject controls and accountability 
of the data controller. They can be implemented or used as self-defence privacy tools by the data 
subjects and/or offered by the data controllers, pursuant to Art. 25 of the General Data Protection 
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Regulation (GDPR), whereby data controllers are legally obliged to implement technical measures 
following the principle of Data Protection by Design.

Transparency of personal data processing is an important privacy principle. Pursuant to Art. 5 (1) 
GDPR, “personal data shall be processed lawfully, fairly and in a transparent manner in relation to 
the data subject”. Transparency is a means for meeting with information asymmetry between data 
subjects and data controllers and enables data subjects to ‘intervene’ by exercising their rights to 
data correction and deletion as well as the right to withdraw consent or to object. It can, therefore, 
play an important role for establishing user trust in applications.

The concept of transparency comprises both `ex ante transparency’ and `ex post transparency’. 
Ex ante transparency signals the intended data collection, processing, and disclosure, and thus 
enables the anticipation of consequences before data are disclosed—for example, with the help 
of privacy policy statements. Ex post transparency provides insight about what data were collect-
ed, processed, or disclosed by whom and to whom, and should be particularly informative about 
consequences if data have already been revealed. Transparency Enhancing Tools (TETs) can help 
individuals to exercise their right for transparency, and subsequently for intervenability, by techno-
logical means. The authors have conducted research on usable ex ante and ex post TETs within the 
scope of several EU projects, including the FP7 projects (PrimeLife and A4Cloud) and the H2020 
projects (Privacy&Us, PRISMACLOUD, and CREDENTIAL) (Angulo et al. 2015; Fischer-Hüb-
ner et al. 2016; Angulo et al. 2012; Karegar et al. 2017; Karegar et al. 2018). A recent literature 
survey on usable ex post TETs was published in Murmann & Fischer-Hübner (2017).

Privacy invasions at the work place may have a negative impact on self-esteem, creativity, and 
performance, especially in a military context that uses privacy-infringing information and commu-
nication technologies, including sensor technologies for tracking users in a non-transparent man-
ner. As concluded by Sigholm & Andersson (2011), “(1) extensive use of emerging military ICTs 
[Information and Communication Technologies] gathering personal data, without proper PETs 
[Privacy Enhancing Technologies] employment, will lead to soldiers’ privacy being violated and 
(2) these violations will result in an observable performance drop” (p. 266).

Pursuant to Article 2 (2), the GDPR is actually not applicable to activities regarding national and 
common security. However, for non-security related data processing, such as the soldier’s medical 
records that are collected for medical checks and diagnoses, the soldiers have transparency and 
intervenability rights pursuant to the GDPR or to other complementary laws, such as the Swedish 
Data Patient Act.

Moreover, even though privacy and particularly transparency rights may need to be restricted in 
the defence sector due to overriding secrecy interests for activities regarding national security, to 
what extent the data subjects should still be informed and have control over their personal spheres 
needs to be considered. Research on Transparency Enhancing Technology (TETs) for soldiers 
should investigate the level of granularity with which personal user data can be made transparent 
to soldiers concerned at what time, so that the right trade-off will be achieved between secrecy 
requirements of military data and privacy interests and rights of the soldiers. This granularity of 
transparency information provided by ex post TETs could become more fine-grained over the 
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time with which the requirement of keeping certain tactical information secret is decreasing. For 
instance, right after data collection, the soldier might only be informed about what types of data 
have been collected about him or her and over what period, while as soon as the data is not secu-
rity-critical any longer, the soldier could be informed about more or all details of the personal data 
that were collected about him or her.

Monitoring and assessment of connected object behaviour in the field
Digital assets will run software of various complexity levels. The authors expect that such infra-
structure will run apps that get either installed or decrypted and activated when they are needed. 
The authors discuss how current research on smartphone app behaviour will contribute to a securi-
ty infrastructure for code integrity, for monitoring of actual running code for its behaviour, and for 
the creation of anomaly warnings along with analysis tools.

In future defence infrastructures, apps will likely be loaded onto networked sensors, acting com-
ponents, weapons, and autonomous defence systems ‘on demand’ to accommodate particular con-
texts or missions. Such apps will be provided from various industrial and government players. 
They will get distributed as needed or will be pre-installed on equipment. Equipment will be 
placed—in active or inactive mode—in the field for longer periods without supervision, possibly 
exposed to manipulation efforts. The authors’ research on app privileges will help with monitoring 
actual app behaviour on critical systems.

Figure 6: On-device monitoring of code behaviour

In both pre-mission settings and in post-mission analysis, the actual behaviour of the code installed 
on smart and autonomous equipment will need to be reviewed, as shown in Figure 6, above. The 
authors expect that autonomous systems’ decisions will need to get analysed after major events. 
Code execution monitoring, operating system interactions, and API calls (Wei et al. 2012) will 
be a key data source for such analysis of both code quality and actual code behaviour (Paintsil & 
Fritsch 2013) For cases in which inactive equipment is being outplaced, its actual code should get 
inspected before the devices are placed into operation. The same holds for devices that are updat-
ed, that receive on-demand apps for specific missions, or that get reprogrammed. Pre-installation 
review and post-installation monitoring of such apps will be necessary to ensure reliable operation 
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(Marforio et al. 2012). Using monitoring anchored on the devices will enable data collection. Swift 
statistical analysis and visualisation will reveal anomalies, code manipulation, and unexpected 
behaviour of software on devices in the field. 

Digital assets in the future will run software of various complexity levels. The authors expect the 
arrival of a few verified, robust operating systems for high-security applications of sensors and for 
the Battlefield of Things, together with respective communication devices. They also expect that 
actual task-solving software will be dynamically installed and/or updated on such infrastructure 
since a large sensor and robot weapon network that resides unguarded out in the field will certainly 
be victim to theft and reverse engineering by enemy intelligence. It is, therefore, expected that 
such infrastructure will run apps that either get installed or decrypted and activated when they 
are needed. A security infrastructure for code integrity, monitoring of actual running code for its 
behaviour, and the creation of anomaly warnings along with analysis tools that use data from app 
behaviour will be an important maintenance asset, both in a strategic and in a tactical perspective 
(Kelley et al. 2012).

The authors are currently investigating how Android apps use their access permissions to sensi-
tive and personal data. Apps, upon installation, are configured with access permissions they can 
permanently use. For the time being, no summary over consumed sensitive data or over the ac-
tual use of those access permissions is available to Android device users. The KAUdroid project 
(Momen et al. 2017) aims at collecting permissions use data, at the establishment of risk thresh-
olds—specifically for personal privacy—and at the provisioning of a graphical user interface that 
effectively warns of risk thresholds’ being reached. The project has, so far, developed a monitoring 
mechanism installed on Android devices and a data collection service that is being used for large-
scale data collection. Analysis of preliminary data has shown apps that wake up when devices are 
inactive to exercise their microphone access permissions. It has also shown that users can easily 
get identified through data access (Fritsch & Momen 2017). The ultimate goal of the project is the 
user-centric provision of a mechanism that will notice risks from apps and that will enable device 
users to manage and mitigate the risks.

Summary
In summary, the authors expect defence operations to strongly rely on connected objects, partially 
or highly autonomous systems, and their underlying communications infrastructure. This article 
has sketched a future in which soldiers are connected to the information infrastructure. Dynamic 
configuration and just-in-time deployment of operational code and configurations in strategic as 
well as in tactical situations are foreseen. The authors have identified a number of relevant re-
search areas that will support the confidentiality, the robustness, the availability, the usability, and 
the reliability of such infrastructures. Their relevance in long-term digital defence was discussed, 
including literature and background materials. The relevant research results that are of interest in a 
networked, cyber-physical, and human defence infrastructure are as follows:

• Secure and anonymous communication with all parts of the digital defence infrastructure;
• Authenticated data structures without centralised trust;
• Reliable and error-free configuration and management of large, complex communication 

infrastructures;
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• Exercise of privacy rights, privacy self-management, and protection of individuals’ person-
al data from adverse access or attack;

• Monitoring and assessment of connected object behaviour in the field.

The authors expect worthwhile research results from the transformation of today’s research activ-
ities into the future defence scenario.
Conclusions
This research indicates that a broad range of security and privacy research topics are highly rele-
vant for a future cyber-physical defence environment. The proper security of smart technology in 
the field as well as the military access to civilian and dual-use infrastructure are essential on the 
Battlefield of Things. Reliable and confidential communication control over actual code and code 
behaviour as well as proper active and reactive re-configuration of network security features will 
reduce malfunction, human error, and cyber collateral damage. In addition to cyber security, spe-
cial attention needs also to be paid to privacy in military environments for the following reasons. 
First, anonymous communication and location privacy for the soldiers are critical for keeping 
military operations secret from the opponents. Secondly, protecting privacy as a fundamental right 
of soldiers will foster trust, job satisfaction, and improved performance. Hence, current and future 
research results—not only from the cyber security but also from the privacy technology commu-
nity—should be followed closely.
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