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Abstract 
This study aims to investigate what can be done to make internet users more aware of what 
information they share with service providers, as well as to serve as a pilot test for two 
prototypes as a part of a EU funded project called CREDENTIAL. 

For these tests 12 participants were recruited. They were divided into two groups, where one 
group used a tablet for the tests and the other group used a computer. The test participants are 
introduced to the tests under the pretense that they are going to rate photographs for a given 
category, when in reality the purpose is to study the participants interaction with the dialogues 
requesting personal information they have to handle in order to receive the photos to rate. 

The study shows that test participant rate both prototypes similarly in terms of usability, but for 
actually remembering what information they shared the prototype using drag and drop 
functionality proved superior. As for the study as a pilot test, several issues with both 
prototypes have been identified and possible solutions to these issues are presented. 
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1. Introduction 
1.1 Background 
Many websites today want their users to register an account with their service, and with that 
often share personal information such as name or email address. During the registration 
process the user usually have to check a box to confirm that he/she has read their terms and 
policies regarding how they handle the information you provided to them, but even though 
many people say that they care about their privacy online, most people actually do very little to 
protect it (Barth & de Jong, 2017). In particular, people tend to not read these terms that they 
agree to. 

As people register to more and more web services it naturally becomes harder to remember 
different passwords and usernames. According to a 2013 study on third-party login “a typical 
internet user has 25 different identities, each of which have different credentials” (Bauer et al. 
2013). One solution to this is to use a third-party to handle the sign in process, such as Facebook 
or Google. This makes it easier for the user since there is only one password to remember 
instead of several. The problem though is that it is not always clear what data the third party 
share with new service providers the user registers to. 

This study will be performed as a pilot test for the CREDENTIAL-project. The CREDENTIAL-
project is an EU-funded project with the goal “to develop, test and showcase innovative cloud 
based services for storing, managing, and sharing digital identity information and other critical 
personal data.” (credential.eu, n.d) 

1.2 Purpose 
For this report I will conduct pilot testing for the CREDENTIAL-project aiming to look into what 
can be done to make users more aware of privacy notices and what information they share 
when they, for example, registers for a new website. Two prototypes have been created by the 
CREDENTIAL-project and the pilot test will thus constitute a prelaminar evaluation to see if 
something should be improved in these prototypes.  As it is a pilot test I will conduct, I will also 
look into how the test itself can be improved and try to report any issues with the current 
experimental design. 

1.3 Research questions 
Q1  What user interface elements for actively selecting personal information and corresponding 

data processing processes on permission dialogues are more effective in regard to attract 
users’ attention to what they consent to share (i.e. more effective in obtaining informed 
consent from users)? 

Q2  Are there any issues with the current design of the test and how can it be improved? 

1.4 Target group 
The main target group for this thesis is the people in the CREDENTIAL-project that I am 
performing the pilot tests for. The result can also be interesting for developers working on a 
new website or application that will require the end users to share data with the site or 
application. The end result of the CREDENTIAL-project as a whole, to find a way to make users 
more aware of the data they share online, is of course of value for all internet users.  

1.5 Scope and limitations 
This study was performed as the final project of my education at Karlstad University. It was 
performed together with another student who focused mainly on eyetracking, so while 
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eyetracking will be mentioned throughout the report the result from it will not be reported in 
this study. The study was performed as a pilot study for the CREDENTIAL-project, so the 
purpose is to identify and point out issues with the testdesign and the design of the prototypes. 

1.6 Ethical considerations 
Vetenskapsrådet (2002) defines four requirements for ethical research. These four 
requirements was followed during our research and goes as follows: 

1. The researcher shall inform the participants of their role in the project what terms apply 
for their participation.  

2. The researcher shall get the participants consent for participation. 
3. Information about the participants shall be given the highest level of confidentiality shall 

be stored in a way that unauthorized people cannot access them. 
4. Information about the participant may only be used for the research in question.  

Test participants in this study are anonymous and are referred to as “Test participant X”. Before 
the tests begun the participants was asked to read and sign a consent form (Appendix 1), where 
participants gave permission to record their eye movement and computer screen, as well as 
agree to how this data will be handled. No audio was collected and the participants faces was 
not recorded. The participants were free to exit the session at any point during the test, at which 
point all data collected so far will be deleted.  

While the test gives the impression of asking for personal data from the participants Google or 
Facebook account no data is actually being shared or saved. The participants were informed of 
the true purpose of the test at the end of each session. 
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2. Online behavior and how to measure it 
In this section I intend to describe possible explanations for users online behavior regarding 
privacy, as well as to provide a theoretical base for how this study was conducted.  

2.1 Logging in with a third party 
Using a third party log in, i.e. “Log in with Facebook” or Log in with Google+”, is becoming more 
and more popular. The reason for this is that instead of remembering different log in-
credentials for every website that a user signs up for, they instead only have to remember one 
set of username and password and use that across multiple websites and applications. The 
drawback on the other hand is that it might be hard to know what information gets shared 
when these log in methods are used. 

A study (Bauer et al. 2013) on the subject asked participants to sign in to an online study using 
one of three identity providers, either Facebook, Google or Google+. Participants were randomly 
assigned to one of the three identity providers, and when signing in they were presented with a 
dialogue window detailing the information that the survey requested from the participants 
identity provider. For each provider there were two possible dialogues that the participant 
could be presented with, one which requested only basic information and one that were more 
intrusive. These dialogues were provided by the identity providers, i.e. Facebook and Google, 
and were not modified by the authors of the study. 

After handling the dialogues, the participants completed a survey. The survey was divided into 
two parts, data sharing and demographics. The data sharing part asked participants what 
information they believed the identity providers had about them and what information they 
agreed to share before the survey. The demographics part asked typical demographics 
questions, for example age and gender, as well as questions meant to determine the participants 
attitude to privacy online. 

The study came to the conclusion that the notices that show up when using these log in methods 
have little effect on the actions of the user. Instead, the users form an idea of what is going to be 
shared depending on their privacy concern before the actual specifics is shown. From this, the 
study states that the privacy notices that users are shown are ineffective and that new methods 
are needed. One reason for this problem, according to the study, is that the identity providers 
are not very motivated to communicate the information in an effective way because this is not 
something that makes them money. 

The study also found that what users find to be very private does not match the way the identity 
providers handles their data. An example of this mentioned in the study is that Facebook always 
share the users friends list with the third party, even though this being something that the users 
stated that they were not comfortable with. 

2.2 Privacy paradox 
The privacy paradox is a term used to refer to the behavior of internet users who state that they 
are concerned about their privacy online but in reality do very little to protect it. A study by 
Barth and de Jong(2017) suggests several reasons for this phenomenon, including that user lack 
the necessary privacy protection knowledge and that sharing information today is more or less 
part of normal social life. 

Their study was a literature review of other studies examining the phenomenon known as the 
privacy paradox. To do this, they used the keyword “privacy paradox” in the online databases 
Google Scholar, Scopus, IEEE, Web of Science and ACM. Papers were then selected based on the 
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relevance of their titles or abstracts and a subsequent examination of the full papers. For 
relevant studies the reference list was also examined to find other relevant studies. This 
resulted in a total of 32 studies examined for this literature review. 

The study describes the privacy paradox as “while many users show theoretical interest in their 
privacy and maintain a positive attitude towards privacy-protection behavior, this rarely 
translates into actual protective behavior” (Barth & de Jong 2017, p.1039). 

They define two categories when it comes to decision making regarding information privacy, 
rational and irrational. Rational means that the user weighs the pros and cons against each 
other before making a decision. Irrational means the same but the users decision making is 
influenced by some other factor, for example the immediate gratifications of accepting a 
websites privacy policy. They also talk about a third category, where no risk assessment is made 
at all. 

The study concludes that more decision making is irrational than rational, and that this is highly 
dependent on the context that the decision making takes place in, for example “The environment 
in which mobile applications are obtained and used means the decision-making process takes 
place much faster and on-the-go” (Barth & de Jong 2017, p.1050). The study also states that it 
seems that people act on their intuition rather than evaluating potential risks to their privacy, or 
that their behavior is affected by other factors such as user-unfriendly design or privacy policies 
that employ an all-or-nothing approach, where several permissions have to be given, including 
permissions that user might not actually want to give. The study also concludes that accepting 
privacy policies have become part of normal social life, i.e. not all people might agree with 
Facebooks policies but accepts them anyway because everyone else does. 

Another study conducted by Li et al.(2017) regarding the privacy paradox came to the 
conclusion that users base their privacy behavior a lot on the first impression they get when 
they enter a website, i.e. the overall experience using a website influences the users privacy 
behavior. 

2.3 Privacy fatigue 
A study conducted by Choi et al.(2018) looked at how privacy fatigue impacts users online 
privacy behavior. Privacy fatigue means that internet users, for various reasons such as 
repeated data breaches that leaks user information, may feel like they have no control over their 
online privacy. This, in turn, causes them to care less about their privacy and they do less to 
protect it.  

The study was conducted as a online survey with 324 participants where participants was 
asked to grade their own privacy concern, if they feel any fatigue regarding online privacy and 
how willing they are to share personal information with online service providers. A majority of 
the participants were used internet several hours per day and had some form of higher 
education, i.e. a bachelor’s degree or higher. 

The study came to the conclusion that privacy fatigue heavily impacts internet users privacy 
behavior. Users with a high level of privacy concern are more likely to be cautious with what 
information they share, while users with a high level of privacy fatigue tend to put less effort 
into privacy decisions and are more likely to share personal information. 

The study also states that privacy fatigue might be one possible explanation for the privacy 
paradox, i.e. users who have privacy concerns might feel overwhelmed and still disclose their 
personal information. 
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2.4 Habituation 
Habituation refers to the fact that users “display decreased response to repeated stimulation” 
(Vance et al. 2018). In other words, if a user is shown the same dialogue window several times 
the user will pay less attention every time it is shown and be more inclined to accept the it 
without paying attention to what it says. 

In a study regarding habituations effect on users attention to security warnings, Vance et 
al.(2018) talk about two parts of habituation, response decrement and response recovery. 
Response decrement means that users create a mental model of the warnings and dialogues 
they see, and will then compare that mental model to subsequent dialogues and warnings. If 
they are similar, the user will then, unconsciously, pay it less attention. 

Response recovery describes how users recover from the effects of habituation. If a user does 
not interact with a warning or dialogue for some time, the mental model will become weaker. 
When they then eventually encounters a warning or dialogue they are less likely to match it to 
the mental model they have. 

In their study, Vance et al. (2018) conducted two experiments. For the first experiment they 
used functional magnetic resonance imaging (fMRI) and eyetracking to measure to measure 
habituations effects directly on the brain. fMRI is a technique used to measure and map brain 
activity (Center for Functional MRI, n.d). They had 15 participants be exposed to several 
security warnings over the course of a workweek. The security warnings were divided into two 
categories, static and polymorphic. The static warnings were similar in design, while the 
polymorphic ones had something different to them, for example a different colored background 
or some form of animation. When a warning was display the participants had to rate the 
severity of it on a scale of 1-4. 

For the second experiment, they had 102 participants use a Appstore created for the study to 
download three different apps every day for three weeks. When they clicked the “download”-
button for an app a security warning was shown. For half of the participants a static design for 
the security warning was used, the other half used a polymorphic design, where the appearance 
of elements of the warning was changed. 

While the design of the two experiments were very different, the researchers found that they 
both had the same results. The researchers found that the participation reacted less and less to 
the static warnings every day, while they habituate much less for the polymorphic warnings. 
There were however nothing that indicated any difference in recovery between the static and 
polymorphic warnings. 

2.5 Usability 
Rubin and Chisnell use the following definition for usability: “when a product or service is truly 
usable, the user can do what he or she wants to do the way he or she expects to be able to do it, 
without hindrance, hesitation or questions” (Rubin & Chisnell, 2008). 

In addition to this, they define six attributes that a product or service need to be usable. These 
attributes are usefulness, efficiency, effectiveness, learnability, satisfaction and accessibility. 
(Rubin and Chisnell, 2008). 

• Usefulness is how well a product enables the user to do what he or she wants to do, and 
also how willing the user is to use the product.  

• Efficiency measures how fast a user can accurately complete a task using the system. 
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• Effectiveness refers to how easy users can do what they intend to do with the system, 
for example “95 percent of all users will be able to load the software correctly on the 
first attempt” (Rubin and Chisnell, 2008).  

• Learnability refers to how easy it is for users to learn to use the system. 
• Satisfaction refers to users perception and opinion of the system. 
• Accessibility refers to how usable the system is for people with different disabilities. 

David Benyon (2014) define 5 characteristics that a system with high usability will have. These 
are similar to the attributes defined by Rubin and Chisnell, but have some differences. They go 
as follows: 

• It will be efficient in that people will be able to do things using an appropriate amount of 
effort. 

• It will be effective in that it contains the appropriate functions and information content, 
organized in an appropriate manner. 

• It will be easy to learn how to do things and remember how to do them after a while. 
• It will be safe to operate in the variety of contexts in which it will be used. 
• It will have high utility in that it does the things that people want to get done.  

 

2.6 Usability tests 
Rubin and Chisnell (2008) in their book Handbook for usability testing define usability tests as 
“Usability testing, the focus of this book, employs techniques to collect empirical data while 
observing representative end users using the product to perform realistic tasks”(p.19). Usability 
tests can be conducted and used in different stages of the products development and Rubin and 
Chisnell lists several benefits for doing so, including ensuring that products “Are useful to and 
valued by the target audience, are easy to learn and that the products help people be effective 
and efficient at what they want to do” (p. 22). 

In their book they list the basics of the type of usability test they recommend, and also the 
limitations of such test. It goes as follows: 
Basics: 

• Development of research questions or test objectives rather than hypotheses 
• Use of a representative sample of end users which may or may not be randomly chosen 
• Representation of the actual work environment. 
• Observation of end users who either use or review a representation of the product 
• Controlled and sometimes extensive interviewing and probing of the participants by the 

test moderator. 
• Collection of quantitative and qualitative performance and preference measures 
• Recommendation of improvements to the design of the product. 

 

Limitations: 

• Testing is always an artificial situation. 
• Test results do not prove that a product works 
• Participants are rarely fully representative of the target population 
• Testing is not always the best technique to use 
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Both the basics and the limitations listed should be considered during the whole process of 
testing. 

Furthermore, Rubin and Chisnell (2008) describe four types of usability tests: exploratory test, 
assessment test, validation test and comparison test.  

The point of an exploratory test is to measure how easy a product is for the user to understand 
and use and to see what the users think about the product and what their first impressions of it 
is. 

The assessment test is used a bit later in development then the exploratory test and usually 
expands upon the findings of a exploratory test. 

The validation test is conducted late in the development cycle and is intended to measure the 
usability of the produgt against established benchmarks. 

The comparison test is, as the name implies, used to compare two or more products or 
prototypes to each other to see which one works best for the intended purpose. It can be used to 
compare the overall design of the prototypes or simply compare a certain element, as is the case 
with in this study. 

For this study, the exploratory test was used because it felt the most appropriate for the 
prototypes we had. It was used in combination with the comparison test to see which of the 
prototypes worked best. 

Rubin and Chisnell (2008, p. 67) recommends creating a test plan when conducting usability 
test. They describe the test plan as “The test plan is the foundation for the entire test. It 
addresses the how, when, where, who, why, and what of your usability test”. 

Parts of a test plan:  

• Purpose, goals, and objectives of the test 
•  Research questions 
•  Participant characteristics  
• Method (test design)  
• Task list  
• Test environment, equipment, and logistics  
• Test moderator role 
•  Data to be collected and evaluation measures  
• Report contents and presentation 

2.7 Questionnaire 
Rubin and Chisnell (2008) describe three types of questionnaires, background, pre-test and 
post-test questionnaires. The background questionnaire is given prior to the test and is, as the 
name implies, used to provide “historical information about the participants that will help you 
to understand their behavior and performance during a test.” Common questions in a 
background questionnaire is age and gender. It is also used to confirm that the ‘‘right’’ people 
show up and to provide a synopsis of each participant for the test moderator and for product 
team members who observe the test. 

The post-test questionnaire is given after the test has been performed and is used to get a 
deeper understanding about the participant felt that the test went. You can use a predetermined 
questionnaire to see how all your participants answer to the questions you have chosen, or you 
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can do interviews after each session. Using interviews you can ask questions directly relating to 
something that happened in a given test session. For this study, both a post-test questionnaire 
and interviews were used. The post-test questionnaire was used to see if the participant could 
remember what data they agreed to share while the interview was used to get feedback about 
the prototypes and the test from the participant directly after the test was completed. 

The third type of questionnaire, the pre-test questionnaire is given to the participant before the 
test and is used to gather the participants first impressions or to determine their level of 
expertise. For this study it was deemed that a background questionnaire together with a post-
test questionnaire and a small interview would gather enough data. 

2.8 System Usability Scale 
The System Usability Scale (SUS; Usability.gov, n.d.; cf. also Bangor et al. 2009) is a simple tool 
used to measure the usability of a system. The participants answer a 10 item questionnaire 
where each question is a statement that is answered with a scale from 1-5, where 1 is strongly 
disagree and 5 is strongly agree. Usability.gov, a website focusing on user experience run by the 
U.S Department of Health and Human services, lists the following benefits and considerations of 
SUS in their article on the subject: 

Benefits: 

• Is a very easy scale to administer to participants. 
• Can be used on small sample sizes with reliable results. 
• Is valid – it can effectively differentiate between usable and unusable systems. 

Considerations: 

• The scoring system is somewhat complex. 
• There is a temptation, when you look at the scores, since they are on a scale of 0-100, to 

interpret them as percentages, when they are not. 
• The best way to interpret your results involves “normalizing” the scores to produce a 

percentile ranking. 
• SUS is not diagnostic – its use is in classifying the ease of use of the site, application or 

environment being tested. 

The questions in the SUS questionnaire can be found in appendix ”3”. 

As mentioned in the considerations list, interpreting and normalizing the score can be rather 
complex. It is done in the following way: 

For questions 1,3,5,7 and 9 the score contribution is the position on the scale subtracted by 1, 
i.e. if the participant answers 5 on question one, the score contribution for question one will be 
5-1 which is 4. For questions 2,4,6,8 and 10 the contribution is 5 minus the position of the scale, 
i.e. if the participant answers 3 on question two, the score contribution for question two will be 
5-3, which is 2. When these have been calculated they are added together and multiplied by 2.5. 
The result of this will be a number between 0-100 and is the applications SUS-score. A score 
below 68 is according to usability.gov below average (Usability.gov 2018). 

2.9 Earlier research 
A study with similar purpose to that of the present study was made by Daniel Lindegren (2017), 
then a student at Karlstad University, for his Master’s thesis where he evaluated usability and 
user awareness for identity managements systems for mobile devices. Based on a pilot study 
(Karegar et al. 2017) he conducted usability tests on four prototypes using different kinds of 
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confirmation methods, namely swiping, drag and drop, checkboxes and one where the user had 
to confirm their choices with their fingerprint. 

To evaluate the different prototypes, he used a SUS-scale to measure the participants opinion on 
the different methods of confirmation and a post-test questionnaire to see how well the 
participants recall what data they shared and if they could remember what the service provider 
they shared the data with would use the data for. 

As our study is conducted for the same project as Lindegren’s and for almost the same purpose, 
they are both very similar. The main difference is that while Lindegren used four different 
prototype we are only focusing on two, swiping and drag and drop. Half of our study is also 
conducted on a desktop while Lindegren only used mobile devices for his study. The biggest 
difference is our inclusion of an eyetracker for data collection, which we believe will help our 
understanding of what GUI elements have an impact on the users recall rate and understanding 
of the data they share. Eyetracking makes it possible to see whether people have actually looked 
at and read the information presented in the consent dialogues. 

Despite the similarities in the prototyped interaction for the present study and Lindegren’s, the 
researchers behind the present prototype were eager to have someone pilot testing the design 
of the interaction as it had been altered since Lindegren’s thesis work. Similarly, they were 
interested also in evaluating the whole test design to see how long test sessions would be and 
how well data would be collected and typified in the Excel sheets for transfer and coding into 
statistics software packages. 
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3. Method 
In this chapter I will describe how the test sessions was performed and what data was collected 
during these sessions. The materials used during the test, such as prototypes and 
questionnaires were created by the CREDENTIAL-project and given to us to identify possible 
issues with them. 

3.1 Prototypes 
For this study two different prototypes were given by the researchers in the CREDENTIAL 
project. The only difference between the two prototypes is in the way the user confirms what 
data they are willing to share. Figure 1 shows the prototype using a sliding mechanism to 
confirm what information the participant is willing to share. The participant has to slide the 
arrow all the way to the right to show that they agree to share the stated information. 

 

Figure 1 - Slider prototype 

The other prototype looks exactly the same, but is instead using a drag-and-drop mechanism 
(figure 2) for the user to confirm what information they want to share. 
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Figure 2 - Drag and drop-prototype 

The prototypes were tested both on a tablet and on a PC. The prototypes and the test sessions 
were exactly the same on both tablet and PC, the only difference were the screen size and that 
on the PC a mouse were used while on the tablet the tablets touch function were used. 

3.2 Roles 
I conducted the tests together with Felix Worén, another student working on his own bachelor 
thesis. His focus was on the eyetracking part of the tests while I focus on the confirmation 
dialogs used in the tests. 

During the test sessions one of us acted as the test leader, guiding and assisting the test 
participants, while the other one observed the test. Both the test leader and the observer were 
taking notes during the sessions. 

3.3 Test 
Each participant is assigned to one of the prototypes, either to the slider prototype or the drag 
and drop prototype. In addition to this, half of the test sessions are conducted on a tablet while 
the other half is conducted on a PC. This is further explained in chapter 3.6. 

For each test session we read the orientation script (Appendix 4) for the participant. The 
premise of the test is that the participant will rate pictures based on a given category. In reality, 
what we really are examining is how well the privacy dialogues from the websites containing 
the pictures work and how well the test participants understand them. 

During every session the test participants eyemovement will be recorded using an eyetracker. 

The prototypes consist of four different parts: 

1.  Part one is a background questionnaire, where information about the test participant is 
collected. Here, the user will also enter what kind of data they find to be very sensitive 
and that they are unlikely to share with others or online services. This will be important 
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in a later step in the test. 
 

2. In the second part, the user will sign in to either their Facebook- or Google+-account. We 
will not actually use their account for anything in the test, the only purpose of this is to 
make the user believe that it is their own data that they are being asked to share which 
we believe will make the test participants take the test more seriously. 
 

3. Part three is to calibrate the eyetracker to the test participant. 
 

4. The fourth part is the main part of the test and where the main focus will be. The test 
participant will be presented with three buttons, each representing a website that 
handles photos (Figure 3). When they click a button, a dialog is shown with that 
particular websites privacy policy described. Information about what information is 
mandatory for the policy to be accepted is shown along with some optional information 
which can be shared for additional functionality, for example in one dialogue you can 
optionally share which city you live in so that the website can show you pictures from 
that city. In addition to what information can be shared, the participant is also made 
aware of what the information they may decide to share will be used for and at the 
bottom of the dialog there will be a paragraph detailing the terms of accepting the 
policy. 

 

 
Figure 3 – Three buttons leading to each of the three privacy dialogues 

The way in which the participants accepts what information they want to share is decided by 
which prototype they are using. 

The participant will not be pressured into accepting or rejecting any of the privacy policies and 
we hope that they will make the decisions based on the information presented to them. If this is 
true we expect them to reject the policies of the first two websites and accept the last one. The 
reason for this is the way that the test is designed. The first two websites reasons for requesting 
the information they want can be considered very intrusive and unethical, for example 
requesting the participants email so that they can read through it and even send emails from the 
participants account. Also, the test is designed so that at least one of the websites will request 
some of the information that the test participant stated they consider very sensitive in the 
demographics questionnaire. 
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If the user accepts any of the policies they will be shown a picture that they will rate on a scale 
of 1-10 on how well it corresponds to a given category. This is however not something that we 
are interested in and this data is not collected, it is just a cover for the true purpose of the test. 

When the user has handled all three dialogues for the three websites they will answer a 
questionnaire regarding what information they decided to share or not share, and their 
reasoning for doing so. This questionnaire is designed to check the participants recall rate, i.e. 
how well they remembered what they shared and why the website requested that information. 

When the participants are done with these questions, the digital part of the test is over. All the 
data from the test will be extracted into an excel-file for us to analyze later. At this point the 
participant will be handed a System Usability Scale (SUS) to fill in (Appendix 3). After that they 
will be shown a printed version of the privacy dialogues from the test they just completed and 
asked for their opinions on it and if there is anything wrong or something they might want to 
change. When this is done, the test is completed and the participant may leave. 

3.4 Test participants 
When conducting usability tests you want to use participants that represent the target audience 
for the product that you are testing (Rubin & Chisnell, 2008). For these tests, the target audience 
for the products would be anyone who uses the internet and interacts with websites that 
require personal information from the user. 

Rubin and Chisnell (2008) says that “research indicates that testing four to five participants will 
expose the vast majority of usability problems”, however they recommend using at least eight 
participants. For our tests we had 12 participants, six for the tests on the tablet and six for the 
tests on the PC. The majority of the participants were other students at the university, which we 
consider to be prime examples of the target audience for the prototypes we are testing. A more 
detailed view of the participants can be found in chapter 3.1, where the results from the 
background questionnaire is presented. 

3.5 Checking the test setup 
Before the real tests were conducted a check test was done. We did not use a real test 
participant and instead I acted as the participant while Felix was the moderator. The fact that it 
was not the first time I had seen or tried the test likely affected the result of the check test, but 
we still managed to find several issues with both prototypes that we rectified before the real 
test, as well as some minor spelling errors that quickly could be corrected. For example, in the 
slider prototype we found that we should reduce how far to the right you had to slide the slider 
in order for it to register as complete. 

The biggest issue we encountered in the check test was that the eyetracker was very hard to 
calibrate correctly. Each time we would try to set it up an error message would be display 
stating that it could not collect enough reference points to accurately track the test persons 
eyes. We eventually managed to resolve this by changing settings in the eyetracker regarding to 
which angle it was mounted and the size of the screen being used. 

The check test was only conducted on the desktop version of the test, not on the tablet as the 
prototypes that were to be used for the tablet was not yet finished. As the prototypes used for 
the tablet was identical in look and in function as the prototypes used for the PC, we did not 
conduct a check test for the tablet when the prototypes were completed. Instead we did a check 
to see that everything looked and worked as intended. 
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3.6 Equipment 
A tobii eyetracker together with tobii studio was used for the eyetracking aswell as for making 
screen recordings during the tests. For the desktop tests the eyetracker was mounted with 
magnets just below the computer screen. For the tablet tests on the other hand, a special stand 
made by tobii was used. In the middle of the stand the tablet is placed and right above it there is 
a camera mounted that records the screen of the tablet. The eyetracker was placed a bit below 
the tablet facing upwards towards the standing test person. 

Half of the tests was conducted on a normal Windows 10 desktop while the other half was done 
on a Microsoft Surface. The tests were identical with the only difference being that the 
participants doing the tests on a desktop used a mouse and keyboard while the Surface users 
used touch. The methods for confirming or denying the dialogues was the same for both groups. 

The prototypes themselves were made with HTML and CSS with jQuery used for the 
functionality. On the desktop the browser used was Chrome and the software used to host the 
test on a local server was WampServer. 

 
3.7 Expected data and results 
The following list describes what we expect each test session to result in: 

1. Time to handle each dialogues. 

This will be measured with the help of the screen recordings that will be made. If the 
time is high this might indicate issues with the current prototype. The time will only be 
recorded for the first dialogue the participant handles. The reason for this is the first 
interaction will be most telling for how easy the dialogue is to understand and use. 

2. Answers to the questions. 

When each test is completed the answers to both the background and post-test 
questionnaires and what, if anything, the participant agreed to share when handling the 
privacy dialogues are extracted into an excel-file. This excel-file is divided into different 
tabs for each dialogue window as well as separate tabs for the questionnaires. 

3. The SUS value for each participant 

After every test the participant will be handed a SUS to fill in. This is a measurement  of 
the usability of the prototypes and will be used when the prototypes are compared. 

4. Results from eyetracker 

Not relevant for my study but during the tests an eyetracker is used to see what 
elements catches the test participants attention and which texts the user does and does 
not read. This data used by Worén (2018) to help us understand why the participants 
might act in certain ways and understand their decision making during different parts of 
the tests. 

5. Any difficulties they encountered or any questions they asked or any comments they  

made. 

 Difficulties they encounter and questions and comments will be written down. 

6. Our own comments/observation for each participant if any. 
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 Both the test leader and the observer will be making notes during the test sessions. 

All this data, when collected and analyzed, will hopefully be enough to answer the research 
questions. 
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4. Results 
In this chapter I will describe the results that the tests yielded, divided under several headers. 

4.1 Background questionnaire 
Here I will present what each participant answered on the questionnaire they completed in the 
beginning of each test session. The field “Sensitive information” contains what each participant 
selected as “information that they are unlikely to share online” in the questionnaire. 

“TP” in all the following tables stands for test participant. 

 

Table 1 Background questionnaire result 

TP # Gender Age Education Sensitive Information 

1 Male 18-25 Computer 
Science 

Home Address, Medical Issues, 
Political Views, Browsing History, 
Passport Number, Fingerprint 
Pattern, 

2 Male 18-25 Engineering Phone Number, Home Address, 
Medical Issues, Browsing History, 

3 Male 26-35 Information 
systems 

Medical Issues, Political Views, 
Passport Number, Fingerprint 
Pattern, 

4 Male 26-35 Information 
systems 

Phone Number, Home Address, 
Medical Issues, Political Views, 
Browsing History, Passport 
Number, Fingerprint Pattern, 

5 Male 26-35 Computer 
Science 

Phone Number, Home Address, 
Relationship Status, Sexual 
Orientation, Medical Issues, 
Political Views, Browsing History, 
Passport Number, Fingerprint 
Pattern, 

6 Woman 26-35 Computer 
Science 

Phone Number, Relationship 
Status, Sexual Orientation, 
Medical Issues, Political Views, 
Browsing History, Passport 
Number, Fingerprint Pattern, 

7 Male 18-25 Information 
systems 

Passport Number, Fingerprint 
Pattern, 

8 Male 26-35 Information 
systems 

Medical Issues, Political Views, 
Browsing History, Passport 
Number, Fingerprint Pattern, 

9 Male 46-55 High School Sexual Orientation, Medical 
Issues, Political Views, Passport 
Number, Fingerprint Pattern, 
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10 Male 18-25 Information 
systems 

Relationship Status, Sexual 
Orientation, Medical Issues, 
Political Views, Browsing History, 
Passport Number, Fingerprint 
Pattern, 

11 Male 18-25 Information 
systems 

Medical Issues 

12 Woman 18-25 Information 
science 

Phone Number, Home Address, 
Medical Issues, Political Views, 
Browsing History, Passport 
Number, 

 

4.2 SUS and time 
As described in chapter 3.3 each participant filled out the SUS in Appendix 3, the result of which 
is presented below along with the time it took for the participant to handle the first of the three 
dialogue windows. The reason for only measuring the time for the first dialogue is, as 
mentioned earlier, that the first time the participant interacts with the dialogue will be most 
telling for how easy the dialogue is to use and learn. 

In parenthesis next to each participants number is the prototype they tested where “DnD” is 
drag and drop and slider is slider. 

Table 2 SUS result and time/dialogue 

TP # SUS Time (MM:SS) 

1 (DnD) 92.5 1:36 

2 (Slider) 42.5 1:05 

3 (Slider) 72.5 1:30 

4 (DnD) 32.5 0:56 

5 (DnD) 75 2:46 

6 (Slider) 62.5 1:13 

7 (DnD) 82.5 0:35 

8 (Slider) 55 2:33 

9 (DnD) 50 0:50 

10 (Slider) 80 0:56 

11 (DnD) 62.5 0:42 

12 (Slider) 85 1:18 

 

4.3 Recall rate 
Here I will present the data from the post-test questionnaire the participants answered after 
each test session, where they had to answer what data they did and did not share. For each 
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correct question they answer they got one point, to a maximum of 17 points per dialogue they 
accepted. For dialogues they declined, the reason for doing so will be presented. The results be 
divided between the two different prototypes, Drag and drop and slider. 

4.3.1 Slider 
 

Table 3 Result for slider-dialogue 

TP # Dialogue 1 Dialogue 2 Dialogue 3 

2 3 0 Declined. “The 
website requested 
sensitive information 
in the dialogue” 

3 Declined. “I was not 
comfortable with 
what the website 
would use my 
information for.” 

Declined. “I was not 
comfortable with 
what the website 
would use my 
information for.” 

11 

6 13 14 13 

8 12 5 10 

10 Declined. “Website 
requested sensitive 
information. Not 
comfortable with 
what the website 
would use my 
information for. I 
could not trust the 
website.” 

Declined. “Website 
requested sensitive 
information. I could 
not trust the 
website.” 

8 

12 2 3 3 

 

With this data we can calculate that the average recall rate for the slider dialogues is 7.4. out of 
the maximum of 17 points. Also, using the slider method, 5 out of 18 requests were denied. 

4.3.2 Drag and drop 
 

Table 4 Result for DnD-dialogue 

Tp # Dialogue 1 Dialogue 2 Dialogue 3 

1 13 13 10 

4 Declined. “Did not 
trust the website” 

Declined. “Did not 
trust the website” 

Declined. “Did not 
trust the website” 

5 14 12 15 
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7 6 Declined. “Website 
requested sensitive 
information” 

6 

9 Declined. “Website 
requested sensitive 
information. Not 
comfortable with 
what the website 
would use my 
information for. I 
could not trust the 
website.” 

8 6 

11 Declined. “Website 
requested sensitive 
information. Not 
comfortable with 
what the website 
would use my 
information for. I 
could not trust the 
website.” 

Declined. “Website 
requested sensitive 
information. I could 
not trust the website. 
“ 

10 

 

Here we can see that the average recall rate for the drag and drop-prototype is higher than that 
of the slider-prototype at 10.2 out of 17. We can also see that 7 out of 18 requests was denied 
using this method of accepting. 

4.4 Notes from sessions 
In this section I will present the notes the test leader made during each test session. These 
include for example the participants reactions to different parts of the tests or issues we noticed 
that the participant had. 

Table 5 Testleaders notes for each session 

TP # Session notes 

1 We were accidently signed in to Felix’s Google-account when the test started. 

The eyetracker-settings were not correct. 

Has some issues with the drag and drop, does not understand that you have to click 
the next option to change the drop-boxes. 

Asks “Do I have to choose anything?” on the first dialogue. Might imply that it is not 
clear what is mandatory and optional. 

2 Accepts one mandatory option, then tries to accept the dialogue. Might not be clear 
that all mandatory options have to be accepted. 

Asks “I assume this is not real?” during the second dialogue. He did not believe that it 
was his own data he was sharing, this might have affected what he decides to share. 

3 Begins to accept the first dialogue, but is not comfortable with one of the mandatory 
options. Eventually declines the dialogue. 
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Declines the first and second dialogue, accepts the third. Tries to click on the dummy-
link that supposedly takes you to the sites full privacy policy. 

4 We accidently started up the wrong version of the test at first. 

Began to accept to share information in the first dialogues, then changes his mind. 

Participants says he rarely accepts these kind of requests, rejects all three dialogues. 

5 Very hard to get the eyetracker to work correctly. Eventually fixed by switching USB-
port on the computer. 

Tries to interact with the hint that shows up before the dialogue. 

Have problems with the drag and drop, does not seem to understand what exactly he 
is accepting. 

6 Had some issues with sliding the slider all the way to the right, two times she thought 
she had accepted an option when it was not fully completed. 

A bit surprised at how many options there was on the last dialogue. 

7 Could not get the eyetracker to work correctly, took around 20 minutes before we 
could get it going. The issue was with the calibration-parameters for the eyetracker. 

Tries to interact with the hint that shows up before the first dialogue. 

8 Surprised that he/she was allowed to decline a request. Was visibly and verbally 
concerned with the information the dialogue requested, but was still hesitant to 
decline the request. 

Had some issues with not sliding the slider all the way to the right. 

9 Tried to open the dummylink to see the full privacy policy on one of the dialogues. 

Thought the questions in the post-test questionnaire came in the same order as the 
dialogues, when it actually starts with the last dialogue. 

10 Seems to read through all the information, including the text at the bottom of the 
dialogue. 

Accepts only some of the mandatory information and then tries to accept the 
dialogue. 

11 Accepts one option, then tries to accept the dialogue. Then accepts the second 
parameter for the same option and tries to accept the dialogue again. After this 
he/she instead rejects the dialogue. 

Begins to accept some option on the second dialogue as well, then rejects it. 

Seems to think he/she has to accept all parameters per option to proceed, not that 
he/she can choose between the parameters. 

12 No issues understanding how the slider works. 

Has some problems with sliding the sliders all the way to the right, tries to accept 
one dialogue before noticing that all sliders not were not fully accepted. 
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4.5 Feedback from participants 
After each test session we showed the participant the dialogue that he or she had just handled, 
including the instructional animation shown before the dialogue, and asked for the participants 
opinion of the dialogue and if there were anything that they would like to improve. The results 
from these questions will be presented in this section. The animation field refers to the 
animation the participant was shown before the first dialogue to show them how the method of 
accepting, drag and drop or slider, is used. The dialogue field refers to the dialogue itself. 

 

Table 6 Feedback given by each participant 

TP # Animation Dialogue 

1 (DnD) Thought the animation was 
good, nothing to complain 
about. 

Nothing to note 

2 (Slider) Nothing to note Thought the dialogue 
reminded him/her of 
facebook-games, as they 
usually ask for a lot of 
permissions. Thought the 
dialogue had a lot of 
information in a small area. 

3 (Slider) Thought the animation was 
good. 

Did not understand if he had 
to choose one or both options 
for the potential information 
to share, the “and/or” text 
between different uses for 
the same data was to subtle.  

Thought the text was 
confusing and got mixed 
together. 

Would have liked to have the 
optional data below the 
mandatory instead of to the 
side. 

The slider was unclear if 
something was properly 
shared or not, i.e. hard to tell 
if the slider was completed  

 

4 (DnD) Thought the animation was 
confusing and not very good. 

Did not like the dialogue, 
thought that it “tricks” you to 
accept because, from 
previous experiences, you are 
used to just drag the items to 
the boxes without thinking 
about it. 
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Would have preferred a 
standard colorcoded 
checkbox to this method of 
accepting. 

5 (DnD) Animation was OK, did not 
notice that it was a hint at 
first and thought it was the 
real dialogue. 

Would like a close-button 
below the animation, in 
addition to the “X” in the top 
right corner. 

Drag and drop took focus 
away from the text. 

Hard to understand what the 
drop-boxes represented, i.e. 
which box represents which 
data. 

Hard to distinguish between 
mandatory and optional 
information. 

Make it so that you have to 
accept the mandatory 
information before you can 
accept the optional. 

When the dialogue opens for 
the first time the drop-boxes 
to the right should be hidden 
and show up when the user 
clicks on information he/she 
wants to share. 

Would like some form of 
feedback when something is 
dropped in the drop-box. 

6 (Slider) The hint was good and 
obvious. 

The grouping of the options 
was confusing. 

To many options. 

Would like a more 
simple/subtle design. All the 
arrows and the like was 
distracting. 

The “and/or” between the 
options should be more 
visible, bigger. 

7 (DnD) The hint was good, but 
thought it was the real 
dialogue. 

The dialogue was easy to use, 
nothing to complain about. 

8 (Slider) The hint was easy to 
understand 

Did not see the grouping, i.e. 
how the different information 
fields related to each other, in 
the dialogue. 
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Did not see the “and/or” 
between the options. 

Did not see the 
“mandatory/optional” texts. 

Thought the sliders should be 
more sensitive, maybe be 
consider complete at 50%. 

9 (DnD) The hint was clear and good. Thought the dialogue were 
good. 

Did not see the “and/or” text. 

10 (Slider) The hint was clear. Hard to distinguish what is 
mandatory and what is 
optional. 

11 (DnD) The hint was clear. Hard to understand that you 
had to click on the different 
options to the left to change 
the drop-boxes on the right. 

Did not read the text on the 
bottom about how the shared 
data would be handled, it did 
not grab his/her attention. 

12 (Slider) - The “and/or” text between 
options could be clearer, did 
not notice it at first. 

Use colors to display when 
the slider is accepted, i.e. it 
turns green when accepted. 
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5. Analysis and Conclusions 
As this study was conducted both as a pilot test for the CREDENTIAL-project and as a 
standalone study to investigate if users interaction and awareness of what information they 
share when interacting with privacy dialogues can be improved, this section will be divided in 
two parts. The first part will discuss the collected data and provide an answer to the first 
research question, while the second part will discuss the results of this study as a pilot test and 
answer the second research question. 

5.1 Result as a standalone study 
Q1: “What user interface elements for actively selecting personal information and 
corresponding data processing processes on permission dialogues are more effective in 
regard to attract users’ attention to what they consent to share (i.e. more effective in 
obtaining informed consent from users)?” 

When comparing the results from the two prototypes, they come very close to each other in 
almost all categories. The biggest difference comes in what might be the most important, recall 
rate. The participants that used the drag and drop-prototype seemed to have a better 
understanding of what information they agreed to share and not share. Looking at the result 
from the post-test questionnaire, participants using the drag and drop-prototype had on 
average 10.2 correct answers on what information they shared and not shared out of a 17-point 
maximum, compared to participants using the slider-prototype who averaged 7.4 correct 
answers. If we look at the average time to complete each dialogue, the drag and drop-prototype 
does slightly better here as well with an average time of 1 minute 14 seconds, 12 seconds better 
than that of the slider-prototype which averaged 1 minute 26 seconds. 

Moving on to the SUS, the result was almost identical. The slider got an average score of 66.25 
out of 100, compared to the drag and drop that got an average of 65.83, making the difference a 
negligible 0.42. It is worth noting that according to the website usability.gov any score below 68 
is below average, meaning that both prototypes received less than favorable scores from the 
test participants (Usability.gov 2018). 

Looking at the notes that the observer made during the test sessions, it seemed that there were 
more participants that had issues with figuring out how exactly that the drag and drop-
prototype worked, specifically how to move on to the next option after accepting one, than 
participants who had issues with understanding the slider. This does not reflect the SUS-score 
however, which as mentioned earlier were almost identical. 

In conclusion, both prototypes scored very close to one another in all categories. The drag and 
drop prototype had a slightly better average time while the slider had a negligible higher SUS 
score. There were also no noticeable differences in the scores for the prototypes between test 
session done on PC and on tablet. All in all, there were no clear winner between the prototypes. 

5.2 Result of pilot test 
Q2: “Are there any issues with the current design of the test and how can it be improved?” 

5.2.1 Drag and drop 
One of the most obvious issues we noted during the test sessions was that the participant had a 
hard time understanding how the drag and drop worked, more specifically how they switched 
between the different categories. As it is now, when the dialogue is opened the dropboxes to the 
right correspond to the first of the possible information that the participant can share, for 
example their email, with each dropbox representing a certain purpose for the requested 
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information, for example to send the participant information about policy changes. To accept to 
share their email they drag the email-box and drop it into the dropbox representing the purpose 
they accept. They can then choose to accept more purposes for the same information, or move 
on to another set of information and decide in the same way if they want to share that or not. 

The issue here was that it was not clear what the participant was to do when they have accepted 
a purpose for one of the options. Some of the participants accepted one of the purposes, and 
when nothing happened they believed that they had to accept all the purposes for that 
information to be able to move on to the next, which was not the case. This in turn might have 
led to participants accepting more purposes than they actually wanted to do. 

Other participants simply asked the test leader what they were supposed to do, and when they 
were told that they simply had to click on another option to make the dropboxes change to 
represent the purposes for that option instead they were able to complete the dialogues without 
issues, so to somehow make it more clear and obvious how to change between options would be 
a great improvement to the drag and drop-prototype. 

5.2.2 Slider 
One common mistake that participants made when using the slider-prototype was that they did 
not slide the slider all the way to the right when trying to accept to share information in the 
dialogue, but still believing that the slider was complete. Several participants did not notice this 
until they tried to accept the dialogue and then receiving a error message. To solve this, the 
threshold for when the slider is completed could be lowered so that the participant does not 
have to slide it as far. Another possible solution could be to give the participant more and 
clearer feedback, for example making the whole slider turn green when it is properly accepted. 

Another issue with both prototype was that participants failed to see the “and/or”-text between 
the different options in the dialogues, leading to the participants not being sure if they had to 
accept all the available options or if it was enough to accept only one of them. This could easily 
be fixed by simply making the text larger. 

5.2.3 Excel file with results 
One issue I came across was not with the prototypes but rather with the excel-file the tests 
result in. The last part of the post-test questionnaire asks the participant for what purpose they 
shared certain information in the dialogues. The page in the excel-file that shows what 
information they shared however only labels the different purposes with a number, for example 
if a participant accepts to share his or her email to be notified of policy changes, this will show 
in the excel-file as “shared email for purpose 1”. To actually see what that purpose was, and to 
check if the participant remembers that purpose correctly, I had the screen recordings. This was 
not an issue on the tests that were conducted on a PC as the screen was recorded using screen 
recording software which resulted in recordings with good quality, where I could easily read the 
text in the dialogues and see the purposes. For the tests conducted on the tablet however, as the 
screen was recorded by a camera mounted above the tablet, the quality of the recordings were 
poor and it was impossible to read the text in the dialogues, and in turn to confirm if the 
purpose the participant answered in the post-test questionnaire was correct. 

This could be solved by using some form of screen recording software for the tablet in the same 
way as is done on the PC, or the headings in the excel-file could be changed from “purpose 1 and 
2” to actually say what the purpose was. Another way could be for the testleader to take note 
during the test what the different purposes was. This could be hard to do depending on how fast 
the participants completes the dialogues, and it could also cause the testleader to have to 
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interrupt the participant in order to see what the purposes are, which could negatively impact 
the test sessions. 

5.2.4 Post-test Questionnaire 
There was also some confusion regarding the post-test questionnaire. It asks the participant 
what information they shared in the different dialogues, and the issue was that it asks about 
both age and date of birth. This, combined with that the dialogues asks for the users birthday to 
confirm that they are above 18 years old, causes confusion both for the participant when he/she 
is filling out the post-test questionnaire, as well as for the test leader when he/she is looking 
through the answers from the participants. If we use the earlier example again, if the dialogue 
asks for the participants birthday to verify that they are above 18 years old, and the participant 
then in the post-test questionnaire answers that the dialogue requested both their age and their 
birthday it is not entirely clear how to score that in the result of the study. 

Another issue with the post-test questionnaire was that the participants were able to complete 
the survey even if they had failed or ignored one of the questions in the questionnaire. This was 
not something I noticed until after the test sessions were complete and I was compiling the 
results. Several of the participants had failed to answer some of the questions, which of course 
causes problems with the end result. This could be fixed by validating that the participant 
actually have given an answer to all the questions before allowing them to finish the survey, 
similar with how they must agree to share all the mandatory information in the dialogues before 
they can accept them. 
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Appendices 
Appendix 1 – Consent form front 
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Appendix 2 – Consent form back 
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Appendix 3 – SUS 
      
 
 
 

   Strongly               Srongly  
          disagree                             agree 

 
1. I think that I would like to use this method of selection 

for information in dialgues frequently  
 

     
2. I found this method of selection unnecessarily complex 
     
 
 
3. I thought this method of selection was easy to use                      
  
 
 
4. I think that I would need the support of a technical 
person to be able to use this method of selection  
 
 
5. I found the various items in each dialogue were well 
integrated 
     
 
6. I thought there was too much inconsistency in each 
dialogue 
     
 
7. I would imagine that most people would learn to use 
this method of selection very quickly    
 
 
 
8. I found this method of selection very cumbersome to 
use 
    
 
9. I felt very confident using this method of selection 
  
 
10. I needed to learn a lot of things before I could get 
going with this method of selection in the dialogue 
  
 
 
 

1 2 3 4 5

1 2 3 4 5

1 2 3 4 5

1 2 3 4 5

1 2 3 4 5

1 2 3 4 5

1 2 3 4 5

1 2 3 4 5

1 2 3 4 5

1 2 3 4 5  
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Appendix 4 – Orientation Script 
“Thank you for accepting to be a part of this study.” 

“In this study, you sign up for photo services websites using one of your Facebook or Google account. 
You rate photos extracted from photo services websites for which you sign up based on to what extent 
their tags are representative and related. Meanwhile, we use our eye tracker to track and collect your 
eye movements and positions. The eye tracker will be calibrated with your help during the study. You 
will answer some questions before and after handling the sign-up requests from the websites. You are 
totally free to accept the sign-up requests from websites or to reject them. Do not hesitate to ask 
questions if any” 

• Give the consent form. 

“Just to be clear, we are not testing you but the photo websites. Feel free to act as you would act in 
normal life.” 

• Show the participant the home page of the study. 

Phase 1: “Ok, I will describe the first phase of the study for you. It has two phases but you will 
participate in phase 1 because phase 2 will be complete in future and we are working on it. The steps 
are also described here as you can see (point to the webpage of study). First, you will answer some 
questions. Then you will select Facebook or Google and you will be asked to log in to your account. 
You do it once for simplicity because after that, photo websites will request you to sign up for them 
using your Google/Facebook account and because you are logged in to your account, there is no need 
to log in to your Facebook/Google account for every request from a website. Then, the eye tracker needs 
to be calibrated. We will help you and calibrate the eye tracker. After calibration, the main task which 
is handling the requests from photo websites should be done. It is your own responsibility to accept or 
reject the requests because we do not have control over photo websites. If you accept a request from a 
website you will receive a photo extracted from that site and you need to rate it. If you reject nothing 
happen and you can continue the study. I am here for you if you have any questions or difficulties during 
the study. PLEASE NOTE that you should not use BACK button during the study (back button in the 
browser or any shortcuts to go back” 

Let the participant start and continue the study. Help them to calibrate the eye tracker when they reach 
that step. Observe what participants do, what kind of difficulties they have and on which options they 
click. If they ask some questions, keep a record of their questions. Stop eye tracker after they handle all 
the dialogs.  

When they are finished: 

• Give them the SUS questionnaire paper.  

Ask them if there are some parts in the dialogues they think that should be improved (show them the 
printed version of dialogues). Ask them if there are some questions that are not clear enough or 
ambiguous (show them printed version of the questions). Then ask them to sign out from their 
accounts. Thank them, debrief them and compensate them.  

• Debriefing: “Thank you for participating in the study. Now you are done and we would like to 
talk about the purpose of the study. As a part of the study, you were handling the requests from 
websites. What we focus on in this study is how you handle the requests, to what extent you 
pay attention to information requested in the dialogues from websites and how different modes 
of selection for personal information may affect people’s attention.” 
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