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Latency Challenge
Dejene Boru Oljira
Department of Mathematics and Computer Science

Abstract
Telecom service providers are adopting a Network Functions Virtualization
(NFV) based service delivery model, in response to the unprecedented traffic
growth and an increasing customers demand for new high-quality network
services. In NFV, telecom network functions are virtualized and run on top of
commodity servers. Ensuring network performance equivalent to the legacy
non-virtualized system is a determining factor for the success of telecom net-
works virtualization. Whereas in virtualized systems, achieving carrier-grade
network performance such as low latency, high throughput, and high availabil-
ity to guarantee the quality of experience (QoE) for customer is challenging.
In this thesis, we focus on addressing the latency challenge. We investigate

the delay overhead of virtualization by comprehensive network performance
measurements and analysis in a controlled virtualized environment. With this,
a break-down of the latency incurred by the virtualization and the impact of
co-locating virtual machines (VMs) of different workloads on the end-to-end
latency is provided. We exploit this result to develop an optimization model
for placement and provisioning of the virtualized telecom network functions
to ensure both the latency and cost-efficiency requirements.
To further alleviate the latency challenge,we propose a multipath transport

protocol MDTCP, that leverage Explicit Congestion Notification (ECN) to
quickly detect and react to an incipient congestion to minimize queuing delays,
and achieve high network utilization in telecom datacenters.

Keywords: NFV, telecomnetwork virtualization, latency,virtualization, cloud
computing, network congestion, QoS.
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1 Introduction
The proliferation of smartphones of various capabilities has resulted in un-
precedented traffic growth and richmedia applications both in the Internet and
enterprise networks. With the emergence of the Internet of Things (IoT) and
machine type communications (MTC), the Internet is expected to experience a
'traffic explosion'. Customers’ demand for new, personalized, and high-quality
network services has risen to unprecedented levels. The over-the-top (OTT)
service providers are constantly innovating their infrastructure to optimize
service provisioning and to enrich their service offerings to demanding users
at a faster rate. On the other hand, the inflexibility of telecom network infras-
tructures has limited the ability of telecom service providers to expand their
network, roll-out innovative network services, and generate revenue from the
new digital economy [1].
The deployment of telecom network services and functions require special

proprietary hardware devices. This results in a static chain of network services
which lacks the flexibly to cope with the dynamic user and quality of service
(QoS) requirements. To overcome these challenges, telecom service providers
have adopted Network Functions Virtualization (NFV) [2]. NFV involves
virtualizing network functions to offer services with the speed, flexibility, and
efficiency of the cloud while maintaining high carrier-grade quality of service
levels [3]. The virtualized network functions (VNFs) can be deployed in real
time at the desired locations in the operator’s network, something which opens
up for an optimization of resource usage, reduces operational costs, and enables
the faster offering of new services and the agility to support new business
opportunities.
The NFV paradigm is also the main enabler of the forthcoming next-

generation network (5G) to embrace network scalability, flexibility, agility,
and programmability requirements [4]. The 5G network will exploit the virtu-
alization technology to create virtual network slices atop of a shared physical
infrastructure. The virtual networks, i.e., network slices, can be dynamically
customized and tailored to the needs of applications, services, and customers
using cloud computing technology. The 5G use cases such as telesurgery, smart
metering, autonomous driving, remote operation of machinery, etc., require
network connectivity with different QoS characteristics. The virtualization
technology and software-defined networking (SDN) enable the instantiation
of network slices customized and chained together programmatically to meet
the needs of each application and service.
The benefit of NFV comes with some level of network performance trade-

offs andmay pose networkQoS degradations as a result of virtualization [5, 6].
The scheduling of VMs for physical resources, context switching, packet pro-
cessing in the virtualization layer, and delayed interrupt handling can result in
significant delay overheads [7, 8, 9].
The consolidation of a large number of VMs on the same physical host

also affects the performance of transport protocols such as the Transmission
Control Protocol (TCP). When multiple VMs share the same physical CPU,
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the scheduling latencies can increase the round-trip times (RTTs) for TCP
connection to the orders of tens of milliseconds in the datacenter. As a result,
CPU access latency dominates the RTT between twoVMs, causing degradation
of throughput and an increase in the end-to-end latency [10].
Telecom applications are characterized by high QoS requirements such as

low latency, high throughput, and high availability. To maintain the QoS of
telecom network services in a virtualized environment, comprehensive perfor-
mance measurement studies are important. Such profiling and analysis help
in understanding the overhead of virtualization, the interaction of different
workloads and the resource sensitivity of different applications. As part of this
thesis, we focus on such network performance measurements in a controlled
virtualized environment, to better understand the effects of virtualization on
the end-to-end latency of communicating VMs.
In addition to the inherent overhead of virtualization, the performance of

virtualized telecom applications is affected by resource allocation, the number
of co-located VNFs, and where the VNFs of a service chain (SC) is deployed.
The VNFs of the SC are usually deployed in distributed telecom datacenters or
points of presences (PoPs) close to the end users, to improve service experience,
and involves the conflicting goals of efficient resource utilization to minimize
cost and assuring acceptable QoS requirements such as end-to-end latency. In
this thesis,we propose an optimization solution for the placement and resource
provisioning of VNFs to address this problem.
Another cause of network performance degradation in virtualized tele-

com networks is network congestion. Network congestion has the effect of
increased delays and low throughput. For example, it can severely deteriorate
the performance of the emerging 5G applications (e.g., self-driving cars, virtual
reality, telesurgery, factory automation, smart grid, etc.) which require high
network reliability and an end-to-end latency as low as 1 ms [11]. Internet
congestion can be overcome by deploying VNFs at distributed telecom cloud
datacenters close to the end user. However, the delay caused by congestion
inside the datacenter network remains a challenge.
The main source of latency inside a datacenter network is queuing delays

caused by the contention of the switching fabric or the output interface. Exist-
ing datacenter transport protocols including TCP are not suited to simultane-
ously achieve low queuing delays, high network utilization, and resilience to
network failures. To address this problem, we propose a multipath transport
protocol which efficiently utilizes the multiple paths of the datacenter network
topology, and detects incipient congestion and quickly adjusts its sending rate
to mitigate queuing delays.
The remainder of the Introductory summary is structured as follows. Sec-

tion 2 provides a background on technologies and concepts related to the thesis.
Section 3 introduces the thesis research questions. Section 4 describes the sci-
entific research contributions of the thesis. Section 5 describes the research
methods adopted in this thesis. Section 6 contains the list of appended scien-
tific publications. Finally, Section 7 provides conclusions and outlines future
work.
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vPGW vPGW

Figure 1: NFV based network deployment

2 Background
In this section, we present the underlying concepts and technologies that are
investigated in this thesis. We provide a brief overview of virtualization, net-
work functions virtualization (NFV) and cloud computing. In addition, we
briefly describe datacenter network performance, particularly the roles of load
balancing and transport protocols are explained.
Fig 1 puts the main concepts into perspective. It presents the NFV-based

network deployment and service (both mobile and fixed networks). The virtu-
alization technology is used to virtualize the physical infrastructures (e.g., com-
pute, network, storage) of distributed telecom datacenters (cloud datacenters)
enabling the consolidation of different network functions on the same physical
hardware. The datacenter network interconnects the datacenter resources and
enables communication between them. The operator’s network provides in-
terconnection between the different datacenters and presents a coherent pool
of resources. The management and network orchestration (MANO) module
has a global view of the resources and manages the infrastructure resources
and orchestration of the VNFs.

2.1 Virtualization
Virtualization is an abstraction of physical resources that enables multiple
VMs to run on the same physical server. The virtual machine applications are
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(a) Type-1 hypervisor (b) Type-2 hypervisor

(c) Container virtualization

Figure 2: Virtualization techniques

isolated from each other and unaware of the virtualization of the underlying
resources. The abstraction of the physical resources is provided by a software
layer called the hypervisor or the virtual machine monitor (VMM). The hy-
pervisor manages the physical resources and schedules between the VMs. The
VMs are configured with virtual resources such as virtual CPU (vCPU) and
does not own physical resources (e.g., physical CPU [pCPU]).
A hypervisor is called Type-1 (see Fig 2a) when it directly runs on the

physical hardware and Type-2 (see Fig 2b) when it runs on the host operating
system (OS) [12]. A Type-1 hypervisor does not require a host OS and is
sometimes called a bare-metal or native hypervisor [13]. Compared to a Type-
1 hypervisor, the extra layer between the physical resources and the VM in a
Type-2 hypervisor results in hardware inefficiency. The VMware ESXi [14],
Xen [15], KVM [16], and Microsoft Hyper-V [17] are examples of Type-1
hypervisors whereas VMware Player, VirtualBox [18], and QEMU [19] are
Type-2 hypervisors.
A hypervisor-based virtualization offers great flexibility since each VM is

free to choose its own operating system independently of the host. However,
hypervisors constitute a level of indirection where all resource accesses go via
the virtualization layer, which may result in performance degradation. For
example, the CPU scheduler may affect the overall performance of the VM(s).
Unlike the CPU scheduler of the guest OS (G-OS) which schedules vCPU
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time to processes, the CPU scheduler in the hypervisor layer allocates pCPU
time to vCPUs based on their entitlement. The pCPU scheduling latency for
vCPU and context-switching cost from the guest to the hypervisor to run
the pCPU scheduler results in additional delay. The overhead is more visible
on frequent context-switching, i.e., frequent scheduling and de-scheduling of
a vCPU, and incurs a non-negligible and variable latency [20].
Container-based light-weight virtualization (see Fig 2c) is an alternative to

hypervisor-based virtualization [21]. In this type of virtualization, the OS re-
sources (e.g., files, system libraries, routing tables, etc.) are virtualized to create
multiple execution environments called containers on top of the same OS ker-
nel. Container-based virtualization has a limited flexibility since the host OS is
shared between the guest instances. Linux containers (LXC) [22], Docker [23],
and FreeBSD jails [24] are examples of container-based virtualization.
In this thesis, for our work on performance measurement and analysis

(Paper I), we used a hypervisor-based virtualization platform. CPU and net-
work I/O virtualization overheads predominantly contribute to virtualization
delay. In the next subsections, we present the techniques used for CPU and
network I/O virtualization and discuss the pros and cons of each scheme.

2.1.1 CPU Virtualization

There are three types of virtualizations based on how sensitive and privileged
instructions are executed on the x86 system [25]. These are:

• Full virtualization: In this type of virtualization, the hypervisor pro-
vides CPU emulation to handle and modify privileged and protected
CPU operations of the guest OS kernels. Userspace operations are run
unmodified at the native speed. Full virtualization can incur large per-
formance overheads since it uses emulation, but offers the best isolation
and security for VMs, and simplifies migration and portability as the
same G-OS instance can run virtualized or on native hardware.

• Para virtualization: This type of virtualization involves modification of
the G-OS kernel to replace non-virtualized instructions with hypercalls
that communicate directly with the hypervisor. The hypervisor also
provides hypercall interfaces for other critical kernel operations such as
memory management, interrupt handling, and timekeeping. Paravirtu-
alization has lower virtualization overhead, however, the overhead may
vary depending on the workload.

• Hardware-assisted virtualization: The latest generation of x86 CPU archi-
tectures have hardware extensions to support virtualization. The Intel
Virtualization Technology (VT-x) and AMD-V allow running unmod-
ified G-OS VMs without the overheads inherent in full virtualization.
The new processors provide a new privilege layer in which the hypervi-
sor can operate, leaving the OS privilege level for the G-OS.



8 Introductory Summary

Figure 3: ESXi VM Networking data path

2.1.2 Network I/O Virtualization

Achieving a carrier-grade network I/O performance is paramount to the suc-
cess of NFV. In a virtualized system, the I/O operations traverse two separate
I/O stacks: the G-OS TCP/IP stack and the virtualization layer (see Fig 3).
Most virtualization platforms implement two types of I/O virtualization

called emulated and paravirtualized I/Os. Emulation of I/O devices interprets
accesses to I/O registers and replicates the behavior of the corresponding hard-
ware. Therefore, an emulated I/O device is an emulation of the native phys-
ical device (e.g., Intel e1000e). I/O access from the guest OS, in the form of
memory-mapped I/O (MMIO) instructions, causes a context switch, VM exit,
that returns the CPU to the host mode. On modern hardware, the cost of VM
exit/VM enter pair and I/O emulation is 3−10 μs compared to 0.1−0.2 μs for
I/O instructions on bare-metal [9]. A paravirtualized I/O device is also created
by emulating a new virtual I/O device (e.g., VMXNET3, VIRTIO, Xenfront,
etc.) designed for a virtualized environment. However, it requires a custom
device driver in the G-OS. In a paravirtualized I/O device, the guest and the
VMM exchange I/O requests in a shared memory region. Hence, it minimizes
the number of I/O interrupts and VM exits compared to the emulated I/O.
Hardware enhancements have been proposed to overcome the hypervisor

overhead in paravirtualized and emulated I/O devices. A Single-root I/O (SR-
IOV) [26] interface is an extension to the PCI Express (PCIe) and creates
virtual functions that share the resources of a physical function. With SR-
IOV, multiple VMs can have direct access to a single physical NIC. The main
drawback of hypervisor pass-through solutions such as SR-IOV is the lack of
support for features such as VM snapshots and VM migration.
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Figure 4: High-Level NFV Framework (adapted from [27])

2.2 Network Functions Virtualization (NFV)
The growth of mobile data traffic fueled by the increased usage of smartphones,
the continuous demand for new services, and competition from the disruptive
OTT players have put the telecom service providers under intense pressure.
Telecom networks are composed of proprietary hardware devices,whichmakes
network expansion and launching of new services increasingly difficult.
NFV [1] was proposed by a group of telecommunications network oper-

ators to overcome these challenges. The main goal of NFV is to leverage vir-
tualization technology to decouple the software implementation of network
functions from physical network equipment so that the network applications
can run as VMs on a general purpose server. The VNFs can be easily and
dynamically instantiated and managed at any desired location within the op-
erator’s network. The different network functions are executed as VNFs in
different points of presences (PoPs) called NFV Infrastructure-PoPs (NFVI-
PoPs) as shown in Fig 1. The NFVI-PoPs may be full-fledged datacenters,
network nodes, or smaller sites with a limited amount of resources.
NFV aims to implement network functions as software-only entities that

run over the NFV infrastructure (NFVI). To achieve this, the ETSI ISG NFV
has defined a high-level view of the NFV framework [28]. The framework
consists of three main functional blocks (see Fig 4): NFVI, VNFs, and NFV
Management and Orchestration (MANO). The NFVI domain comprises of
the physical resources (compute, network, and storage), and the software (a
hypervisor) that makes the virtualization possible. It is an environment in
which VNFs are deployed. The VNF block is a software implementation of
a network function (NF) which has well-defined interfaces and functional
behavior (e.g., virtualized residential gateway, DHCP servers, firewalls, etc.).
The NFV MANO [29] provides the functionality required for the provi-

sioning of the VNFs, and the related operations, such as the configuration of
the VNFs and the infrastructure the VNFs run on. It encompasses the manage-
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Figure 5: NFV end-to-end network service (adapted from [27])

ment, orchestration, and life-cycle management of physical and/or software
resources that support the infrastructure virtualization, and the life-cycle man-
agement of the VNFs. The NFV MANO also includes databases that are used
to store the information and data models which define both the deployment as
well as lifecycle properties of functions, services, and resources. It focuses on
all virtualization-specific management tasks necessary in the NFV framework.
In addition, it defines interfaces that can be used for communications between
the different components of the NFV MANO, as well as coordination with
traditional network management systems such as Operations Support System
(OSS) and Business Support Systems (BSS) so as to allow for management of
both the VNFs as well as functions running on legacy equipment.
In an NFV framework, the end-to-end network service (e.g., mobile voice

and data) is described by an NF Forwarding Graph (NF-FG) [27] as shown in
Fig 5. The NF-FG is a graph of virtual links connecting VNF nodes describ-
ing traffic flows between the VNFs. One or more network forwarding paths,
each of which defines an ordered sequence of VNFs and virtual links to be
traversed by traffic flows matching certain criteria, can be built on top of an
NF-FG. In NF-FG, the endpoints and VNFs of the network service are rep-
resented as nodes and correspond to devices (e.g., smartphones), applications
(e.g., firewalls and load balancers), and/or physical server applications (e.g.,
CDN server). The endpoints are connected to VNFs by a wired/wireless net-
work infrastructure. The virtualization layer abstracts the hardware resources
of the NFVI, and the VNFs run on top of it. A VNF can be composed of
different VNFs (e.g., VNF2 is composed of VNF2-A, VNF2-B, and VNF2-C)
called VNF components (VNFC). The VNF instances or VNFC can be imple-
mented on different physical resources, (e.g., servers with different capacity),
and can be deployed in geographically distributed NFVI-PoPs (datacenters) as
long as the end-to-end service performance and other policy constraints are
met.
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The capacity and performance of a network service depend on the state
and attributes of the network resources allocated to its VNF, and virtual link
instances. In order to satisfy the QoS requirements, the NF-FGs need to be
built, considering the state ofNFVI resources for VNFs (e.g., availability, load),
and virtual link instances (e.g., bandwidth, delay, delay variation, packet loss).
Since the NFVI resources are shared by different network services and their
deployment constraints are different from each other, the NFVI need to be care-
fully scheduled for multiple network services to optimize their performance
indicators [30].
NFV offers a number of benefits compared to the traditional network

service approach. The use of commodity servers and switches, the consolida-
tion of different network functions on the same platform, automated network
management and control, and optimal resource provisioning have the poten-
tial to reduce capital and operational expenses. NFV also increases the speed
and agility to support new business opportunities and improves return on
investment. Network services can be highly flexible and dynamically scaled to
address varying demands.
NFV is applicable to any data plane packet processing and control plane

functions in mobile and fixed networks. ETSI has identified a number of ex-
amples which can benefit from NFV [28]. For instance, the service provider
can take advantage of NFV by virtualizing the Customer Premises Equipment
(CPE) and the LTE Evolved Packet Core (EPC) [31]. The NFs that consti-
tute CPE (e.g., DNS server, Firewall, NAT, etc.) and EPC (e.g., the Mobility
Management Entity [MME], Serving Gateway [S-GW], Packet Data Network
Gateway [P-GW], and Policy and Charging Rules Function [PCRF]) can be
virtualized and deployed in a shared NFVI, the operator’s cloud. Then, the vir-
tualized functions can be easily updated or scaled in/out to respond to changes
in demands with limited human intervention.
Other network function candidates for NFV are switching elements (e.g.,

routers), tunneling elements (e.g., VPN gateways), traffic analysis and inspec-
tion nodes (e.g., DPI, QoE measurements).

2.2.1 NFV Requirements and Challenges

NFV has gained an increasing attention both by academia and industry due
to its anticipated benefits. To deliver these benefits, NFV must be designed to
meet a number of requirements and challenges, including the following:

• Performance: In NFV, the NFs are deployed as virtualized functions on
industry standard servers. Moreover, several VNFs are co-located for
resource optimization. This results in performance trade-offs compared
to running VNFs on a specialized hardware. Therefore, maintaining
carrier-grade network performance (e.g., low latency, high throughput,
and availability) is a challenge.

• Management andOrchestration: The NFVmanagement systemmust con-
sistently exploit the dynamics and flexibility of NFV to provide network
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and service solutions. The NFs that provide a service to a customer may
be scattered across different server pools. In such scenarios, achieving an
acceptable level of orchestration on a per-service level, instantiation of all
the required functions in a coherent and on-demand basis, and ensuring
manageability are one of the challenges [32].

• Resource Optimization: The physical resources should be efficiently uti-
lized to achieve the economies of scale expected from NFV. The default
configuration may result in sub-optimal resource allocation and con-
sumption [33]. Thus, efficient algorithms should be used to determine
on to which physical resources (servers) network functions are placed,
and be able to move functions from one server to another to achieve
load balancing, energy saving, recovery from failures, etc.

• Security, Privacy, and Resilience: NFV-based services should not impair
the security, privacy, and resilience of telecom networks. In case public
clouds are adopted for deployment of VNFs, privacy is a main concern.
The VNFs represent subscriber services and deploying them in public
clouds may result in the transfer of personally identifiable information
to the cloud. Since NFV delivers software enabled automated provision-
ing of network functions, it can also open security vulnerabilities such
as automated network configuration exploits, orchestration exploits, ma-
licious misconfiguration, and SDN controller exploits. Thus, ensuring
the privacy and security requirements is a challenge [34, 35].

This thesis partially attempts to address two of the above challenges: the net-
work performance and resource optimization. Paper I primarily focuses on the
understanding of the network performance overhead of virtualization, partic-
ularly latency. Paper II relies on Paper I and proposes a solution to overcome
network performance and resource optimization problem. The solution was
demonstrated based on LTE EPC VNFs deployment and provisioning in tele-
com distributed NFVI-PoPs (datacenters). Paper III also aims at improving
network performance and efficient utilization of datacenter network. Hence,
it implicitly addresses the resource optimization problem in addition to miti-
gating latency and improving throughput.

2.3 Cloud Computing
Cloud computing is a model for enabling dynamic, online access to a shared
pool of computing resources (e.g., networks, servers, storage, and applications)
that can be rapidly provisioned and released with minimal service provider
interaction [36]. It has the benefits of lowering operational cost, high scalability,
i.e., services can be easily scaled in order to handle increases in demand, and ease
of access to services over the Internet. Cloud computing employs virtualization
technology to provide computing resources as a utility. It shares some features
with grid computing, utility computing, and autonomous computing but also
differs from them in other aspects [37].
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There are three categories of cloud service models. The software as a ser-
vice (SaaS), platform as a service (PaaS), and infrastructure as a service (IaaS).
The SaaS is the offering of applications over the Internet. In Saas, the user does
not require any hardware or software installation, and hence SaaS is operating
system (OS) agnostic. Some examples of SaaS are Microsoft Office 365, Drop-
box, and G Suite. PaaS implies providing hardware and software tools (e.g.,
OS, software development frameworks) to develop, run, and manage applica-
tions. The Google App Engine andMicrosoft Windows Azure are examples of
PaaS. IaaS is an on-demand provisioning of computing infrastructure including
servers, storage, and networking hardware. Amazon Web Services (AWS) and
Google Cloud Platform (GCP) are examples of IaaS.
On the basis of how it is deployed, a cloud service can be public, private, or

hybrid. In a public cloud, services are offered to the general public. The cloud
user is free of initial investment on infrastructure but lack fine-grained control
on data, network, and security settings. Private clouds are services within the
enterprise’s internal datacenter. Unlike public cloud services, the private cloud
offers the highest degree of control over performance, reliability, and security.
A hybrid cloud is a combination of public and private clouds. In a hybrid
cloud, some of the services run in private cloud while the remaining part
runs in public cloud. In that way, it provides better control and security over
application data compared to public cloud, while still facilitating on-demand
service expansion.

2.3.1 Cloud Computing and NFV

While cloud computing predates NFV, they have many features in common.
Both NFV and cloud computing leverage virtualization to decouple software
from hardware to consolidate virtual machines or VNFs for resource optimiza-
tion. The NFV architectural framework can be mapped to the cloud service
model. The physical and virtual resources in NFVI correspond to the IaaS
cloud, while the services and VNFs in NFV are similar to the SaaS service
model in cloud computing [3]
The flexibility of cloud computing, such as the rapid deployment of new

services and ease of scalability, makes the cloud the best candidate to achieve
efficiency and cost reduction in NFV. However, the telecom networks are
different from the cloud computing environment. In particular, the telecom
services have low latency, very high availability and reliability requirements.
Therefore, the cloud needs to be adapted in order to achieve carrier-grade net-
work performance requirements.
Our experiments for the network performance profiling (Paper I) was based

on a private cloud testbed built on a VMware virtualization platform so that
we have full control of the environment. There are no other workloads which
interfere with the experiments. Unfortunately, we did not have the chance to
conduct our analysis based on the typical telecom network functions since
such applications are usually not readily available. Rather, we used custom
applications which allow us to generate traffic scenarios similar to telecom
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applications.

2.4 Datacenter Network Performance
From an NFV perspective, the datacenter (NFVI-PoP) is the premises where
the NFVI-nodes (compute, storage, and networking resources) used to execute
the network functions are deployed. Telecom operators build geographically
distributed datacenters of different scale (small, medium, and large) to deliver
their services with an improved user experience.
The datacenter network plays an important role in facilitating commu-

nication between datacenter servers. Thus, the network topology should be
carefully designed as it affects the performance of datacenter applications. The
order of the number of servers is one of the factors that influence the design of
the network topology. For example, for a small datacenter with tens of servers,
a simple tree-like topology may be suitable. On the other hand, high-capacity,
scalable, fault-tolerant topologies (e.g., Clos, Jellyfish, BCube) [38] need to be
adopted if the number of servers is in the orders of few hundreds.
The datacenter network has distinct characteristics compared with the In-

ternet, such as very low round trip times (RTT) in the orders of microseconds,
very high data rates (Gb/s), regular topology, and latency generally matters
far more than throughput. Thus, protocols that are commonly used in the
Internet may not perform well in the datacenter.
The datacenter network is built from shallow-buffered commodity switches

[39], which are shared by multiple ports. When many flows converge on the
same egress port of the switch, network congestion may be experienced due
to queue overflows.
The nature of the datacenter traffic also poses another network perfor-

mance problem. Telecom network applications, i.e., the VNFs, generate a di-
verse mix of short (e.g., alarms and notifications, signaling traffic, etc.) and long
(e.g., VNF migration traffic, profiling and analytics data) traffic flows. When
long and short flows share the same queue, the packet drop on latency-sensitive
short flows can severely degrade performance. Even if packets are not lost, the
short flows experience increased latency when queued behind packets from
the long flows [39].
Improving the network performance in the datcenter has been one of the

research focuses in cloud computing. The research solutions aim at the efficient
utilization of the datacenter network and network congestion mitigation. In
the proceeding,we introduce load balancing and transport protocol approaches
which are often used to achieve these goals.

2.4.1 Load Balancing

Congestion can be experienced in the datacenter network even when there
are spare capacity elsewhere [40]. The use of an algorithm that can evenly
load balance the traffic among the available multiple paths of the datacenter
topology can remedy the problem.
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Equal Cost Multi-Path (ECMP) is the most commonly used routing strat-
egy to load balance the datcenter network. It determines the path of a packet
among all the shortest paths based on the hash value of a flow's five-tuples.
However, ECMP performs poorly primarily due to (i) its lack of global con-
gestion information, and (ii) hash collision among elephant flows, i.e., when
the hash values of two or more elephant flows collide, they are routed on the
same link with reduced throughput although other paths may be completely
free, and (iii) inability to differentiate flows [41, 42].
Several works have been proposed to address the limitations of ECMP.

In Fastpass [43], each sender delegates control to a centralized arbiter to de-
cide when (i.e., a timeslot) the packet should be transmitted, and what path it
should follow to prevent assigning multiple packets to a link in a single times-
lot. Hedera [44], MicroTE [45], and Mahout [46] re-route elephant flows to
compensate for the inefficiency of ECMP by hashing them onto the same path.
Presto [41] divides flows into equal-sized units of packets called flowcells at
virtual switch (vSwitch) in the end-host and distributes them evenly to load
balance the network. Presto also employs a centralized controller to react to
occasional asymmetries in topology such as failures. CONGA [42] splits traffic
into flowlets and use in-network congestion feedback mechanisms to estimate
load and allocate flowlets to paths based on the congestion feedback.

2.4.2 Transport Protocols

A transport protocol plays an essential role to achieve the networkQoS require-
ments in the datacenter. The major goals of a datacenter transport protocol
are to guarantee data delivery at the highest possible rate and with the lowest
latency to meet the demands of datacenter applications. To this end, a trans-
port protocol that offers reliable, in-order data delivery is preferred over the
unreliable and best-effort protocol.
The Transmission Control Protocol (TCP) [47] and Stream Control Trans-

mission Protocol (SCTP) [48] are the two standard connection-oriented trans-
port protocols that can be used for reliable data delivery in the datacenter. TCP
is a byte-stream, in-order data delivery transport protocol. In contrast, SCTP is
a message-oriented protocol and ensures reliable, in-sequence transport of mes-
sages. Both TCP and SCTP achieve a reliable end-to-end transfer by employing
a positive acknowledgment (ACK) and re-transmission of the lost packet.
SCTP shares the flow and congestion control features of TCP, but also has

a number of unique attributes, such as support for multi-homing and multi-
streaming [48]. Multi-homing allows the two endpoints of a connection to
declare multiple interfaces (IP addresses) and provides an alternate route for
the data in case the interface in use fails. The SCTP multi-streaming feature
allows creating multiple data streams that can be independently sequenced and
delivered. Thus, it lessens head-of-line blocking since the loss of a message in
one stream will only affect delivery within that stream.
In Paper I, we study the performance of TCP and SCTP in our cloud

testbed, primarily to understand how end-to-end latency is affected when these
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protocols are used in a virtualized environment. There are already existing
works which analyze the effects of virtualization on the behavior of the TCP
protocol [10]. Hence, our analysis focuses on the application-level response
time rather than the RTT variation of the protocols.
A congestion control algorithm is the main engine of a transport protocol.

It is the mechanism by which a transport protocol controls congestion and
keep the traffic below the capacity of the network. Several congestion control
algorithms have been proposed for TCP, most of which consists of two phases:
a slow-start phase and a congestion-avoidance phase. These phases determine
the sending rate of TCP. In the slow-start, the congestion window is doubled
every RTT, leading to an exponential increase of the sending rate. When the
congestion window exceeds the slow-start threshold, TCP is in a congestion
avoidance phase, and the congestion window increases by one segment once
per RTT.
The TCP congestion control algorithm treats packet loss (detected through

a timeout or three duplicate ACKs) as an indication of congestion in the net-
work. Employing packet loss as a congestion signal may suit applications with
little or no sensitivity to delay or loss of individual packets. However, these
mechanisms can significantly impact the performance of latency-sensitive appli-
cations (e.g., interactive audio or video, signaling traffic, etc.). TCP determines
its appropriate sending rate by gradually increasing its congestion window
until it experiences a dropped packet, this results in a queue build-up at the
bottleneck router. Packet discarding policies at the router that are not sensitive
to the load of individual flows (e.g., tail-drop) may drop some of the packets
of latency-sensitive flows. Moreover, such drop policies may lead to synchro-
nization of loss across multiple flows [49].
Explicit Congestion Notification (ECN) is an alternative to loss-based con-

gestion signaling. ECN congestion signaling is a method that allows network
nodes (e.g., routers and switches) to propagate a congestion signal (i.e., Con-
gestion Experienced [CE] codepoint) embedded in the IP packet header to the
ECN capable transport if it would have otherwise dropped the packet. This
has the potential of reducing the impact of loss on latency-sensitive flows. In
ECN, an active queue management (AQM) mechanism at the network nodes
detect congestion before queue overflows and provide an indication of conges-
tion [49].
The regular TCP (e.g., TCP New Reno) essentially treats the ECN con-

gestion signals as packet drop, i.e., the source TCP is required to halve its
congestion window. In essence, an ECN-capable TCP reacts to the presence
rather than the extent of congestion. Reducing the congestion window by half
results in under-utilization and loss of throughput in a high-speed datacenter
environment. Datacenter transport protocols such as DCTCP [39], and its
derivatives (e.g., D2TCP [50]) address this problem by adopting an instant
queue length based ECN congestion signaling which allows to react to the
extent of congestion.
In DCTCP, the network switches mark the packet when the queue length

is greater than a configured marking threshold. When an ECN-marked packet
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is received by the DCTCP receiver, it sets an ECN-Echo flag in the ACK packet
to convey the flag to the DCTCP sender. The sender maintains an estimate of
the fraction of packets marked. Then, the sender cuts its congestion window
in proportion to the fraction of marked packets, unlike TCP which always
reduces its window size by a factor of 2 in response to a marked ACK. A
DCTCP sender reacts to congestion as soon as the queue length exceeds the
threshold value, which keeps queuing delay very low. DCTCP shares the other
features of TCP such as slow start, additive increase in congestion avoidance,
and fast recovery from packet loss.
Multiple network paths are common between pairs of endpoints on the

Internet [51, 52] and datacenters have many redundant paths between servers.
Resource usage within the network would be more efficient were it possible
for these multiple paths to be used concurrently. In single path protocols such
as TCP, DCTCP, etc., a flow cannot be load balanced across multiple paths
within the network since it results in packet reordering. The TCP protocol
misinterprets the reordering as congestion and unnecessarily slows down.
Multipath protocols such as parallel TCP (pTCP) [53], Concurrent Multi-

path Transfer for SCTP (CMT-SCTP) [54], andMultipath TCP (MPTCP) [55]
were proposed with the goal of improving the overall throughput for a flow
and to provide a better reliability in case of path failures in a network that
provides multiple paths between endpoints. Among these protocols, MPTCP
has been already standardized by IETF [55].
MPTCP is an extension of TCP that has been implemented in several plat-

forms such as Linux Kernel, Apple iOS,macOS, and FreeBSD. MPTCP sets up
multiple subflows to simultaneously transfer data across the available multiple
paths. An MPTCP session starts with an initial subflow, which is similar to a
regular TCP connection. Additional subflows can be established after the first
subflow is set up. Each subflow is similar to a regular TCP connection but is
bound to an MPTCP session. The MPTCP protocol uses a coupled multipath
congestion control [56] that links the congestion window of each subflow and
dynamically adjust the congestion window of each subflow according to the
congestion information of the path.
MPTCP achieves robustness and resilience to link failures, provides seam-

less handovers over different networks for communication with smart devices
equipped with multiple access interfaces such as Ethernet, WiFi, and 3G/4G.
MPTCP also exploits the available network resources by load balancing traffic
over all equal cost paths of the datacenter network. However, MPTCP per-
forms poorly in terms of latency in a datacenter network since it, in the same
way as single-path TCP, uses packet losses as a congestion signal.
Recently, a new multipath-aware datacenter transport protocol, NDP [57],

has been proposed. NDP uses receiver-based pacing to balance the incoming
rate to the per-interface line rate and maintains very shallow switch buffers
to overcome queuing delay. When the switch queue fills, the switches trim
packets to headers and priority forward the headers. NDP’s design impacts the
whole network stack including the switch, routing, and is completely a new
transport protocol. Hence, NDP may face deployment challenges. NDP has
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also been shown to perform poorly for short messages in terms of latency since
it employs only two priority levels with static assignment, and also significantly
hurt performance at high network load as it wastes bandwidth at receiver
downlink [58].
This thesis partly aims at designing a multipath transport protocol which

leverages the features of MPTCP and DCTCP, to achieve low latency and high
throughput requirements of datacenter applications.

3 Research Questions
The main research objective of this thesis is

Tomitigate latency in virtualized telecom networks to satisfy the low latency
requirement of applications and services.

In order to achieve this objective, we identify the following research questions
that we attempt to answer:

RQ1 What is the delay overhead incurred by virtualizing telecom network func-
tions?

In a virtualized system, it is reasonable to anticipate some overhead due
to the virtualization layer, compared to a non-virtualized system. Tele-
com network services have strict network performance requirements
(e.g., low latency). Successful virtualization of telecom network func-
tions starts with a comprehensive understanding of where the overhead
comes from. The network performance of telecom network functions
can also be affected by other network functions or virtualized applica-
tions competing for the same resources. The analysis of the network
performance of co-located VNFs is key in resource allocation of VNFs
to maintain similar network performance as in a non-virtualized sys-
tem. We performed extensive profiling and analysis in a controlled cloud
testbed, to further the understanding of the problem.

RQ2 How can we ensure both the latency requirements of applications and cost-
efficient operation in virtualized telecom networks?

Achieving both the QoS requirements (e.g., end-to-end delay) and mini-
mizing the cost of operation is a complex process. The network perfor-
mance and the cost are affected by factors such as the traffic load, the
resources allocated to VNFs, the number of instantiated VNFs, and the
deployment sites of VNFs service chains. To guarantee the end-to-end
latency, the VNFs should be provisioned with sufficient resources (e.g.,
CPU cores, network bandwidth), be deployed close to the user, and the
overhead of virtualization should be taken into account. On the other
hand, to minimize the cost of operation, resource over-provisioning
should be avoided. An optimization technique can be used to meet both
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the latency and cost requirements. The optimization model enables the
relationship between the different entities to be formulated and opti-
mized on the basis of the defined objective function. Thus, we propose
an optimization model for placement and provisioning of VNFs.

RQ3 How can we improve network performance in telecom datacenters?

The telecom VNFs are deployed in cloud datacenters and are expected
to support services with strict network QoS requirements such as low
latency, high reliability, and high throughput. To meet the QoS of these
services, network performance degradation in telecom cloud datacen-
ters needs to be mitigated. For example, the network topology needs to
offer higher aggregate bandwidth and robustness by creating multiple
paths. Improving and/or developing a transport protocol that simulta-
neously delivers high bandwidth and utilization at low latency is equally
important. In the datacenter, the main cause of network performance
degradation is network congestion. Thus, a transport protocol which
quickly detects an incipient congestion as well as efficiently utilizes the
datacenter network capacity is desired. We develop amultipath transport
protocol to achieve these goals.

4 Contributions
This thesis provides an understanding of the challenges of ensuring carrier-
grade network performance in virtualized telecom networks with an emphasis
on network latency and proposes solutions to address some of the problems.
The main contributions of the thesis are:

1. A better understanding of the delay overhead of virtualization.

We contribute to the understanding of the network performance effects
of virtualization, particularly latency, by conducting controlled measure-
ments and packet trace analysis at the virtualization layer. In contrast to
previous works, we identify the delay overhead of the components of
the virtualization layer, perform a thorough analysis of the performance
of transport protocols such as TCP and STCP, and study the impact of
kernel optimizations on end-to-end latency in a virtualized environment.
A detailed analysis of the interaction of co-located virtual machines of
different workloads on the end-to-end latency is also provided. In this
contribution we address RQ1.

2. A solution to ensure both the latency requirements of applications and cost-
efficient operation in virtualized telecom networks.

One of the goals of virtualizing telecom network functions is to reduce
cost by efficiently utilizing resources. Thus, several virtual network func-
tions are deployed on the same physical hardware. The interaction of
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the virtualized network functions of various workloads competing for
resources and the overhead of virtualization can result in QoS degra-
dations. To overcome this challenge, we propose a way to optimally
place VNFs and provision resources, something which answers RQ2.
Although several works exist to address this problem, our approach dif-
fers from these works in that it provides a fine-grained end-to-end latency
model which also accounts for the delay overhead of virtualization as
one of the constraints to ensure the delay guarantees of applications.

3. Amultipath transport protocol to improve network performance in telecom
datacenters.

In NFV, the virtualized telecom network functions are deployed at telco
cloud datacenters of different sizes. A carrier-grade network performance
such as low latency should be maintained even if the VNFs run in virtu-
alized datacenter infrastructure. The deployment of VNFs at distributed
datacenters close to the end-user is believed to reduce propagation delay
and Internet network congestion. However, network congestion in the
datacenter network can still result in a significant increase in latency and
throughput degradation. To mitigate the problem, we developed a mul-
tipath transport protocol which can quickly detect and react to conges-
tion. Unlike existing multipath protocols, our solution exploits Explicit
Congestion Notification (ECN) to quickly detect an incipient conges-
tion and queue overflows to reduce latency. The protocol also efficiently
utilizes the multiple paths of the data center topology to achieve high
network throughput and can be safely deployed with regular DCTCP.
This contribution addresses RQ3.

5 Research Methodology
Computer Science (CS) is a systematic study of algorithmic processes that
describe and transform information [59, 60]. The CS field is a combination of
science, engineering, andmathematics [59]. The study of information processes
in CS follows a scientific paradigm of forming hypothesis and testing through
experiments. The engineering aspect is tied to the design and development
of complex hardware and software systems. The mathematical nature stems
from the use of mathematics to build theories of computation and design of
computational systems [60].
Scientific research is described by using rigorous methods for achieving a

new knowledge. Scientific methods are an iterative cycle of literature review,
problem formulation, hypothesis description, and analysis.
In CS, four scientific methods are commonly used: experimental, analyti-

cal, simulation, and emulation [61]. The experimental method involves the use
of experiments with real-world implementations and measurements. The real
world experiments have the lowest level of abstraction, but it is often difficult
to design the experiment and difficult to control environmental factors. In
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the analytical/theoretical approach, a system is represented by mathematical
models or theories. In the simulation method, a model of a real system is im-
plemented as computer programs. A simulation method offers the possibility
to study complex systems, and investigate systems outside the experimental
domain. Computer simulations involve detailed features of the underlying sys-
tem, but are often based on assumptions and artificial modeling to achieve a
certain degree of accuracy. Emulation method is a middle ground between real
measurements and simulations. Some of the components of the experiment
are abstracted while others run in a real environment.
In this thesis, all methods except emulation are exploited. For the measure-

ments and analysis (Paper I), we mostly relied on testbed experiments, since
the other methods impose complexity and abstraction to design a true rep-
resentative of a virtualized environment. For example, using emulation adds
another level of abstraction and results in lack of accuracy. There are several
cloud simulation tools to study the network performance of cloud computing
systems. However, a simulation method is not suitable for the problem we
want to address in Paper I since modeling these kinds of problems requires
different simplifying assumptions. A real measurement allowed us to control
workload generation, resource configuration, traffic capture, and observe the
interaction between different parameters. However, there were also several
challenges during the experiment. First, the VMWare ESXi hypervisor source
code is not open source, and hence it was difficult to reason about some of
the observations during the experiment. The other challenge was related to
traffic cpature. We used a tracing tool provided by VMware, but the tool some-
times became unresponsive during the capture process. As this tool is not open
source, it was also difficult to analyze how it might have impacted the profiling.
ForPaper II,we used the analyticalmethod and simulation. Amathematical

model obviously fits due to the nature of the problem, and simulation is the
straightforward method to verify the model. Real experiments are challenging
for this problem since it requires both financial and time investments. It can
take a long time to build a distributed cloud environment and validate the
model. Emulation might have been used in Paper II, but it still takes time to
build the experimental environment, implement and validate the model. One
of the challenges in Paper II was the validation of the model. Since the model
was an extension of a previous model, we were interested to validate our model
with the previous one. However, the data used to analyze the previous model
was not readily available.
In Paper III, simulation and mathematical modeling are used. This work

is in its early stage, thus it makes sense to start with the analytical model and
then verify with simulation. However, we intend to implement the protocol
and conduct real-world experiments using actual traffic scenarios. We also aim
to exploit an emulation approach after the protocol is implemented since it
will be easier to design datacenter topologies and provides the flexibility to
tune parameters. The main problem that we encountered in Paper III was the
lack of a fully functional MPTCP implementation in the most commonly used
network simulators such as NS-2 and NS-3. We intended to extend our solu-
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tion based on the patches and implementations of MPTCP available in NS-2
and NS-3 since the simulators are well developed and have rich features to per-
form simulations. However, the MPTCP implementation was not functioning
properly, so we finally resorted to the htsim network simulator.

6 Summary of Appended Papers
This section consists of a summary of the appended papers and their main
contributions.

Paper I – Analysis of Network Latency in Virtualized Environments

In this paper, we perform controlled experiments to study the overhead of
virtualization, its impact on the end-to-end latency of virtualized applications
and performance of transport protocols, and the interaction of VMs of different
workloads. By analyzing packet traces in the virtualization layer, the packet
delay breakdown of a virtualization layer is obtained. The delay overhead
of virtualization results in an increase of the response time of applications
compared to the non-virtualized system. However, no impact is observed on
the performance of transport protocols. The result also indicates an increase
in the response time of latency sensitive VMs when deployed with a higher
number of other VMs or when the co-located VM(s) are throughput sensitive.

Paper II – A Model for QoS-Aware VNF Placement and Provisioning

In this paper, we propose an optimization model for the placement of VNFs
that ensures both the latency requirement of telecom network applications
and cost efficiency. A related VNFs placement model is extended by a fine-
grained latency model. We formulate the end-to-end latency of VNFs service
chain including the virtualization overhead obtained from the measurement
data in Paper I. The end-to-end latency is used as one of the constraints for
the optimization model. We evaluated the model with a simulated network,
and it indeed converges faster. The model deploys the VNFs on cheaper nodes
while the end-to-end latency is guaranteed. We compared the original model
with and without considering the overhead of virtualization. Our results show
that when the virtualization delay is not included in the end-to-end latency,
the placement result may violate the latency requirement.

Paper III – MDTCP: Towards a Practical Multipath Transport Protocol
for Telco Cloud Datacenters

This paper proposes a multipath transport protocol MDTCP which employs
ECN to quickly detect and react to congestion in telco cloud datacenters.
MDTCP builds on MPTCP but uses DCTCP subflows rather than regular
TCP subflows. Hence, the MDTCP subflows react to congestion signals in
the same way as in regular DCTCP. However, the subflows window increase
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is coupled. The coupling parameter is different from that of MPTCP and is
obtained by solving the fluid model of MDTCP and DCTCP. The evaluation
of MDTCP with various simulated traffic scenarios indicates that it achieves
higher network utilization than existing single path protocols such as DCTCP
and NDP, and than the multipath protocol MPTCP. MDTCP also improves la-
tency compared to MPTCP, and performs as good as DCTCP andNDP except
in some scenarios (e.g., incast communication).

7 Conclusions and Future Work
This work aims at addressing the latency challenge of virtualizing telecom
network functions to ensure the latency requirements of telecom network
services and applications. The thesis approaches the problem in three ways:
understanding the impact of virtualization, devising a solution to mitigate the
effect of virtualization, and developing solutions that can further improve the
network performance of telecom networks.
To understand the delay overhead of virtualization, comprehensive mea-

surements and analysis are performed in a controlled virtualized environment.
The impact of virtualization on the performance of transport protocols, and
the interaction of VMs of different workloads on the end-to-end latency are
investigated. The study primarily resulted in the delay breakdown of the over-
head of virtualization and an understanding of the impact of co-locating VMs
of different workloads on the end-to-end latency.
The thesis then answers the question of how to deal with the delay over-

head of virtualization and minimize the interference between co-located VMs
to satisfy the latency requirements of applications. To overcome this challenge,
a placement and provisioning optimization model are proposed. The solution
deploys and allocates VNFs at cost-efficient locations in distributed telco cloud
datacenters or PoPs while ensuring the latency requirement. To guarantee the
latency requirement, a fine-grained end-to-end latency model, which also in-
cludes the delay overhead of virtualization, is considered as one of the con-
straints of the optimization model. The optimization model also overcomes
the interference of co-located VNFs since the latency model is dependent on
the traffic loads of VNFs service chain.
The VNFs of telecom network functions are deployed in telco cloud data-

centers. Hence, an improved network performance in the datacenter network
plays a significant role to ensure the latency requirements of telecom applica-
tions. Network congestion is themain reason for increased delay in a datacenter
network. In this thesis, we develop a multipath transport protocol, MDTCP,
to mitigate network congestion as well as to efficiently utilize the datacenter
network capacity.
We have proposed solutions which aim to mitigate latency in a datacenter.

However, the MDTCP protocol is yet to be implemented and tested in real
networks. Hence,we aim to implementMDTCP in the LinuxKernel and carry
out a real-world evaluation of the protocol. The MDTCP protocol can also
be used over the Internet to ensure the end-to-end reliability and low latency
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in 5G networks. The challenge is the lack of support for ECN at various
network nodes in the Internet. Therefore, in our future work we will also
focus on adapting MDTCP so that it works on the Internet, and integrate it
with the Low Latency, Low Loss, Scalable Throughput (L4S) Internet Service
architecture.

References
[1] B. Han, V. Gopalakrishnan, L. Ji, and S. Lee. “Network Function Vir-

tualization: Challenges and Opportunities for Innovations”. In: IEEE
Communications Magazine 53.2 (2015), pp. 90–97.

[2] ETSI NFV ISG. Network Functions Virtualization, white paper. 2012.
url: https://portal.etsi.org/nfv/nfv_white_paper.pdf
(visited on 03/20/2018).

[3] R. Mijumbi, J. Serrat, J.-L. Gorricho, N. Bouten, F. De Turck, and
R. Boutaba. “Network Function Virtualization: State-of-the-Art and
Research Challenges”. In: IEEE Communications Surveys & Tutorials
(2016), pp. 236–262.

[4] S. Abdelwahab, B. Hamdaoui, M. Guizani, and T. Znati. “Network
Function Virtualization in 5G”. In: IEEE Communications Magazine
54.4 (2016), pp. 84–91.

[5] G. Wang and T. Ng. “The Impact of Virtualization on Network Perfor-
mance of Amazon EC2 Data Center”. In: INFOCOM, 2010 Proceedings
IEEE. Mar. 2010, pp. 1–9.

[6] W. Jon, S. Fabian, and T. Renata. “Explaining Packet Delays Under
Virtualization”. In: SIGCOMM Comput. Commun. Rev. (Jan. 2011),
pp. 38–44.

[7] X. Song, J. Shi, H. Chen, and B. Zang. “Schedule Processes, Not VC-
PUs”. In: Proceedings of the 4th Asia-Pacific Workshop on Systems. ACM,
2013.

[8] J. Rao and X. Zhou. “Towards Fair and Efficient SMP Virtual Machine
Scheduling”. In: ACM SIGPLAN Notices. ACM. 2014, pp. 273–286.

[9] L. Rizzo, G. Lettieri, and V. Maffione. “Speeding Up Packet I/O in Vir-
tual Machines”. In: Architectures for Networking and Communications
Systems (ANCS), 2013 ACM/IEEE Symposium on. IEEE. 2013, pp. 47–58.

[10] A. Kangarlou, S. Gamage, R. R. Kompella, and D. Xu. “vSnoop: Im-
proving TCP Throughput in Virtualized Environments via Acknowl-
edgement Offload”. In: Proceedings of the 2010 ACM/IEEE International
Conference for High Performance Computing, Networking, Storage and
Analysis. IEEE Computer Society. 2010, pp. 1–11.



Telecom Networks Virtualization: Overcoming the Latency Challenge 25

[11] I. Parvez, A. Rahmati, I. Güvenç, A. I. Sarwat, and H. Dai. “A Survey
on Low Latency Towards 5G: RAN, Core Network and Caching So-
lutions”. In: (2017). eprint: 1708.02562. url: http://arxiv.org/
abs/1708.02562.

[12] G. J. Popek and R. P. Goldberg. “Formal Requirements for Virtualiz-
able Third Generation Architectures”. In: Communications of the ACM
(1974), pp. 412–421.

[13] Z. Gu and Q. Zhao. “A State-of-the-Art Survey on Real-Time Issues in
Embedded Systems Virtualization”. In: Journal of Software Engineering
and Applications (2012).

[14] VMware. The Architecture of VMware ESXi. url: %7Bhttps://www.
vmware.com/content/dam/digitalmarketing/vmware/en/pdf/
techpaper/ESXi_architecture.pdf%7D (visited on 04/15/2018).

[15] Xen. XenHypervisor. url: http://www-archive.xenproject.org/
products/xenhyp.html (visited on 04/15/2018).

[16] A. Kivity, Y. Kamay, D. Laor, U. Lublin, and A. Liguori. “KVM: The
LinuxVirtualMachineMonitor”. In: Proceedings of the Linux symposium.
2007.

[17] A. Velte and T. Velte. Microsoft Virtualization with Hyper-V. McGraw-
Hill, Inc., 2009.

[18] J. Watson. “VirtualBox: Bits and Bytes Masquerading as Machines”. In:
Linux J. (Feb. 2008).

[19] F. Bellard. “QEMU, a Fast and Portable Dynamic Translator”. In: Pro-
ceedings of the Annual Conference on USENIX Annual Technical Confer-
ence. USENIX Association, 2005.

[20] L. S. Jin Heo. Deploying Extremely Latency-Sensitive Applications in
VMware vSphere 5.5. 2013. url: https://www.vmware.com/content/
dam/digitalmarketing/vmware/en/pdf/techpaper/latency-
sensitive-perf-vsphere55-white-paper.pdf%5C (visited on
03/25/2018).

[21] A. M. Joy. “Performance Comparison Between Linux Containers and
VirtualMachines”. In:ComputerEngineering andApplications (ICACEA),
2015 International Conference on Advances in. IEEE. 2015, pp. 342–346.

[22] A. Grattafiori. “Understanding and Hardening Linux Containers”. In:
Whitepaper,NCCGroup (2016). url: https://www.nccgroup.trust/
globalassets/our- research/us/whitepapers/2016/april/
ncc_group_understanding_hardening_linux_containers-1-
1.pdf (visited on 04/20/2018).

[23] D. Merkel. “Docker: Lightweight Linux Containers for Consistent De-
velopment and Deployment”. In: Linux J. (Mar. 2014).

[24] P.-h. Kamp and R. N. M. Watson. “Jails: Confining the omnipotent
root”. In: In Proc. 2nd Intl. SANE Conference. 2000.



26 Introductory Summary

[25] D. Marshall. “Understanding Full Virtualization, Paravirtualization,
and Hardware Assist”. In: VMWare White Paper (2007). url: https:
//www.vmware.com/content/dam/digitalmarketing/vmware/
en/pdf/techpaper/VMware_paravirtualization.pdf (visited on
04/15/2018).

[26] K. Sandström,A. Vulgarakis,M. Lindgren, andT.Nolte. “Virtualization
Technologies in Embedded Real-Time Systems”. In: Emerging Technolo-
gies & Factory Automation (ETFA), 2013 IEEE 18th Conference on. IEEE.
2013, pp. 1–8.

[27] G. ETSI. “Network Functions Virtualisation (NFV): Architectural
Framework”. In: ETsI Gs NFV (2013). url: http : / / www . etsi .
org/deliver/etsi_gs/NFV/001_099/002/01.01.01_60/gs_
NFV002v010101p.pdf (visited on 04/15/2018).

[28] E. N. ISG. “Network Functions Virtualisation (NFV); Use Cases”. In:
(2013). url: http://www.etsi.org/deliver/etsi_gs/NFV/
001_099/001/01.01.01_60/gs_NFV001v010101p.pdf (visited on
03/15/2018).

[29] J.Quittek et al. “NetworkFunctions Virtualisation (NFV)-Management
and Orchestration”. In: ETSI NFV ISG, White Paper (2014).

[30] S. Lee, S. Pack, M.-K. Shin, E. Paik, and R. Browne. Resource Man-
agement in Service Chaining. Internet-Draft draft-irtf-nfvrg-resource-
management-service-chain-03. Work in Progress. IETF, Mar. 2016.

[31] P. Lescuyer and T. Lucidarme. Evolved Packet System (EPS): the LTE and
SAE evolution of 3G UMTS. John Wiley & Sons, 2008.

[32] Z. Bronstein and E. Shraga. “NFV Virtualisation of the Home Envi-
ronment”. In: Consumer Communications and Networking Conference
(CCNC), 2014 IEEE 11th. IEEE. 2014, pp. 899–904.

[33] P. Veitch, M. J. McGrath, and V. Bayon. “An Instrumentation and Ana-
lytics Framework forOptimal and RobustNFVDeployment”. In: IEEE
Communications Magazine (2015), pp. 126–133.

[34] S. Pearson. “Privacy, Security and Trust in Cloud Computing”. In: Pri-
vacy and Security for Cloud Computing. Springer, 2013.

[35] S. Lal, T. Taleb, and A. Dutta. “NFV: Security Threats and Best Prac-
tices”. In: IEEE Communications Magazine (2017), pp. 211–217.

[36] M. Peter andG. Timothy. “The NISTDefinition of Cloud Computing”.
In: NIST Special Publication 800-145 (2011).

[37] Q. Zhang, L. Cheng, and R. Boutaba. “Cloud Computing: State-of-the-
art and Research Challenges”. In: Journal of internet services and applica-
tions (2010), pp. 7–18.

[38] M. Al-Fares, A. Loukissas, and A. Vahdat. “A Scalable, Commodity
Data Center Network Architecture”. In: ACM SIGCOMM Computer
Communication Review. Vol. 38. 4. ACM. 2008, pp. 63–74.



Telecom Networks Virtualization: Overcoming the Latency Challenge 27

[39] M. Alizadeh, A. Greenberg, D. A. Maltz, J. Padhye, P. Patel, B. Prab-
hakar, S. Sengupta, and M. Sridharan. “Data center TCP (DCTCP)”.
In: ACM SIGCOMM computer communication review. Vol. 40. 4. ACM.
2010, pp. 63–74.

[40] T. Benson,A. Akella, andD. A.Maltz. “Network TrafficCharacteristics
ofData Centers in theWild”. In: Proceedings of the 10thACM SIGCOMM
conference on Internet measurement. ACM. 2010, pp. 267–280.

[41] K. He, E. Rozner, K. Agarwal, W. Felter, J. Carter, and A. Akella.
“Presto: Edge-based Load Balancing for Fast Datacenter Networks”. In:
ACMSIGCOMMComputerCommunicationReview. ACM. 2015,pp. 465–
478.

[42] M. Alizadeh, T. Edsall, S. Dharmapurikar, R. Vaidyanathan, K. Chu, A.
Fingerhut,F.Matus,R. Pan,N. Yadav,G. Varghese, et al. “CONGA:Dis-
tributed Congestion-Aware Load Balancing for Datacenters”. In: ACM
SIGCOMM Computer Communication Review. ACM. 2014, pp. 503–
514.

[43] J. Perry, A. Ousterhout, H. Balakrishnan, D. Shah, and H. Fugal. “Fast-
pass: A Centralized “Zero-Queue” Datacenter Network”. In: ACM SIG-
COMM Computer Communication Review (2015), pp. 307–318.

[44] M. Al-Fares, S. Radhakrishnan, B. Raghavan, N. Huang, and A. Vahdat.
“Hedera: Dynamic Flow Scheduling for Data Center Networks”. In:
NSDI. 2010.

[45] T. Benson,A. Anand,A. Akella, andM. Zhang. “MicroTE: FineGrained
Traffic Engineering for Data Centers”. In: Proceedings of the Seventh
COnference on EmergingNetworking EXperiments andTechnologies. ACM,
2011, pp. 8–20.

[46] C. A. R, K. Wonho, and Y. Praveen. “Mahout: Low-Overhead Datacen-
ter Traffic Management using End-Host-Based Elephant Detection”. In:
INFOCOM, 2011 Proceedings IEEE. IEEE. 2011, pp. 1629–1637.

[47] Transmission Control Protocol. RFC 793. Internet Engineering Task
Force, Sept. 1981.

[48] R. R. Stewart. Stream Control Transmission Protocol. RFC 4960. Sept.
2007.

[49] S. Floyd, K. K. Ramakrishnan, and D. L. Black. The Addition of Explicit
Congestion Notification (ECN) to IP. RFC 3168. Sept. 2001.

[50] B. Vamanan, J. Hasan, and T. Vijaykumar. “Deadline-aware Datacenter
TCP (D2TCP)”. In:ACMSIGCOMMComputerCommunicationReview
42.4 (2012), pp. 115–126.

[51] S. Savage, A. Collins, E. Hoffman, J. Snell, and T. Anderson. “The End-
to-End Effects of Internet Path Selection ”. In: ACM SIGCOMM Com-
puter Communication Review. ACM. 1999, pp. 289–299.



28 Introductory Summary

[52] J. Han, D. Watson, and F. Jahanian. “An Experimental Study of In-
ternet Path Diversity”. In: IEEE Transactions on Dependable and Secure
Computing (2006), pp. 273–288.

[53] H.-Y. Hsieh and R. Sivakumar. “pTCP: An End-to-End Transport Layer
Protocol for Striped Connections”. In: Network Protocols, 2002. Proceed-
ings. 10th IEEE International Conference on. IEEE. 2002, pp. 24–33.

[54] J. R. Iyengar, P. D. Amer, and R. Stewart. “ConcurrentMultipath Trans-
fer Using SCTPMultihoming Over Independent End-to-End Paths”. In:
IEEE/ACM Transactions on networking (2006), pp. 951–964.

[55] A. Ford, C. Raiciu, M. J. Handley, and O. Bonaventure. TCP Extensions
for Multipath Operation with Multiple Addresses. RFC 6824. Jan. 2013.

[56] D. Wischik, C. Raiciu, A. Greenhalgh, andM. Handley. “Design, Imple-
mentation and Evaluation of Congestion Control for Multipath TCP.”
In: NSDI. Vol. 11. 2011, pp. 8–8.

[57] M. Handley, C. Raiciu, A. Agache, A. Voinescu, A. W. Moore, G. An-
tichi, and M. Wójcik. “Re-architecting Datacenter Networks and Stacks
for Low Latency and High Performance”. In: Proceedings of the Confer-
ence of the ACM Special Interest Group on Data Communication. ACM.
2017, pp. 29–42.

[58] B. Montazeri, Y. Li, M. Alizadeh, and J. K. Ousterhout. “Homa: A
Receiver-Driven Low-Latency Transport Protocol Using Network Pri-
orities”. In: abs/1803.09615 (2018). eprint: 1803.09615. url: http:
//arxiv.org/abs/1803.09615.

[59] D. E. Comer, D. Gries, M. C. Mulder, A. Tucker, A. J. Turner, P. R.
Young, and P. J. Denning. “Computing as a Discipline”. In: Communi-
cations of the ACM (1989), pp. 9–23.

[60] P. J. Denning. “Is Computer Science Science?” In: Communications of
the ACM (2005).

[61] G. Dodig-Crnkovic. “Scientific Methods in Computer Science”. In: Pro-
ceedings of the Conference for the Promotion of Research in IT at New
Universities and at University Colleges in Sweden, Skövde, Suecia. 2002,
pp. 126–130.



Telecom Networks Virtualization
Overcoming the Latency Challenge

Dejene Boru Oljira

D
ejene B

oru O
ljira  |   Telecom

 N
etw

orks V
irtualization: O

vercom
ing the Latency challenge   |   2018:24

Telecom Networks Virtualization
Overcoming the Latency Challenge

Telecom service providers are adopting a Network Functions Virtualization (NFV) 
based service delivery model, in response to the unprecedented traffic growth 
and an increasing customers demand for new high-quality network services. In 
NFV, telecom network functions are virtualized and run on top of commodity 
servers. Ensuring network performance equivalent to the legacy non-virtualized 
system is a determining factor for the success of telecom networks virtualization. 
Whereas in virtualized systems, achieving carrier-grade network performance 
such as low latency, high throughput, and high availability to guarantee the 
quality of experience (QoE) for customer is challenging.

In this thesis, we focus on addressing the latency challenge. We investigate 
the delay overhead of virtualization by comprehensive network performance 
measurements and analysis in a controlled virtualized environment. With this, 
a break-down of the latency incurred by the virtualization and the impact of 
co-locating virtual machines (VMs) of different workloads on the end-to-end 
latency is provided. We exploit this result to develop an optimization model 
for placement and provisioning of the virtualized telecom network functions to 
ensure both the latency and cost-efficiency requirements.

To further alleviate the latency challenge, we propose a multipath transport 
protocol MDTCP, that leverage Explicit Congestion Notification (ECN) to 
quickly detect and react to an incipient congestion to minimize queuing delays, 
and achieve high network utilization in telecom datacenters.

LICENTIATE THESIS   |   Karlstad University Studies   |   2018:24

Faculty of Health, Science and Technology

Computer Science

LICENTIATE THESIS   |   Karlstad University Studies   |   2018:24

ISSN 1403-8099

ISBN 978-91-7063-952-4 (pdf)

ISBN 978-91-7063-857-2 (print)



 
 
    
   HistoryItem_V1
   PageSizes
        
     Action: Make all pages the same size
     Scale: Scale width and height equally
     Rotate: Clockwise if needed
     Size: 8.268 x 11.693 inches / 210.0 x 297.0 mm
      

        
     AllSame
     1
            
       D:20180523095547
       841.8898
       a4
       Blank
       595.2756
          

     Tall
     1
     0
     1
     823
     360
    
     qi3alphabase[QI 3.0/QHI 3.0 alpha]
     CCW
     Uniform
            
                
         1
         AllDoc
         2
              

       CurrentAVDoc
          

      

        
     QITE_QuiteImposingPlus3
     Quite Imposing Plus 3.0k
     Quite Imposing Plus 3
     1
      

        
     0
     97
     96
     97
      

   1
  

 HistoryList_V1
 qi2base





