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Network security is an important aspect that must be taken into account. Firewalls 
are systems that are used to make sure that authorized network traffic is allowed 
and unauthorized traffic is prohibited. However, setting up a firewall correctly 
is a challenging task. Their configuration files might be hard to understand even 
for system administrators.

The overall aim of this thesis is to identify firewall usability gaps and to mitigate 
them. To achieve the first part of the objective, we conduct a series of interviews 
with system administrators. In the interviews, system administrators are asked 
about the problems they face when dealing with firewalls. After having ascertained 
that the usability problems exist, we conduct a systematic literature review to get 
an understanding on the state of the art of the field. This review classifies available 
solutions and identifies open challenges. To achieve the second part of the 
objective, a set of usability metrics is proposed and mathematically formalized. A 
strong correlation between our metrics and how system administrators describe 
usability is identified.
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Abstract
Most companies have access to the Internet and their corporate networks
connected to it. There are many threats to computer systems that may entail,
for example, confidential data theft, service disruption and financial losses.
A main concern of network security is to prevent unauthorized access to
a computer network or network-accessible resources. Therefore, network
security is an important aspect that must be borne in mind. Firewalls are an
important component of network security that protect networks by controlling
incoming and outgoing traffic.

The level of security provided by a firewall depends to a large extent on how
well it is configured. However, setting up firewalls correctly is a challenging
task. Their configuration files consist of so-called rule sets that might be hard
to understand even for system administrators. The main reason for this is that
most firewall rule sets have a certain structure: the higher the position of a rule
in the rule set, the higher priority it has. Challenging problems arise when a
new rule is added to the set, and a proper position for it needs to be found or
existing rules are removed due to a security policy change. This brings us to
the usability problem associated with the configuration of firewalls.

The overall aim of this thesis is to (i) identify firewall usability problems and
(ii) address them. To achieve the first part of the objective, we conduct a series
of semi-structured interviews with system administrators. In the interviews,
system administrators are asked about the problems they face when dealing
with firewalls. After having ascertained that the usability problems exist, we
conduct a systematic literature review to get an understanding on the state
of the art of the field. This review classifies available solutions and identifies
open challenges. To achieve the second part of the objective, a set of usability
metrics is proposed and mathematically formalized. We show that there is a
strong correlation between ourmetrics and how system administrators perceive
usability.

Keywords: Network Security, Usable Security, Firewall Configuration, Sys-
tematic Literature Review, Usability Metrics, User Studies.
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1 Introduction
There are a huge number of threats to computer systems on the Internet. Thus,
network security is an important aspect that must be taken into account. One
of the means of network security is a firewall, which can be implemented in
software, hardware or as a combination of both. Its main task is to protect
segments of the network or individual computers from unauthorized access by
controlling incoming and outgoing traffic. Firewalls accept or drop packages
based on a set of predefined rules [9]. The level of protection provided by
the firewall depends heavily on the quality of its configuration file. A report
on firewall configuration files [33] showed that all 12 rule sets investigated in
the study contained errors. This result was later confirmed by another study
with 36 rule sets [34]. The latter study showed that “firewalls are still poorly
configured, a rule set’s complexity is positively correlated with the number of
errors.” Errors in rule sets are often referred to as either misconfigurations or
anomalies [2, 3, 17].

System administrators typically use a multi-phased approach for firewall
planning and implementation [15]. The NIST guideline on firewalls and
firewall policy [26] suggests five phases for this process: 1) Planning, 2) Con-
figuration, 3) Implementation, 4) Initial deployment and 5) Management. In
this thesis, we focus on the process of configuring a firewall, i.e. creating a rule
set that correctly implements a higher level security policy, and managing it.
Our main goal is to offer system administrators more usable solutions that can
facilitate their daily work. We look at the process of working with firewalls
from the system administrators’ perspective in order to understand the reasons
behind misconfigurations. This is described in more detail in Paper I. We also
conduct a systematic literature review (SLR) to find existing solutions that
can potentially reduce the amount of effort spent by administrators and at the
same time improve the quality of rule sets. Morever, this review identifies gaps
and issues that have not been adequately addressed in the literature. See Paper
II for further details. We pick out one of the identified challenges, i.e. the lack
of tools for measuring usability, and address it. Based on the results obtained
in Paper I, we propose four metrics for evaluating the usability of a rule set.
We mathematically formalize the proposed metrics and assess the coherence
of the metrics with what system administrators think about usability. More
details can be found in Paper III.

The rest of this introductory summary is organized as follows. Section 2
provides the required background information and discusses related work. The
research questions addressed are outlined in Section 3. In Section 4 we describe
the research methods used in the thesis. The main contributions of this work
are given in Section 5. The summaries of the papers are presented in Section 6.
Finally, in Section 7 we present concluding remarks and future work.
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2 Background and Related Work
This section provides the necessary background to understand the research
domain discussed in this thesis. Section 2.1 provides a comprehensive under-
standing of firewall rule sets and their peculiarities, which is crucial for the
entire research presented in the thesis. Another crucial aspect, usability, is
presented in Section 2.2, where we give its definition and discuss related work.

2.1 Firewall Rule Sets
Firewalls are systems that filter incoming and outgoing network traffic. The
decision taken by firewalls as to whether to allow or block network traffic
follows a set of rules. A firewall rule consists of: a set of conditions (e.g. on
IP addresses, mac-addresses, protocols) and a decision that usually is to accept
or block traffic (other decisions such as logging events or further examination
of a packet are also possible). A firewall parses the headers of packets that
pass through it and compares the output with its rule set. For most firewalls,
comparisons are performed in a certain order—from the beginning of the rule
set until a rule is triggered. If no matching rule was found, the standard rule
(usually drop packet) is applied.

Rule sets are usually dynamic, i.e. they change over time, due to the fact
that security policies, topologies, etc. might change. Challenging problems
arise when you, for instance, add a new rule to the policy. Errors might occur
when modifying a rule set and this will likely result in inappropriate system
security. Such errors can be categorized into five types [4]: 1) Shadowing, 2)
Correlation, 3) Generalization, 4) Redundancy and 5) Irrelevance.

2.2 Usability
The term usability can be defined in several ways. For example, it is defined by
ISO 9241-11 [18] as:

“The extent to which a product can be used by specified users to
achieve specified goals with effectiveness, efficiency and satisfaction
in a specified context of use.”

where effectivenessmeans how successfully goals were achieved, efficiencymeans
how properly time was utilized and satisfactionmeans how eager a user is to use
a system. Nielsen [20] brings in additional usability aspects: learnability—how
easy it is to get familiar with the system; memorability—how easy it is to
remember details about the system after a period of nonuse; safety—how many
mistakes a user makes. Similarly, Shneiderman and Plaisant [27] introduce their
five usability aspects: 1) Speed of performance, 2) Time to learn, 3) Retention
over time, 4) Rate of errors by users and 5) Subjective satisfaction. All these
definitions are closely related and were summarized [30].

Since 1975, when Saltzer and Schroeder [24] brought in psychological accept-
ability as one of the eight design principles of information protection systems,
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usability and security started to align in an area that is called usable security.
Usable security for ordinary end users [32, 35] and advanced users (e.g. sys-
tem administrators) [5, 7, 10] have been studied. Visualization techniques
became one of the most widely used approaches for usable security [12, 23],
in particular, in the management of security policies [22, 31].

Research on firewalls often focuses on issues other than usability, for ex-
ample: filtering performance issues [16, 29] and anomaly detection [3, 17, 21].
However, as mentioned by Sasse and Smith [25]:

“Security mechanisms are often too time consuming for people to
bother with, or so complex that even those willing to use them
make mistakes.”

In other words, usability is an important property of security mechanisms.
To be able to measure usability, a set of metrics is required. Although several
attempts have been undertaken [1, 6, 8] to introduce some firewall complexity
(usability) metrics, they all lack proper formalization and evaluation.

3 Research Questions
The overall objective of this dissertation is to provide usable tools to help
system administrators better manage firewalls. Hence, the research questions
addressed in the thesis are:

1. What are the reasons behind firewall misconfigurations?
It has been demonstrated in the literature [33, 34] that firewall configura-
tion files often contain errors. We need to know why this happens and
to investigate the complexity of the process of configuring firewalls. In
particular, we want to identify the main difficulties system administra-
tors deal with when working with firewalls and to check whether there
are usability issues involved.

2. How to improve the usability of the firewall configuration process?
We turn to literature to see what has already been done towards improv-
ing the usability of firewalls. We set off to identify existing solutions
that help users to create and manage firewall configuration files, and to
analyze them in respect of usability. That allows us to pinpoint the open
challenges in the field and thereby to answer the question of how the
usability of the firewall configuration process can be improved.

4 Research Methodology
Computer science deals with the understanding and design of computers and
computational processes. It can be considered as a mathematical, a scientific and
an engineering discipline [13, 28]. Computer science is often divided into two
major fields: theoretical and applied [11] and embraces a range of topics such as



6 Introductory Summary

security and privacy, systems and networking, software engineering. This thesis
deals with applied computer science, as it is concerned with a combination of
computer security and human computer interaction.

The research work described in this thesis follows the traditional scientific
approach that includes observations, hypotheses formulation, testing and
verification. We start with formulating the initial hypothesis: “There are
usability problems with firewall configuration.” The following hypotheses are
formulated after testing the preceding hypothesis.

We test and verify the hypotheses using qualitative and quantitative to-
gether with statistical research methods. In Paper I, we use semi-structured
interviews, a qualitative method of inquiry, to test the initial hypothesis. Semi-
structured interviews usually consist of a set of predetermined questions and
other questions that emerge from the dialogue between an interviewer and
a respondent [14]. In Paper II, an SLR [19] has been utilized. An SLR is
used to identify, evaluate and interpret all relevant research in a particular
area. It is performed in accordance with a predefined strategy that comprises
1) Development of a protocol that includes all the elements of the review,
including research questions the review is intended to answer, search terms,
inclusion criteria, etc.; 2) Primary and secondary selection procedures; 3) Meta
analysis (if needed) and 4) Data synthesis. In Paper III, we conduct a user study
with students in order to test whether cognitive aspects affect the user–system
interaction. For this purpose, a subjective mental effort questionnaire [36] is
applied and the obtained data are analyzed by the paired sample t-test. Another
method utilized in the verification stage is the Spearman rank correlation test.

5 Contributions
To address the research questions outlined in Section 3, this thesis makes the
following contributions:

1. Understanding of the firewall management challenges
In Paper I, we conduct a series of semi-structured interviews with IT-
professionals. We gain insight into the firewall management process
from system administrators’ perspective, including what difficulties they
face, how they interact within groups and what means or procedures
are used to simplify this process. The results of the interviews also help
us to identify that the lack of firewall usability is one of the challenges.
This contributes to answering Research Question 1.

2. Identifying state of the art in firewall usability and producing the taxonomy
of existing approaches
In Paper II, we present an SLR with a focus on the usability of firewall
configuration. We retrieve and screen 1,202 papers, of which 14 are
selected and summarized. This SLR gives us the understanding of what
has already been done and helps us to pinpoint the open challenges
that exist in the field. Another contributions is a taxonomy of existing
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approaches that address usability aspects of firewalls. This contributes
to answering Research Question 2.

3. Understanding of the impact of cognitive aspects in the examination of
firewall rule sets
In Paper III, we propose a hypothesis that the cognitive effort needed
to understand a rule is not affected by its immediately preceding rule.
We test that with a user study and the results reject the hypothesis.
Furthermore, we present a function that indicates the relation between
the cognitive effort reduction and the similarity between examined rules.
The necessity of taking cognitive aspects into account is tested in the
validation study. This contributes to answering both Research Questions
1 and 2.

4. The proposal of means to measure the usability of firewall rule sets
It is necessary to have metrics in order to be able to compare different
firewall solutions with respect to their usability. In Paper III, we intro-
duce and mathematically formalize a set of four firewall usability metrics.
We validate the quality of the proposed metrics by conducting a user
study with system administrators. This user study shows a very strong
positive correlation between how our metrics and system administra-
tors characterize the usability. This contributes to answering Research
Question 2.

6 Summary of Appended Papers
Paper I – Challenges in Managing Firewalls

In this paper, we address the question: what are the main difficulties system
administrators deal with when working with firewalls? Semi-structured in-
terviews were used as the method of inquiry in this study. We draw some
conclusions from the interviews’ results such as (i) it is not always beneficial to
have more people responsible for security measures and (ii) firewall miscon-
figurations are a common problem. The paper shows that there are existing
usability issues related to the management of firewalls.

Paper II – Systematic Literature Review on Usability of Firewall Config-
uration

In this paper, we present an SLR with a focus on the usability of firewall
configuration. Usability problems, as pointed out in the literature, entail
poorly configured firewalls. During the selection procedures, 1,202 papers are
retrieved and screened, 35 papers are chosen for further investigation, of which
14 papers are selected and summarized. As main contributions, we propose a
taxonomy of existing solutions as well as a synthesis and in-depth discussion
about the state of the art in firewall usability.
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Paper III – Measuring the Usability of Firewall Rule Sets

In this paper, we introduce a set of metrics that can measure the usability of
firewall rule sets in terms of how easy it is for IT professionals to understand
and manage them. These metrics are derived from semi-structured interviews
with system administrators, in which we elicit the usability challenges related
to the management of firewall rule sets, and findings from related work. We
also identify a cognitive aspect that influences the examination of firewall
rule sets and how it can be quantified. We validate the metrics by conducting
another user study with system administrators. We show that there is a very
strong correlation between the results of a ranking exercise performed by the
system administrators and an implementation of our metrics.

7 Concluding Remarks and Outlook
Even though each of the appended papers has its own research goals, their
findings significantly contribute to the achievement of the main goal of this
thesis, i.e. to help system administrators better manage firewalls. By means
of semi-structured interviews with system administrators, we found out what
difficulties they face and concluded that there are usability problems related
to the management of firewalls. The conducted SLR gave us an overview of
the research area and helped us to identify existing gaps and sparsely studied
sub-fields. An important aspect overlooked by the related work is the absence
of metrics for measuring the usability of firewall rule sets. As a result, we
proposed a set of metrics and validated their quality with a user study that
showed a very strong positive correlation between how our metrics and system
administrators characterize the usability of rule sets.

In the near future, we aim to continue working with the metrics, proposed
in Paper III. In particular, the weights of the metrics were assigned an equal
value, however, they might contribute differently to the total usability and
this requires further investigation. In the middle term, we want to suggest
alternativeways of presenting information in firewall rule sets. For this purpose,
we plan to run user studies that will help us to assess different visualization
techniques.
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