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Abstract 

Personal data is often disclosed with every registration, sharing, or request of an online service. With 

the increased usage of things connected to the Internet, users‟ information being collected and stored, 

the risks related to unknowingly sharing personal data increases. Sharing of personal information is a 

sensitive subject and can hurt people‟s assets, dignity, personal integrity and other social aspects.  

In general, users‟ concerns have grown regarding protecting their personal information which has led 

to the development of multiple privacy-oriented systems. In scenarios where users are logging onto a 

website or system, they rarely notice, understand or have desire to read the conditions to which they 

are implicitly agreeing. These systems are often referred to as identity management systems or single 

sign-on systems. Recent studies have shown that users are not aware of what data transactions take 

place by using various authentication solutions. It is critical for these types of system dealing with 

privacy that researchers examine users‟ understanding of the concepts through interface design.  

The purpose of this study is to investigate the usability and user awareness of data transactions for 

identity management systems on mobile devices by constructing and evaluating different design 

concepts. Therefore, four different mobile prototypes were designed (called CREDENTIAL Wallet) 

and explored to measure the usability and also the user awareness of users‟ disclosures. 20 usability 

tests were conducted per prototype. 

Multiple conclusions can be drawn from this study. The findings showed that the drag-and-drop 

prototype scored a high user awareness score in terms of participants remembering their shared data 

and having a good idea of them not sharing more data than they had actually shared. Consequently, the 

drag-and-drop prototype achieved the highest usability result. A prototype that utilized swiping was 

created to fit the mobile medium. The prototype showed the highest user awareness score in the 

context of participants stating what data they had shared. However, people using the swiping prototype 

thought they were sharing more data than they actually were. Data show that users have an incorrect 

mental model of the sharing of their fingerprint pattern. Finally, the writing concerns 

recommendations and challenges of identity management systems – e.g. the importance of tutorial 

screens. 

Future studies within the CREDENTIAL project are already underway concerning users‟ incorrect 

mental model of sharing fingerprint to the service provider side. 

Keywords: user awareness, data transaction, usability, usable privacy, privacy enhancing technology, 

identity management system, CREDENTIAL, mobile.  
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1. Leaving breadcrumbs through the digital woods 

We are like Hansel and Gretel: leaving breadcrumbs of our personal information 

everywhere we travel through the digital woods (Kovacs 2012). 

Disclosures of personal data are often made with every registration, sharing, or request of an online 

service. With the increased usage of things connected to the Internet, users‟ information being 

collected and stored, the risks related to unknowingly sharing personal data increases. Sharing of 

personal information is a sensitive subject and can hurt people‟s assets, dignity, personal integrity and 

other social aspects. For instance, identity theft (a term often mentioned in privacy related writings) is 

the collection and use of an individual‟s personal information without their consent from criminal 

purposes (Koops & Leenes 2006, p. 6). As the numbers of payment transactions have increased during 

the years, identity theft has become a major concern for payment providers and their clients (Sullivan 

2010, p. 101; Kahn & Roberds 2009, p. 5).  

In general, users‟ concerns have grown regarding protecting their personal information which has led 

to the development of multiple privacy-oriented systems (Brostoff et al. 2013; Janic et al. 2013; Ruoti 

et al. 2015). Two commonly referred to categories are Privacy Enhancing Technologies (PETs) and 

Transparency Enhancing Technologies (TETs). According to Van Blarkom et al. (2003, p. 33) a PET 

is a “coherent system… that protects privacy by eliminating or reducing personal data or by 

preventing unnecessary and/or undesired processing of personal data, all without losing the 

functionality of the information system”. In contrast, a TET‟s objective is not to enhance a user‟s 

privacy but rather provide the user with information on how their data is being stored exchanged, 

processed and used in hope of enabling users to make an informed decision (Janic et al. 2013); the 

term TET was originally devised by Hildebrandt (2009, p. 16). Technologies dealing with privacy and 

security are often complex which results in many challenges. Patrick and Kenny (2003, p. 3) explain 

that human-computer interaction (HCI) implications exist in which the data subject (the user) must 

understand transparency options, be aware of when they can be used, and are to control how their 

personally identifiable information is handled. Consequently, Patrick and Kenny (2003, p. 4) state it is 

critical that HCI specialists examine users‟ understanding of a privacy concept by providing 

documentation, tutorials, and interface design characteristics.  

When people are using computer systems today there is a good chance that they have to be authorized 

to use the system. For instance, people might have the availability to use banking services (such as 

BankID) to identify oneself which allows for agreements between online services and users over the 

Internet. Moreover, when visiting websites there could possibly be an option of signing in using one‟s 

Facebook and Google account. In those scenarios permissions are presented to the user in a dialog box 

which enables the user to authenticate and approve the permissions. Once the permissions are granted 

and the authorization process is completed the third party service receives access on behalf of the user 

to retrieve user data (Javed & Shebab 2016, p. 146). This way of authenticating is known as single 

sign-on (SSO) which permits users to log in to multiple services and gain access without the hassle of 

repeatedly typing their passwords (Wang et al. 2012, p. 365). Single sign-on systems makes identity 

management a big responsibility of the users but also for the systems to be understandable and usable 

(Patrick & Kenny 2003 p. 3-4; Grossklags & Good 2007; Dhamija & Dusseault 2008, p. 26; Wästlund 

et al. 2009, p. 267-268; Ruoti et al. 2015, p. 3-6). The International Standard Organization (1998) 

defines usability as “the extent to which a product can be used by specified users to achieve specified 

goals with effectiveness, efficiency and satisfaction in a specified context of use”. It is specified that 

usability is a key concept of taking into consideration when thinking of authentication solutions 
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(Jøsang & Pope 2005, p. 7). Also, within the domain of security and privacy systems usability should 

be expected and/or is critical for technology adoption (Patrick & Kenny 2003; Clark et al. 2007, p. 41; 

Ruoti et al. 2013, p. 1). In scenarios where users are logging onto a website or system, they rarely 

notice, understand or have desire to read the conditions to which they are implicitly agreeing (Good et 

al. 2005, p. 9; Grossklags & Good 2007, p. 350). Therefore, it is a challenge to make privacy systems 

usable and understandable. The main goal of the user is to focus on the task at hand and not switching 

their attention towards dialog and associated risks thus ignoring alerts about giving away their 

personal information to third parties (Javeb & Shebab 2016, p. 147). By letting users consent to share 

their information through easily dismissed mechanisms they can possibly agree even though it is an 

action that concerns privacy and security (Dhamija & Dusseault 2008, p. 26). Multiple sources have 

addressed that there is apparent user confusion by the user not having the control to limit disclosure 

(of personal information) in consenting situations because the systems are being uninformative (Ronen 

2013, p. 3424; Robinson & Bonneau 2014, p. 256; Wang et al. 2013a, p. 263; Xu et al. 2012, p. 3). 

Consequently, research tackling awareness of single sign-on services have been conducted which 

presents that users are mostly unaware of the data transactions (Bauer et al. 2013, p. 25; Ronen et al. 

2013, p. 3426; Egelman 2013, p. 2374).  It seems to be a lack of investigations of what design patterns 

functions well in terms of usability and user awareness of data transactions in authentication scenarios.  

1.1 Purpose 

The purpose of this study is to investigate the usability and user awareness of data transactions for 

identity management systems on mobile devices by constructing and evaluating different design 

concepts.  

1.2 Research questions 

With the above-explained purpose, the following research questions (RQ) were constructed for this 

thesis: 

 

RQ1. Will different design concepts have different impact on the user awareness of data transactions 

between identity and service provider in digital consent dialogs?  

One of the core issues found in a pilot study for the CREDENTIAL project was users‟ difficulties to 

know what disclosures they made. Thus multiple prototypes, using different designs, were created in 

order to evaluate what prototype had positive impact in terms of user awareness of data transactions 

between identity and service provider.  

 

RQ2. What factors have impact on the usability and user awareness of data transactions using the 

CREDENTIAL Wallet? 

In order to measure the user awareness of disclosures, there is a need to consider closely related 

factors to disclosures of data. In that way there can be a comparison between the different prototypes 

as to which one has the greater impact in the context of user awareness. Consequently, as there is a 

lack of influential factors to be found in literature from conducting user awareness studies of this kind, 

there is potential for future studies to determine any factors that could impact the user awareness.  

 

RQ3. What design concepts have impact on the usability in digital consent dialogs?  

One of the core territories of human-computer interaction research is the aspect of usability. Moreover, 

it has throughout history been shown that there is a disconnection between usability and security 

systems thus making it a reason to evaluate the usability of the different prototypes.   
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RQ4. What are the challenges of these types of consent dialogs?  

There has only been an exploratory study within the CREDENTIAL project for this type of mobile 

application. For that reason, it is critical to mention the challenges the users are having when 

interacting with the system.  

 

RQ5. What are the recommendations of these types of consent dialogs? 

In a similar fashion as above-mentioned research question, and in human-computer interaction spirit, 

there is a reason for future works to know of some guidelines for creating consent dialogs in 

authentication scenarios.  

1.3 Target group 

The target group of this study is first and foremost the involved researchers of the CREDENTIAL 

project. However, other parties interested in privacy and designing of systems can gain from reading 

this writing. For example, designers of privacy systems (specifically for user awareness and usability) 

can gain from reading implications and choices throughout this writing. 

1.4 Outline of the thesis 

Chapter 1 presents the realm of privacy and security systems and their current implications and covers 

a few fundamental concepts. Moreover, research purpose and research questions are presented.  

Chapter 2 provides a frame of reference for the thesis. The chapter focuses on terminology but the 

majority of the focus is on guidelines and factors for privacy enhancing technologies. The essentials 

found are then carried on into the upcoming chapters of the thesis. 

Chapter 3 presents, together with a basis of reference, multiple prototypes that are explored in this 

thesis work. It refers to what guidelines were followed and the goal of the specific prototypes in order 

to create a usable design as well as making users more aware of their disclosures.  

Chapter 4 specifies the method used in this study. As four different prototypes were evaluated the 

method is thoroughly explained because of the difference between testing the first prototype and the 

remaining three.  

Chapter 5 is a look at the gathered data from the tests of the prototypes. The data is analysed prototype 

per prototype for the purpose of specific observations and other findings. Consequently, the chapter 

looks at a comparison between the prototypes and the data the tests generated. 

Chapter 6 concludes the findings, answers the research questions, states the contribution, and lastly 

presents future research. 
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2. Background and context of the study  

This part of the writing will explain terminology, concepts, contextual implications, relevant design 

works, and the CREDENTIAL project and its exploratory usability study of its identity management 

system CREDENTIAL Wallet. 

2.1 Background 

2.1.1 Human-Computer Interaction, Usability & Mental model 

Human-Computer Interaction (HCI) is defined as the “discipline concerned with the design, evaluation 

and implementation of interactive computing systems for human use and with the study of major 

phenomena surrounding them” (Hewett et al. 1992, p. 5). Specifically, how the computer system 

affects individuals, organizations, and society (Myers 1996, p. 794). One of the first studies using the 

term human-computer interaction was conducted by Card et al. (1980) discussing human performance 

and cognition in computer scenarios. Norman (2004, p. 312) explain that the field of HCI has for a 

long time emphasized interaction of various means of creating systems for a variety of situations and 

activities thus leading to the territory of usability and understandability. Usability is defined by the 

International Standard Organization (1998) as the “extent to which a product can be used by specified 

users to achieve specified goals with effectiveness, efficiency and satisfaction in a specified context of 

use”. Usable systems can provide improved productivity, enhanced user well-being, avoidance of 

stress, increased accessibility and reduced risk of harm (International Standard Organization 2010).  

In the context of discussing systems, as in this thesis, it is important to mention the term mental 

models. A mental model is a conceptual model in people‟s minds that represents an understanding of 

how a thing works (Norman 2013, p. 26). 

2.1.2 Prototype 

A prototype is a functional model built for the purpose of development and testing of design ideas 

(Walker et al. 2002, p. 661). It is commonly used by usability professionals by observing users to 

examine ideas concerning interaction techniques from the perspectives of designers, clients, and users. 

Moreover, prototype fidelity is a term widely used within prototyping. Low-fidelity prototypes are 

representations allow designers and users to focus on interaction design and information architecture 

whereas high-fidelity prototypes are more realistic in terms of realistic interaction (Walker et al. 2002, 

p. 661-662). However, the terms of low-fidelity and high-fidelity have been criticized to be unclear 

(Buxton 2010, p. 295). A prototype (and its fidelity state) can differ from the final product as it could 

focus on specific features of the system, different degree of functionality, similarity of interaction, and 

aesthetic refinement (Virzi et al 1996, p. 237). Buxton (2010, p. 143) explains that techniques such as 

sketching and prototyping are fundamental to the iterative design process of user involvement, 

participation, testing, and validation. Consequently, it creates a form that captures the interactive 

nature of the soon-to-be finalized system where the user input can influence the design of the product 

early on. 

2.1.3 Gestures 

A user interface is composed by different elements such as icons, labels, dialog boxes, etc. 

(Rosenzweig 2015, p. 42-45). User interactions with the user interface take place by gestures which 

could entail: scroll, swipe, drag-and-drop, click, touch, tilt, etc. (Rosenzweig 2015, p. 42-45; Material 

Design n.d. d).  
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2.2 Privacy and security 

There‟s an old joke that computers are actually easy machines to secure: just turn them off, 

lock them in a metal-lined room, and throw away the key. What you end up with is a machine 

that is very secure - just not very usable. (Cranor & Garfinkel 2004, p. 16).  

Cranor and Garfinkel (2004, p 16) state that many people believe there is a trade-off between security 

and usability. A computer, without any type of password, would not be considered secure but it would 

be useful - i.e. it would be useful according to International Standard Organization‟s (1998) definition 

of usability concerning efficiency. On the contrary, a computer that would need an authentication 

process taking place every five minutes would end up with a very secure system but nobody would use 

it. Lampson (2009, p. 25) expresses the same issue in which users spend time on typing and resetting 

passwords, responding to warnings, etc. Scenarios dealing with usability and security are presented by 

Tognazzini (2005, p. 32) as “death by security”. However, the design of privacy and security driven 

systems should be built with a purpose of aiding people by protecting them from danger by the 

categories of comprehension, consciousness, control, and consent (Patrick & Kenny 2003, p. 3-10). 

Additionally, “security mechanisms are only effective when used correctly”, a statement made by 

Whitten and Tygar (1999, p. 169) as user errors contribute to computer security failures because of 

systems clumsiness or confusion. 

Privacy is depended on security systems but privacy and security is not the same thing. Privacy 

involves social issues that concerns users‟ right to know what information is collected about them, who 

has access to read it, and how it is used (Cranor & Garfinkel 2005, p. 362-363). Karat et al. (2005, p. 

48) explain that security and privacy are rarely the user‟s main goal; they may regard security and 

privacy as important but they are only a secondary objective to completing the main task. If a security 

and privacy system is badly designed it might actually put users at more risk which is why usability is 

an important aspect to consider (Karat et al. 2005, p. 49). 

2.2.1 Identity management 

The concept of Personal Authentication Device was used already in the domain of computer security 

in 1985 (Wong et al. 1985, p. 101). Although multiple things have changed over the years (e.g. the 

devices) the key concept remains the same. An identity management system should be able to 

establish the identity of the user, managing access to services by that user, and maintain the identity 

profiles created concerning that user (Alpár et al. 2011, p. 1). Identity management has been defined 

by Alpár et al. (2011, p. 1) as “the process and underlying technologies for the creation, management, 

and usage of digital identities”.  

Jøsang and Pope (2005) present numerous types of identity management models. The most common 

model being the isolated user identity model which entails a user getting unique sign-in credentials 

with which they choose to interact (Jøsang & Pope, p. 4, see Figure 2 for illustration). The federated 

identity management model is a set of agreements, standard and technologies that enables the users to 

have their credentials in one place in order to sign-in to multiple services within a federated domain 

(Jøsang & Pope: p. 4, see Figure 3 for illustration). Maler and Reed (2008, p. 16) explain that 

federated identity management is a set of technologies that allows computer systems to dynamically 

distribute identity information across security domains. Consequently, Maler and Reed (2008, p. 16) 

also mention that the federated identity model is a concept that allows web application to offer their 

users to cross-domain single sign-on (SSO) - which mean the users can authenticate once and gain 

access to the service. Wang et al. (2012, p. 365) explain that SSO permits users to sign in to multiple 

services and gain access without the hassle of repeatedly typing their passwords. An example of a 
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federated identity management system is the Swedish service BankID (2017). The service is used for 

identification purposes to sign in to a bank's‟ services, handle online payments, or more recently sign 

in to other services such as mobile network operators‟ websites to display customer data usage. This is 

a case of being granted authorization to use a service. The process of denying or allowing users to 

operate a system is often specified as: (1) identification (attribute of person); (2) authentication 

(provide evidence of person‟s identity), and lastly; (3) authorization (the actions of an authentication 

person is allowed to perform) (Renaud 2004, p. 2-3; Angulo 2015, p. 14). In the BankID case you will 

try to sign on to a service (e.g. a bank‟s website) by choosing the alternative of BankID and entering 

your personal identity number. By then using your mobile BankID application you can enter your 

password and gain access to the service. Jøsang & Pope et al. (2005, p. 2) explain a similar example 

where the registered personal data of a bank customer are observed by the bank staff who will confirm 

the identity of the customer thus granted the customer access to banking services. Similar systems, 

such as CitizenSafe (2017) exist in other countries. 

Systems dealing with identity and authentications are commonly referred to as Identity and Access 

Management (IAM) systems which is a system that concerns authentication, assigning and updating 

authorization rights from other systems/services (Gunter et al. 2011). Alternatively, they have been 

referred to as management systems (Jøsang & Pope 2005; Pettersson et al. 2005; Dhamija & Dusseault 

2008; Alpár et al. 2011), or authentication systems (Ruoti et al. 2015). Other IAM system than BankID 

exists - such as OpenID, Liberty Alliance, Google OAuth 2.0, and Facebook Connect - some of which 

will be thoroughly discussed in this section.   

Multiple identity systems have been developed and observed in research over the years. Ruoti et al. 

(2015) study multiple authentication solutions. One of the solutions is Simple Authentication for the 

Web (SAW) where the user visits a website, enters their email address and chooses the alternative 

SAW in which they are asked to click a link in their mail for identity confirmation. A similar 

approached was developed for Routi et al.‟s (2015, p. 23) named Hatchet where the user receives a 

code instead of a link. Multiple services have chosen to implement a “two step” authentication 

process. Two example of these type of authentication solutions are Steam‟s Steam Guard and 

Google‟s two step verification, both of them used to gain access to respective service. When using the 

two step verification to sign into Google services the user should: (1) first sign in entering their 

username and password; (2) thus sending a code to the smartphone by a text message, voice call, or by 

Google‟s mobile application authenticator which the user will enter to sign in (Google n.d.). In similar 

fashion users of digital distribution gaming platform Steam sign in to their accounts. After installing 

the Steam Guard application on their mobile phone, the user will need to set up their Steam account to 

their phone number for the sake of receiving a code on their Steam mobile application each time they 

try to sign in (Steam Support 2015). The Steam Guard will then present a unique code which will be 

displayed for a limited period of time and then automatically renew itself (see Figure 1). This method 

is known as software token (Aloul et al. 2009, p. 641). 
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Figure 1. Steam Guard is an authentication solution developed to sign in to one's Steam account. 

In later years, with the increased popularity of social network services, options to authenticate to 

websites using one‟s social network identity has been developed. Both Google and Facebook have 

created separate options which will be presented to a user when visiting various website in order to 

sign in. Google‟s authentication system is called OAuth 2.0 in which the user will go through a 

procedure of multiple steps.  

1. Choose the Google option to sign in to a website (see Figure 2.1). 

2. Determine which Google account they want to use for the authentication (see Figure 2.2). 

3. Be provided with a dialog asking them to grant permissions to the website (see Figure 2.2). 

The last step will only be visible to users if they have not used the chosen account to sign in to 

that website on an earlier occasion.  

Facebook Connect is another authentication system which works similar to Google OAuth 2.0: 

1. Choose the Facebook option to sign in to a website (see Figure 2.1).  

2. If the user is not already signed in to their Facebook account, they are asked to do so. 

3. A dialog is presented to the user asking them to grant permissions to the website (see Figure 

2.3).  

4. If the user then chooses to edit the request they will be presented with a list of attributes to 

disclose to the website (see Figure 2.3); they might be able to reduce the amount of 

disclosures.  
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Figure 2.1 Sign in options on IMDb's website. 

 

 

 

Step 2. The user needs to choose a Google 

account to authenticate with.  

Step 3. Lastly, the user needs to agree to the terms to 

disclose information and sign in to the website of choice.  

Figure 2.2 Google OAuth 2.0 flow of authorization  
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Step 2. The user will be presented with a list of 

attributes they are asked to disclose.  

Step 3. If the user chooses to edit their request they 

might have the availability of disclosing less. 

Figure 2.3 Facebook Connect flow of authorization.  

2.3 Research project CREDENTIAL 

Morrison et al. (2014, p. 473) state that in the earlier days of the 21st century people would in general 

opt out whenever personal information was collected if the possibility was given. Studies have 

indicated that people‟s privacy concern level have softened during the later years (Strater & Lipford 

2008; Krumm 2009, p. 6-7, Madden et al. 2013, p. 2). However, studies show privacy is a primary 

concern for citizens in the digital age although their actions might say otherwise (Kokolakis 2017). 

Strater & Lipford (2008, p. 118) explain that applications, such as the social network service 

Facebook, have access to profile information and may gather and display new personal information 

derived from poor privacy control interfaces. Thus making it important for the users to configure and 

understand which raises additional serious privacy concerns with a must for design and interface 

issues to explore.  

CREDENTIAL is an EU funded - EU Horizon 2020 - research project that devotes its time to 

developing, testing and presenting cloud-based services for storing, managing and sharing digital 

identity information and personal data with a higher level of security than existing technology 

(CREDENTIAL 2015; KAU 2016). With the increased usage of Internet over the years this has 

generated a demand for digital services in high assurance areas such as e-government, e-health, and e-

business. For instance, Chen et al. (2009, p. 1) addresses that benefits can be achieved by using e-

health services (e.g. high-quality health care at lower cost in domains as health promotion, health care 

and maintenance, public health, and medical science). Authentication and authorization within digital 

identity and access management systems (IAM) is often an approach used for these areas 

(CREDENTIAL 2015). The purpose of CREDENTIAL is to let one:  

 Keep your personal information secret; 

 Keep control about your data and what is revealed; 

 Keep your data available for ubiquitous access, and; 

 Keep your identity protected from others.  

The CREDENTIAL project has its focus on developing a service called CREDENTIAL Wallet 

(Karegar & Pettersson 2017). The service should work as both: (a) an identity provider and (b) cloud 
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storage for users to handle and store their documents (see Figure 3. CREDENTIAL Wallet‟s main 

features.). The CREDENTIAL Wallet should be able to handle data management, authorization, 

authentication, and account management. In creating this type of identity management service, the 

group (at Karlstad University) focuses on setting usability and privacy requirements for the project by 

principles of EU General Data Protection Regulation (2016) and EU Data Protection Directive 

95/46/EC (1995). Privacy principles can be mapped into HCI principles and potential solutions 

(Patrick & Kenny 2003). According to Dhamija and Dusseault (2008, p. 28) it is critical that the 

identity management system is designed in a user-centric method. 

The author of this thesis was involved in designing the cloud storage parts of the CREDENTIAL 

Wallet among accompanied tutorials. During this period the author was also an observer (taking notes 

and timing participants) of a pilot study of the CREDENTIAL Wallet focusing on the authentication 

of the application.  

 

 

(a) CREDENTIAL Wallet as an identity provider. (b) CREDENTIAL Wallet as a cloud storage. 

Figure 3. CREDENTIAL Wallet’s main features. 

An exploratory study of evaluating an early prototype (see Figure 4) of the CREDENTIAL Wallet was 

conducted (Karegar & Pettersson 2017) with the purpose of investigating usability and user 

understanding. The application featured authorization and authentication functionality. The 

authorization flow concerned three steps (as shown in Figure 4) where the main user interaction is 

displayed in step 2 after unlocking the application using the fingerprint as displayed in step 1. A flow, 

in this instance, being the process the user has to follow to sign on to a service (Javed & Shabeb 2016, 

p. 146). The user is supposed to check the mandatory (and by choice the optional) information to sign 

on to a fictitious service provider called PhotoHex. A hurdle to effective privacy notices is the lack of 

choices as it is most common that users are left with a “take-it-or-leave-it” choice (Schaub et al. 2015, 

p. 2). The selective disclosure was performed by displaying checkboxes mapped to specific personal 
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information. A design solution proposed by Wang et al. (2013a, p. 266) in the context of authorization 

dialogues for social applications. The authentication screen, in contrast to the authorization screen, 

presented the user with what mandatory information the participants had disclosed with the service 

provider.    

  

 

(1). An alert screen was presented to the user 

when triggered from a service provider.  
(2). The user needs to give their consent to 

disclose specific information to use the 

third-party service. 

(3). When the user has disclosed their 

information they will be greeted with a 

successful screen.  

Figure 4. An early prototype of CREDENTIAL Wallet’s authorization flow. 

The pilot study results generated in further investment of time in developing different prototypes of 

the CREDENTIAL Wallet and see the impact of those prototypes. Further explanation of the pilot 

study can be found in section 4.1 Pilot study and results in section 5.1 Initial data (Pilot study). 

2.4 Identity management issues 

Jøsang & Pope (2005, p. 1) explain that identity management is commonly seen from the service 

providers‟ perspective to manage service user identities; these services are designed to be cost 

effective for the service providers which often results in poor usability for the users. Ruoti et al. (2015, 

p. 1) explain that usability is an important aspect of identity management systems. Tognazzini (2005, 

p. 32) state that there should be a balance between security systems and usability. As explained in the 

scenario by Cranor and Garfinkel (2004, p. 16) machines will not be used if they would be locked up 

in a metal-lined room with no key to access the machine. Wästlund et al. (2009, p. 266-268) address 

usability as an issue but also mention that understanding privacy enhancing technologies is just as 

critical. A study, on social network services, showed that lack of awareness can lead to regret when 

disclosing information (Wang et al. 2011, p. 1). Ruoti et al. (2015, p. 48) mention that users 

understanding of a system is impacted on the transparency showed by the system. Bonneau et al. 

(2015, p. 11) state that as authentication systems get more complex it increases users‟ confusion. Users 

will most likely not start using a system that presents them with inconveniences that are not 

understandable. With modern identity management systems, such as Facebook's authentication 

service, there are implications of users identifying the data transactions which has been pointed out 

which hinders the understanding of the systems (Besmer & Lipford 2010; Charkham 2012; Bauer et 
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al. 2013, p. 30-32). Also, as presented in the pilot study of CREDENTIAL Wallet (Karegar & 

Pettersson 2017, p 63-66) there were clear problems displayed in user understanding of what was 

being disclosed.  

Ruoti et al. (2015, p. 47) state that participants in their study preferred that the system should be 

transparent. The Swedish service BankID does not display any happenings of disclosures but only 

presents an option for the user to enter a pin code as they see the name of the service provider. There is 

nothing else for the users to understand rather than that they need to enter the pin code and thus getting 

access to the chosen service. However, this also shows a lack of privacy as the user cannot know of 

any data disclosures, logging of data, or data leakage. Schaub et al. (2015, p. 2) state that an issue to 

effective privacy notices is the lack of choices. King et al. (2011, p. 10) explain that services, such as 

Facebook, work a fine line between helping users share information with others while simultaneously 

preventing users from unintentionally exposing sensitive information to third-parties.  

Sun et al. (2013, p. 11) explain that users have an incorrect mental of model of their identity provider 

credentials being sent to the service provider. Users have in general a poor understanding of the 

information flow during single sign-on (Arianezhad 2013, p. 106); there is a misunderstanding of the 

flow of credentials and profile information between browser, identity provider, and the service 

provider. Sun et al. (2011, p. 1) explain that the single sign-on systems are meant to address the 

problems of the site-centric approach of remembering passwords for different websites. An identity 

provider serves to authenticate users while the service provider relies on the authenticated identity. 

Arianezhad et al.‟s (2013, p. 113) study showed that the participants‟ mental models of information 

flow - in the context of password transactions to service provider from identity provider - that they 

were mistaken of their password being shared to a service such as Rotten Tomatoes. The result even 

showed that security experts did worse than non-experts. Sun et al. (2011, p. 3) discuss the occurrence 

of incorrect mental models of username and password being shared to service providers as well. 

Further challenges, along with design guidelines, are presented in the following section.  

2.5 Guidelines for privacy technologies 

When constructing privacy enhancing technologies it is important to know the requirements the 

system should meet. The requirements derived from other sources have been applied in this writing to 

fit the purpose of the study.   

Patrick and Kenny (2003: p. 3-10) presents HCI requirements from legislations such as EU Data 

Protection Directive 95/46/EC (1998). Patrick & Kenny (2003, p. 2) explain that HCI implications 

describing user understanding in terms of mental processes and behaviours of the users‟ needs to be in 

order to comply the legislations. An HCI specialist needs to attend to four categories: (1) 

comprehension: to understand, or know; (2) consciousness: be aware, or informed; (3) control: to 

manipulate, or be empowered; (4) consent: to agree.  

Comprehension is according to Patrick and Kenny (2003, p. 5-6) the method of supporting 

understanding or comprehension is training. Users can learn complex systems through classroom 

training, manuals, or demonstrations. Nielsen (1994, p. 26) explains that learnability is one of the 

attributes of usability as it should be easy for a user to rapidly start getting work done with the system. 

Consequently, Patrick and Kenny (2003, p. 16, see Table 2) specifically mention tutorials for 

registration scenarios in order to make users aware, feel control and comprehend how information is 

handled. Norman (2013, p. 3) states that two important qualities of good design are discoverability 

(i.e. figure out what the possible actions are and how to perform those actions) and understanding. It 



13 

 

has, through history, been shown that users do not read a lot when using computer systems (Comstock 

& Clemens 1987; Nielsen 2008). Therefore, to support learning of systems, using tutorials might be 

able to support the needs of the user (Patrick & Kenny 2003, p. 6). In Ruoti et al.‟s (2016, p. 2) work 

they highlights that tutorials are critical for users of a secure email system as participants who were 

using a system without a tutorial had a difficult time completing the tasks.  

Moreover, visual metaphors can be adopted to make sense out of interactive objects and help the user 

familiarize with the system. One of the most common metaphors being the trash can icon that mimics 

a real world counterpart. By doing so, the users can make informed decision and be provided notice in 

terms of privacy. A key guideline for privacy practices for cloud systems is to provide the user with 

feedback (Pearson 2009, p. 49; Patrick & Kenny 2003, p. 6). One of the key heuristics for user 

interface design is presented by Nielsen and Molich (1990, p. 30) as visibility of system status which 

entails that the system should always keep the user informed about what is going through appropriate 

feedback within reasonable time. Feedback is not just about communicating the results of an actions 

and letting the user know that something is working (or not working), it is also a concept from the 

science of control as the human nervous system is equipped with feedback mechanisms as visual, 

auditory, and touch sensors (Norman 2013, p. 23).  

Kenny & Patrick (2003, p. 6) explain that there are subtle techniques to facilitate user comprehension, 

such as layout of items and feedback. For instance, the layout of items can convey meaning or 

information. By grouping items together, it can help users understand the structure of the interface 

(Nielsen 1994, p. 116-118; Dix 2009, p. 28). Items that are ordered in a horizontal way will likely be 

examined left to right which means that these type of tendencies can be used to establish user 

comprehension and following the recommended order of operations (e.g. from bottom to top) (Patrick 

& Kenny 2003, p. 6). For example, Weinschenk (2011, p. 14) explains that the most important 

information at the top of the screen or in the middle. In an authorization dialog study Wang et al. 

(2013a, p. 266) chose to display all required data in the first column when disclosing data using 

Facebook. In addition to text representation, Kelley et al. (2009) adopted labels displaying attributes 

and values of personal information in their study mimicking nutrition labels that display attributes 

(Vitamin A) and values (4% daily value). Consequently, Kelley et al. (2009) state that adopting labels 

for attributes and values for representing nutrition has changed the ability to inform and change 

consumer purchasing decisions. By presenting personal information in this way it removes the aspect 

of difficult terminology and enables for quick high-level visual feedback by presenting more 

information in one place. Cooper et al. (2007, p. 310) explain that text has an incredible capability to 

convey information to clarify but also has a great potential to complicate and confuse. Weinschenk 

(2011, p. 36) states that simpler words and fewer syllables will make material accessible to a wider 

audience. Moreover, Weinschenk (2011, p. 38, 40, 42) states that readability can be improved by 

directing the attention on font, size, and creating contrast between foreground and background (e.g. 

black text on a white background). High contrast text is highly recommended by numerous sources 

(Cooper et al. 2007, p. 310; Anderson 2011: p. 115; Goodwin 2011, p. 587). Weinschenk (2011, p. 42) 

explains that texts should be divided into chunks by using bullets, short paragraphs, and pictures. 

Cooper et al. (2007, p. 187-188) explain that it is important to develop a hierarchy of information and 

determine what should be displayed where.  

Consciousness refers to user awareness of a concept or feature at a desired time (Patrick & Kenny 

2003, p. 7). The category of consciousness is related to comprehension as it should bring knowledge to 

the attention of the user.  
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Cognitive science expert and user experience pioneer Don Norman explains that an activity is not 

always conscious (Norman 2013, p. 42). Goals tend to be conscious, but even the goals may be 

subconscious. It is only when something new, or a potential disrupt, occurs that stops or slows down 

the normal flow of the activity that requires attention. It has been stated that users of security systems 

do not see security as the primary goal and that a security system is only supporting the task that a user 

wants to achieve (Karat et al. 2005, p. 22). Norman (2013, p. 49-55) explains that there are three levels 

of processing to consider when discussing human cognition and emotion: (1) visceral: is referred to as 

“the lizard brain” as it is the basic protective responses of the human affective system, quick 

judgments about the surroundings regardless of being good or bad, safe or dangerous; (2) behavioural: 

is learned skills triggered by situations that matches appropriate patterns. This type of processing is 

often subconscious and we are usually aware of the actions but unaware of the details, and lastly; (3) 

reflective: is where reasoning and conscious decision-making take place and consequently triggers the 

highest levels of emotions. Norman (2013, p. 53) summarizes by stating that the visceral and 

behavioural levels are subconscious and the response is rapid without much analysis whereas the 

reflective level is cognitive, deep, and slow. Pettersson et al. (2005) explain that by using dialog boxes 

presenting two alternatives (e.g. OK and cancel) it makes the user react in automatized way. 

Therefore, the PRIME project (Pettersson et al. 2005) used the concept of drag-and-drop actions to 

avoid automation of behaviour based on a psychology premise of Raskin‟s (2000, p. 11-20) that 

automated behaviour are executed without conscious reflection. Norman (2013, p. 53) states that, to 

the designer, reflection is possibly the most important level of processing. Pettersson et al.‟s (2005) 

showcase a “Drag-and-drop agreement” (DADA) approach to avoid automated behaviour. The study 

presented a proposal where users expressed their consent by moving graphic representation of their 

data to the receiver (i.e. an act of confirming). In this way the system will in some sense check that the 

user has understood the request considering the user has to choose the correct personal data symbol. 

Pettersson et al.‟s (2005) DADA approach were adapted in a map view but could in principle be 

adopted in a traditionally designed user interface. 

Ludwig Mies van der Rohe once said “less is more”. This has now become a design principle as it 

advocates for a minimalistic design as presented by Nielsen (1994, p. 120; 1995) and his ten usability 

heuristics:  

Dialogues should not contain information which is irrelevant or rarely needed. Every extra unit of 

information in a dialogue competes with the relevant units of information and diminishes their 

relative visibility. (Nielsen 1995) 

Vyas (2011, p. 162) explain that by having a minimalistic design users can establish and maintain 

awareness. In a study conducted by Meyer (2015a) 112 websites were analysed to define the 

characteristics of minimalism. The findings were: flat patterns and textures; limited or monochromatic 

colour palette; restricted features and elements; maximized negative space; dramatic use of 

typography; large background images or videos; grid layouts; circular graphic elements, and; hidden 

global navigation. Flat design is a modern user interface trend that was heavily introduced with 

Microsoft‟s operating system Windows 8 (Nielsen 2012). Flat design refers to that the interface is built 

of two-dimensional objects of the real world (Banga & Weinhold 2014, p. 106). Meyer (2015a) 

expresses that flat design commonly refers to the objects of textures, icons, and/or graphics in an 

interface which do not make any use of highlights, shadows, gradients, or other textures that makes 

these object look three-dimensional or glossy. However, flat design has been criticised for being 

disappointing in terms of usability for both novice and power users (Nielsen 2012; Meyer 2015b).  

What can be bad about flat interfaces is in order to achieve that super-clean, super-flat design 

aesthetic, many designers will leave out important clues that tell people where they can click 
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and where they can go in an interface. We refer to those clues as signifiers… Make sure you 

[as the designer] are never sacrificing clarity in order to achieve an aesthetic [even though] 

making a website look attractive is extremely important but it has to be balanced with 

usability. (NNgroup 2017)  

Norman (2013, p. 21) explains that signifiers can be objects such as arrows and icons as they provide 

signals about the operation. Meyer (2015a) argues that flat design is often used ineffectively and that a 

better approach is to compromise between flat and skeuomorphic design as it would make clickable 

elements more prominent. Nielsen (2012) also mention that a compromise between flat and 

skeuomorphic design is better than either extreme. Skeuomorphic is a technical term for merging old 

and familiar ideas into new technologies (Norman 2013, p. 159). In digital design, a skeuomorphic 

design is the usage of an object with mimic a real-world precedent (Meyer 2015b). For instance, in 

music systems - digital audio workstations (DAW) - skeuomorphic design is applied in the shape of 

knobs, sliders, buttons, and switches from original physical devices of mixing music. Cooper et al. 

(2007, p. 303) explain that it is critical that by using icons it can visualize behaviours if used in an 

appropriate way (i.e. the icon should not display an object that displays an irrational behaviour). 

Murray (2011, p. 10) states that the designer should be able to make the interface seem familiar and to 

identify the reason, for the user, as to why things work as they do. Meyer (2015b) explains that 

designers have now begun to realize the usability issues that follow of using a flat design. 

Consequently, Meyer (2015b) mentions that terms such as semi flat, almost flat, or flat 2.0 has been 

referred to when using a flat design but make usage of subtle shadows, highlights, and layers to create 

depth. Meyer (2015b) also states that Google‟s Material Design language is an example of flat 2.0 

because it uses consistent metaphors and principles borrowed from physics in order to help users 

interpret interfaces and visual hierarchies. Material Design (n.d. a) is compilation of design and 

usability guidelines across multiple platforms user experience research and cognitive science to help 

create good user experiences.  

Patrick and Kenny (2003, p. 7) explain that techniques for making users aware could be with the usage 

of messages or pop-up windows for event handling. By making logic arrangements of the interface 

users can be presented with icons or messages at specific times in a nearby location to ensure 

awareness. Users awareness can also be achieved by grabbing their attention which can entail, for 

instance, changing colour dynamically or using sounds to highlight an event. Weinschenk (2011, p. 5, 

67, 96) states that animations can be used to grab users‟ attention because it will increase the visual 

load and they cannot help but look at it. Anderson (2011, p. 115-116) discuss the power of shape, 

colour, size, and other graphical representations to catch people‟s attention. For instance, A/B testing 

of health site CareLogger showed an increase in sign-ups by 31 percent by changing the colour of a 

button on the homepage from green to red (Anderson 2011, p. 116). Javed and Shebab (2016, p. 147) 

state that computer security warning and authorization dialogs are lacking in effectiveness in attention 

switch and maintenance. Pratt et al. (2010, p. 1724) explain that animation has an impact on the way in 

which people extract information from the visual field. In a study conducted by Javed and Shebab 

(2016, p. 151 see Figure 2) a prototype was constructed using a playful design using animations. The 

prototype was using a real life analogy of “screening of luggage items at the airport security 

checkpoints” in order to draw attention of permissions. The idea behind this is to have the user playing 

the part of a security guide who oversees the luggage on a computer screen. The luggage (the 

permissions) is introduced sequentially to the users. The permissions are presented in boxes with icons 

to symbolize what is being requested. After the permissions have been scanned - one by one in an 

animated way through a combination of avatars, font highlights and background colours - the users are 

presented with a summary screen consisting of: permissions descriptions, personal information 

example (i.e. user photos displaying one of the user‟s album titles), and permission type (if it is 
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required or optional to disclose the information). Javeb and Shebab‟s (2016, p. 161) study shows that 

animations can help users‟ attention towards permissions. However, the study also showed that 

animation, in contrast to checkboxes, had no significant impact on usability. Pettersson (2008, ed., p. 

74) explain that animation can work a communication method of displaying the path of data flow 

direction (e.g. consenting to disclose data to a service provider).  

In later years the concept privacy nudges have been introduced to privacy system studies (Balebako et 

al. 2011; Wang et al. 2013b; Wang et al. 2014; Monteleone et al. 2015). Wang et al. (2014) explain 

that privacy nudges are mechanisms that nudge people into making more thoughtful and informed 

privacy-related choices. The privacy nudges‟ purpose is to provide a suitable, flexible, and effect 

privacy-protective mechanisms (Monteleone et al. 2015, p. 8). Wang et al. (2014, p. 2369 see Figure 

1) constructed a privacy nudge for social network service Facebook which displayed five random 

profile photos of a user‟s friend in order to better highlight the type of people who could view a new 

post; these types of implementations of privacy nudges have been mostly studied in social network 

contexts when people are in emotional states and disclose their information in regret. Choe et al. 

(2013, see Figure 1) presents positively and negatively framed visuals in displaying positive and 

negative representations (e.g. three out of five green thumbs) for an application‟s level of privacy 

protection. Privacy nudges can make people adjust and review their permissions (Almuhimedi et al. 

2015). 

Control is the ability of the user to perform some behaviour (Patrick & Kenny 2003, p. 7). It refers to 

the ability of users to carry out their rights. The user should be able to effectively do, and understand, 

the task. The issue of control is that the user should know that they are supposed to do something 

(awareness), and they should understand what to do (comprehension), and only then should they carry 

out the action. Wästlund et al. (2009, p. 268) describe the category of control as „to manipulate or be 

empowered‟. Pearson (2009, p. 47) also recognizes that users should have control of their personal 

information in order to keep their trust for the system. Cranor and Garfinkel (2005, p. 48) explain that 

users want privacy and security systems and controls to as transparent as possible thus the system 

needs to display information and interaction possibilities when desired by the user. Patrick and Kenny 

(2003, p. 8) explain that in order to support control the interface needs to be obvious. The interface 

needs to be smooth and effective to use. A way of achieving an obvious user interface is to adopt the 

important aspect of mapping. Norman (2013, p. 20-23) explains that mapping is a term, borrowed 

from mathematics, which means the relationship between the two elements of two sets of things.  

Suppose there are many lights in the ceiling of a classroom or auditorium and a row of light 

switches on the wall at the front of the room. The mapping of switches to lights specifies 

which switch controls which light (Norman 2013, p. 20-21). 

Norman (2013, p. 21) states that the relationship between a control and the outcome is easy to learn 

when there is an understandable mapping in place between the controls, the actions, and the intended 

outcome. Patrick and Kenny (2003, p. 8) mention that when interfaces are not obvious users might 

have problems using the system. Hoekman (2011, p. 111-115) explains that by using smartphones 

clicks are replaced by taps, scroll wheels are replaced by scroll gestures, and introduces gestures such 

as swiping thus we have learned to expect different things from different mediums. Murray (2011, p. 

10) points out that swiping mimic the gesture of flicking something off a physical surface. Murray 

(2011, p. 10) also mentions that by swiping right intuitively feels appropriate because of the left to 

right orientation is the progression of western text which was a way to delete an email on an iPhone. 

However, Norman and Nielsen (2010, p. 47) explain that the example of swiping right does not 

necessarily mean that things appear obvious to the user (at first) and that it needs to be visually clear to 
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the user what is going on. Therefore, it needs to be constructed and displayed in a way so it is obvious 

to the user by, e.g., achieving good visibility (or as Norman would call it signifiers).  

Consent is the final HCI requirement category (Patrick & Kenny 2003, p .8). The category entails that 

user should be able to agree to the terms or conditions that may be associated with a service. The users 

should fully understand what they are agreeing to and the implications that follow. The most common 

appliance of consent in computer applications is “user agreement” which is often presented as User 

Agreement or Terms of Service when the user installs new software or when signing up for an Internet 

service (Patrick & Kenny 2003, p. 8). These type of scenarios present an “I Agree” button of some 

sort. By clicking on the button the user is confirming their understanding of the agreement. Pearson 

(2009, p. 47) states that a user needs to be allowed a choice to opt out if there is desire to do so. 

Dhamija and Dusseault (2008, p. 28) explain that it is important to not try to achieve consent, from the 

users, by overwhelming information with a great deal of warnings, dialogs, and indicators.  

Multiple sources mention that the interface needs to present what is being collected, how it is going to 

be used, the period of time for keeping the information, and with whom it will be shared (Federal 

Trade Commission 2000, p. 4; Langheinrich 2002, p. 239; Pearson 2009, p. 47; Wang et al. 2013a, p. 

263). Authors refer to these points as notice, awareness, openness, and/or transparency. Also, multiple 

sources also mention the requirement of that the user interface needs to minimize the “leakage” of data 

and/or give the user opportunities to choose (Federal Trade Commission 2000, p. 4; Langheinrich 

2002, p. 239; Jensen 2004, p. 1563; Pearson 2009, p. 47; Wang et al. 2013a, p. 263). Ruoti et al.‟s 

(2016, p. 2) study shows that it is not wise to hide details of how a secure messaging system provides 

security because it can lead to a lack of trust in the system.  

Patrick and Kenny (2003, p. 8) summarized guidelines into six principles for click-through screens of 

understandability of a contract being established: (1) give the user the opportunity to review the terms 

before consenting to the agreement; (2) the terms should be displayed in an apparent manner; (3) the 

language being used must clearly demonstrate that a contract is being formed; (4) there should be an 

opportunity to correct errors by, for instance, presenting a final confirmation before accepting or 

rejecting the agreement; (5) the option to reject the terms should be apparent and state what happens if 

the user chooses to opt out, and; (6) there should be a way of allowing the user to print the terms for 

later reading.  

In the PRIME project extensive work on PETs generated in guidelines of how privacy technologies 

should behave (Pettersson ed. et al. 2008, p. 41): 

 Privacy-enhancing mechanisms, including assistive functions, must be visible without being 

intrusive. 

 Privacy-enhancing mechanisms in applications must encourage learning. 

 Give the user a chance to revise a hasty decision.  

 Run-time set-up is to be preferred.  

 In a privacy alert, the user should be informed of the severity of the event and what to do. 

 Spend time on terms, icons, graphics, and animations. 

 Know and follow general usability guidelines and test, test, and test again.  

Moreover, other sources have also discussed design requirements (or proposals) in connection to 

privacy systems (see Appendix A. Design requirements for privacy systems). These requirements are 

in some cases similar to the ones described by Patrick and Kenny (2003) but are more direct than those 

general HCI requirements. Also, some of the sources mention more specific requirements in regards to 



18 

 

other type of privacy systems or scenarios thus making some of the requirements not adaptable to this 

study.  

Although the privacy principles mentioned in this section - by numerous authors (Federal Trade 

Commission 2000, p. 4; Langheinrich 2002, p. 239; Jensen 2004, p. 1563; Pearson 2009, p. 47; Wang 

et al. 2013a) - Patrick and Kenny (2003) advice researchers to examine the field of interface design 

and HCI to further adapt techniques, concepts, and heuristics that could address privacy systems.  
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3. Designing the prototypes 

This chapter covers the working process of developing and presentation of the different prototypes 

(confirmation screen, swiping, drag-and-drop, and checkboxes) and reasoning as to why these designs 

were constructed. Also, ventured designs and alternative is found in Appendix I. Wireframes. 

3.1 Laying the foundation 

To get started with the construction of the prototypes mapping of the tasks and early sketches took 

place. Karat et al. (2005, p. 51) state that task analysis is an approach adopted to understand core tasks 

the user needs to complete to accomplish their goals. Task analysis is a technique that can be used to 

analyse a system function in terms of user‟s goals and sub goals inherent in performing the task 

(Richardson et al. 1998, p. 370). Redish and Wixon (2003, p. 925) explain that a task analysis can be 

constructed throughout the project as analysis is relevant at any stage. By performing a task analysis, it 

enables us to understand the users‟ activities in the context of the system for an existing or future 

system (Kieras 2003, p. 83). One of the most common task analyses is hierarchical task analysis, a 

technique developed at the University of Hull in the late 1960s in need for a rational basis for 

understanding the skills required in tasks (Diaper 2004, p. 67). Crystal and Ellington (2004, p. 2) 

explain that hierarchical task analysis concerns breaking tasks into subtasks. The task analysis can be 

found in the appendix for clarification on the user flow (see Appendix B. Task analysis of 

CREDENTIAL Wallet.  

In addition to early sketches, wireframes were constructed to outline the first digital product to later be 

translated into fully (refined) functional prototypes. A wireframe is a simplified rendering of a user 

interface; its purpose is to capture the skeleton of a page‟s layout (Benyon 2010, p. 386). Fling (2009, 

p. 89-108) explains that wireframes are valuable in order to communicate visions of the information 

architecture should be presented and how an application works. These wireframes will be presented in 

the following sections. 

 

As advocated by multiple sources, icons are used to make logical arrangements of the interface to 

ensure awareness (Patrick and Kenny 2003, p. 7; Javed Shebab 2016, p. 150; Pettersson ed. et al. 

2008, p. 42). It should be stated that the purpose of this study is not to explore what icons users find 

suitable for explaining the different data types of the prototype (i.e. full name, email address, date of 

birth, photo, and interests). However, the prototypes should contain a logic presentation and thus a 

small number of people (n = 8) were asked to fill out a questionnaire concerning a small sample of 

selected icons that could represent the data types. The majority of the icons were collected from 

Material Design (n.d. b) as it was recommended by Meyer (2015b). At first, the respondents were 

presented with icons and were asked to answer what the icons, according to them, represented. 

Secondly, the participants were presented with the data type next to the icon and were asked to answer 

- by alternatives yes, no, and neutral - whether or not they thought it was a relevant representation of 

the data type. The icons ending up with most positive responses of suitable representation were the 

ones chosen for the prototypes.  

The data types – or data attributes as also referred to (Angulo et al. 2015, p. 53) – were paired together 

with the suitable icons into chunks of text by using the icon as a bullet point (see Figure 5). In this way 

the data types were presented displaying attributes and values of personal information in a similar 

fashion to nutrition labels as displayed by Kelley et al. (2009); the pilot study prototype displayed the 

data types in a single row without icons. By using fewer words, dividing up texts and using high 

contrast text (black text on white background) there is chance of increased readability and 
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understandability (Cooper et al. 2007, p. 310; Kelley et al. 2009; Weinschenk 2011, p. 42; Anderson 

2011, p. 115; Goodwin 2011, p. 587). Multiple sources mention that the interface needs to present 

what is being collected and how it is going to be used (Federal Trade Commission 2000, p. 4; 

Langheinrich 2002, p. 239; Pearson 2009, p. 47; Wang et al. 2013a, p. 263). In the cards, both required 

and optional container, a small information paragraph was created to give the user transparency of the 

collection of data usage (see Figure 5).  

 

Figure 5. Presentation of attribute and value in the checkbox design. 

A big part of development of the wireframes was to construct a visual hierarchy of information (i.e. 

determine where information should be located and in what order it should be presented). Patrick and 

Kenny (2003, p. 6) address that the layout of items is an important aspect to facilitate user 

comprehension. Cooper et al. (2007, p. 187-188) explain that it is important to develop a hierarchy of 

information and determine what should be displayed where. Dix (2009, p. 28) explains that humans 

tend to be better at using an application by constructing a hierarchy as long as it does not go deep. 

Meyer (2015b) explains that Google‟s Material Design is a good example of helping users interpret 

interfaces and visual hierarchies. Material Design (n.d. c) has created cards which is a container (using 

shadows creating a box-like state) with the purpose of displaying more detailed information and 

contains interactive content - this component can potentially be used for creating a visual hierarchy for 

the users while still presenting them with clear actions. Cards should be used when displaying content 

that involves a collection of data types, images, movies, and text; it is often used as highly contrasted 

with the background using shadows with a sufficient contrast ratio to the text. Dix (2009, p. 28) 

explains that white space can be used to separate blocks and thus highlighting structures. Cards were 

implemented to create a hierarchy of information by distinguishing information (see Figure 6). The 

order of presentation was following the pilot study prototype by presenting the service provider to the 

user first for clarification of authentication alert. Secondly, the user is presented by required 

information, followed by optional information, to make their choices of disclosing information. 

According to Dix‟s (2009, p. 28) recommendation: “if things logically belong together then we should 

normally visually group the together”. 

Patrick and Kenny (2003, p. 8) address the importance of giving the user the opportunity to have the 

option to reject the terms and show a way for the user to opt out (in the aspect of the attribute of 

consent). Thus, a sticky footer was implemented to always be available to the user (see Figure 6). 

During the pilot test participants explained they needed a higher level of feedback for when missing to 

accept information. Feedback is an important design guideline in interface design and entails showing 
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visibility of system status to keep the user informed within appropriate within reasonable time 

(Nielsen & Molich 1990, p. 30). The sticky footer, in the CREDENTIAL Wallet, was created to carry 

a number to display number of approved selection of information made by the user; i.e. display the 

number of selection instantaneously to make the users aware with the usage of messages of their 

actions (Patrick & Kenny 2003, p. 7). 

 

Figure 6. Creating a visual hierarchy using cards. 

The prototypes (presented in the coming sections) were constructed using Axure and then uploaded 

using the service Axure Share. Using Axure Share, the prototypes were uploaded onto separate web 

pages meaning that these could be accessed from a smartphone web browser at all times.  

3.2 Confirmation screen 

Javed and Shebab (2016, p. 151) constructed a summary page which included permission descriptions, 

personal information example, and a permission type (required or optional to disclose the 

information). The study used animations and showed that better user understanding of the disclosed 

information. Cooper et al. (2007, p. 314) state it is important to provide users with a comparison state 

by completing an action (before-and-after scenario). Patrick and Kenny (2003, p. 8) explain that the 

user should be given the opportunity to review the terms before consenting to the agreement, an 
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opportunity to correct errors by, as an example, presenting a final confirmation before accepting or 

rejecting the agreement. Consequently, Patrick and Kenny (2003) mention that users should fully 

understand what they are consenting to. For those reasons a confirmation screen was constructed to 

see if it could impact the user understanding of disclosing information (see Figure 7). An additional 

point of creating the confirmation screen was to see if the participants still would think that their 

fingerprint was shared with the service provider as in the pilot test. A mental model issue mentioned 

by multiple authors (Sun et al. 2011, p. 3; Sun et al. 2013, p. 11; Arianezhad et al. 2013, p. 113) 

Privacy nudges can make people adjust and review their permissions (Almuhimedi et al. 2015, p. 1). 

Privacy nudges can also bring ethical concern because of the design forcing users going in a specific 

direction (Zhang and Xu 2016, p. 1685). Although not a privacy nudge, a red text was displayed in the 

white and black colour scheme on the confirmation screen to prominently explain to the user what is 

happening before having the option to accept or reject the request. 

An addition to the confirmation screen was the progress bar displaying the occurrence of information 

disclosure in real time. One of the PRIME project guidelines state that one should spend time on 

graphics and animation (Pettersson ed. et al. 2008, p. 42). A progress bar was created for the 

CREDENTIAL Wallet to mimic information being shared with a service provider (see Figure 7). The 

hope of this function was to give the user feedback in real time of what the system is doing. As 

explained by Patrick and Kenny (2003, p. 7), techniques to enhance consciousness could be 

dynamically changing the interface upon the action.    
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(1). Confirmation screen after selecting information. (2). By continuing the user is presented with a consenting 

stage by fingerprint. 

 

 

(3). The progress bar, to the left, goes from the 

CREDENTIAL logo to the service provider logo. 
(4). With the increased length of the progress bar, text is 

displayed saying “shared”.  

Figure 7. The confirmation screen with progress bar displaying information being shared.  
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3.3 Swiping 

In the authorization flow in the pilot study the users selected information by filling small checkboxes. 

However, these checkboxes were only displayed as a very small portion of the screen, they were not 

contrasted very well with the background, and potentially did not give the users enough feedback or a 

realization of completion. Cooper et al. (2007, p. 314) address the importance of providing a mean for 

users to compare the state of an action (before-and-after scenarios). A comparison will provide context 

that makes information more valuable and more comprehensible to users. Norman and Nielsen (2010, 

p. 49) explain that checking of boxes and selections can be difficult to use at times as it might take you 

to new locations and that it needs to be a clear directive of how to undo the action that was made. 

Hoekman (2011, p. 111-115) addresses that smartphones open up a new medium and thus users learn 

to expect different things (e.g. tapping and swiping) from computers. Murray (2011, p. 10) reports that 

swiping mimics the gesture of flicking something off a physical surface. Therefore, a swiping design 

was constructed (i.e. a design utilizing a swiping gesture) for creating a sense of completion and 

showing a clear example of a before-and-after scenario (see Figure 9).  

One of the important things to think about when creating the swiping functionality was that create an 

obvious mapping between the swiping functionality and the selection. The interface should be made 

obvious thus the relationship between control and outcome needs to be understandable (Norman 2013, 

p. 21). The CREDENTIAL Wallet swiping design was made so a swipe needs to be made for every 

selection of information. By swiping right, the user selects the information as swiping right intuitively 

feels appropriate because of the left to right orientation is the progression of western text which was a 

way to delete an email on an iPhone (Murray 2011, p. 10). However, as pointed out by Norman and 

Nielsen (2010, p. 47), swiping functionality does not necessarily mean that things are obvious to the 

user as it has to be visually clear. Signifiers (e.g. arrows and icons) can provide signals about the 

operation (Norman 2013, p. 21). Norman (2013, p. 21) exemplifies signifiers by mentioning arrows of 

representing a swiping functionality. To try to explain the functionality of selecting information, other 

than using text, a swiping icon was implemented (see Figure 8); i.e. trying to use the icon in order to 

enhance the comprehension of what the user can control in the privacy system (Patrick & Kenny 

2003). The swiping design allows block to slide to the right and thus displaying a change being made. 

Tutorials are critical for supporting the needs of the user in privacy technologies (Patrick and Kenny 

2003, p. 6; Ruoti et al. 2016, p. 2). This aspect falls under the factor of comprehension (Patrick & 

Kenny 2003, p. 5-6). A question mark icon was implemented to the swiping design to display how to 

use the system; specifically, the swiping functionality (see Figure 10). 

 

 

(1) Wireframe (2) Final design 

Figure 8. Swiping functionality of selecting information.  
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(1) Zero items selected (2) Five items selected 

Figure 9. An overview of the swiping design. 

 

 

(1) When the user presses the question mark 

item they will be presented with the help 

section. 

(2) After swiping the slider to the right, the 

user will have the opportunity to advance 

and hopefully understand the scenario. 

Figure 10. Help section of the swiping design. 
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3.4 Drag-and-drop 

As the pilot study displayed confusion of selecting items the swiping design was created to evaluate 

the impact of a design within the mobile medium which could potentially make the users feel a 

realization of completion. Pettersson et al. (2005) explain that users can, in situations such as dialog 

boxes displaying two alternatives (e.g. OK and cancel) react in automatized ways. A way of solving 

this, as showed in the PRIME project, is to use drag-and-drop actions (i.e. a design utilizing a drag-

and-drop gesture) to avoid automation of behaviour (Pettersson et al. 2005). The drag-and-drop 

approach has to be tested on a mobile device. The design was constructed in a similar approach to the 

swiping design (i.e. by dragging the icon to a close drop zone to the right). Other wireframes were 

made where the icons could be dropped in the service provider container (see Appendix I. 

Wireframes). However, this would be a concern as users could potentially think that they were 

disclosing information directly by dropping the items at the service provider instead of just selecting 

items. Therefore, a design similar to the swiping design was made (see Figure 11) in order to see if it 

could increase the consciousness (Patrick & Kenny 2003, p. 13). The drag-and-drop design, for 

consistency reasons across the studies, also had a help section (see Figure 12).  

 

 

 

(1) Zero items selected.  (2) Two items selected and a third item on its way. 

Figure 11. An overview of the drag-and-drop design. 
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(1) When the user presses the question mark item they 

will be presented with the help section. When 

starting to drag the icon the drop zone will turn 

blue. 

(2) After dropping the icon in the drop zone, the user will 

have the opportunity to advance and hopefully 

understand the scenario. 

Figure 12. Help section of the drag-and-drop design. 

3.5 Checkboxes 

The pilot study featured a checkbox prototype which used a set height for all pages. This meant that 

the prototype was compressed as much information had to fit in a limited amount of space; the 

prototype did not utilize the concept of minimalistic design whereas the new prototypes try to 

accomplish being a system of “less is more”. Also, as this study tries to compare the prototypes it is 

important to consider the impact of the icons of the newer prototypes‟ designs. Lastly, the pilot study 

was using circles around the checkboxes to distinguishable from the other elements on the screen. This 

design choice was commented on in the pilot study to have been a hindrance in terms of user 

awareness as it could have potentially given the impression to the participants that they had to check 

the boxes. Checkboxes is a design solution proposed by Wang et al. (2013a, p. 265) in authorization 

dialogues for social applications. The pilot study prototype (see Figure 4) had an option to select all 

data at once which could have resulted in participants not being aware of their disclosures. Therefore, 

a new checkbox prototype was created using icons (see Figure 13) with an accompanied help section 

(see Figure 14). These checkboxes were made to be more prominent than the pilot study design.  
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(1) Zero items selected. (2) Five items selected.  

Figure 13. An overview of the checkbox design. 

  

(1) When the user presses the question mark item 

they will be presented with the help section. 

(2) After filling the checkbox to the right, the user will have 

the opportunity to advance and hopefully understand the 

scenario. 

Figure 14. Help section of the checkbox design. 
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4. Methodology 

To see if the different design concepts (confirmation screen, swiping, drag-and-drop, and checkboxes) 

had any impact, in terms of user understanding of data disclosure, usability tests were conducted. The 

study structure was divided into two experiments: the focus of the first experiment was the addition of 

the confirmation screen to the pilot prototype. The other experiment handled the newly constructed 

prototypes (i.e. those prototypes created from scratch). The reasoning behind this was to see the 

impact of the design concepts. In total, 80 tests were conducted (20 tests for each prototype). 

4.1 Pilot study 

Usability testing is a research tool conducted to test a system - with only one single participant or a 

large sample of participants -  by providing a picture of whether or not the system has an informed 

design, to eliminate design problems and frustration, and improve profitability (Rubin & Chisnell 

2008, p. 20-21). For the pilot study, usability tests were conducted to cover two scenarios of an 

authorization flow and an authentication flow. As the other prototypes were examined on the purpose 

of user awareness (of the data types shared in the authorization screen) and usability, only the 

authorization scenario was tested in those tests. The pilot study was a collaborative effort by the 

Karlstad University CREDENTIAL team and became the basis of the upcoming prototypes – a more 

extensive report of the method used, see 4.2 Experiment 1: Confirmation screen. 

The usability tests were conducted at Karlstad University where both students and staff were recruited. 

In total, 20 people participated in the tests: eleven participants were between the ages of 20 and 29; 

five participants were between the ages of 30 and 39; five participants between the ages of 40 and 49, 

and; one participant above 50 years old. There was almost an equal number of gender participation. 

The participants did the test one by one (i.e. 20 separate sessions) with a test moderator and observer 

present at all times; the test took 20-40 minutes depending on how much the participants wanted to 

communicate.  

During the tests, the participants had to interact with a smartphone (Samsung Galaxy S6) as well as 

laptop. CREDENTIAL Wallet was configured to appear as an application on the smartphone whereas 

on the desktop the participants would trigger the application using a fictitious website of PhotoHex. 

The application and the fictitious website were used twice, once for authorizing and once for 

authenticating. The participants were: (1) informed of the test design and the CREDENTIAL Wallet; 

(2) asked to complete the authorization scenario and asked to pretend to be a specific user in order to 

make it seem realistic; (3) given a post-task questionnaire concerning the authorization task; (4) asked 

to complete the authentication scenario and once again asked to pretend to be the same specific user, 

and lastly; (5) given a post-task questionnaire concerning the authentication task and subsequently a 

post-test questionnaire concerning demographic information, follow-up questions regarding 

fingerprint and sharing personal information. 

The test design was utilizing the System Usability Scale (SUS) devised by Brooke (1996) which is a 

ten-item Likert scale that generates a number between the range of 0 and 100. In addition, time 

measurements were taken during the two different tasks in order to measure the efficiency 

As displayed in Figure 4, the participants had to disclose information in order to accept the request 

from the fictitious service provider. After selecting what information to share with PhotoHex the 

participants were given a questionnaire to fill out concerning 14 different types of data (including the 

five potential items that the participants could have disclosed). The user awareness was calculated in 

terms of precision and recall. Precision and recall results were gathered as defined and used by Ronen 
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et al. (2013, p. 3425) in their study of measuring awareness of transferred data in federated accounts to 

service providers. Recall (R) is defined as the ratio between the number of data types a user stated 

correctly and the number of data types that were actually transferred to the site. Precision (P) is 

defined as the ratio between the number of data types a user stated correctly and the number of data 

types the user stated. However, in the pilot study the precision value was calculated as all correct 

“shared” and “not shared” answers on top of all “shared” and “not shared” answers per person because 

the participants could answer in three ways: “shared”, “not shared”, and “not sure” (Pettersson et al. 

accepted 2017). This could then result in an uncertainty value by participants answering “not sure”. 

Pettersson et al. (accepted 2017) argue that a high uncertainty value is interesting and speaks for 

solutions such as the Data Track; Data Track is a tool that presents users with their already completed 

disclosures (Karegar et al. 2016). As the CREDENTIAL Wallet uses fingerprint the list also included 

fingerprint. An additional question asked the participants where the fingerprint was stored with 

alternatives being: the phone, CREDENTIAL Wallet, and/or PhotoHex. 

The pilot study tests were conducted three months prior to the tests of confirmation screen, swiping, 

drag-and-drop, and checkboxes. It laid out a foundation for the method of the upcoming tests and 

narrowed the focus of this thesis purpose (as the pilot test was an exploratory study focusing on the 

concept as a whole). An extensive explanation of the method adopted in the thesis work is explained in 

upcoming section to get a better understanding of the CREDENTIAL research project. 

4.2 Experiment 1: Confirmation screen 

The pilot study was a foundation for this study thus a similar method of data collection was used (i.e. 

the same type of question was asked, the same type of task was constructed, and the same type of 

overall procedure took place) to mimic the condition of the pilot in order to make  a comparison 

between the pilot study prototype and the confirmation screen prototype.  

The confirmation screen was added to the pilot study prototype to see if it would have any radical 

impact on an existing prototype (i.e. not adapting the confirmation screen onto the new prototypes as 

they used a new look and icons). The other prototypes (swiping, drag-and-drop, and checkboxes) did 

not contain the confirmation screen to see if the design concept would impact the user understanding 

of disclosure.  

4.2.1 Usability testing 

Ruoti et al. (2015, p. 3) reviewed a survey of a representative sample of authentication systems by 

Bonneau et al. (2012) which showed that only four out of twenty-three publications include a usability 

study. Routi et al. (2015, p. 3) also claim that usability and understanding of authentication systems is 

very poor.  

Throughout the years of usability evaluations multiple methods have been presented such as heuristic 

evaluation, cognitive walkthrough, pluralistic usability walkthrough and formal usability inspections 

(Hollingsed & Novick 2007, p. 249-253). Karat et al. (2005, p. 50-57) explain a variety of formal HCI 

methods that could be used in the security and privacy domain; these methods could be interviews, 

focus groups, field studies, usability testing, etc. At NNgroup (2014), most known for researchers 

Nielsen and Norman, they state that the most effective way of understanding what works and what 

does not work in a user interface is to watch people use it - i.e. usability testing. Rubin and Chisnell 

(2008, p. 21) explain that usability testing refers to “the process of testing participants who are 

representative of the target audience to evaluate the degree to which a product meets specific usability 

criteria”. Usability testing, in comparison to other usability evaluation methods, has been proven to 

display the more severe usability issues but being more expensive (Jeffries et al. 1991, p. 2; 
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Hollingsed & Novick 2007, p. 249). By conducting usability tests the researcher will get close to the 

users and see potential errors and understand by observing and questioning (Dumas & Redish 1999, p. 

24). A usability test can reveal much information about how people use a system regarding if it is a 

functional system, mock-up, or paper (Goodman et al. 2013, p. 273). If participants attempt realistic 

activities the researcher will get insight into interface problems, user troubles, and how to improve the 

design (NNgroup 2014). In the case of the CREDENTIAL Wallet the design of the checkboxes in the 

exploratory study showed no major user troubles of the application but rather in understanding the 

data disclosure. By running usability tests there will be an opportunity to see how the participants react 

to the application, the tasks, and to see whether or not they realize their data disclosure and what they 

disclosed. By exploring four different design concepts this could be explained as A/B testing. A/B 

studies are testing of alternative designs where some visitors see alternative “A” while others see 

alternative “B” in order to see if the service could benefit of using one of the alternative over the other 

(Albert et al. 2013, p. 216). 

The study utilized a test plan as it functions as a blueprint for the usability tests (Rubin & Chisnell 

2008, p. 66).  

The test plan describes exactly how you will go about testing your product. Just as you don‟t 

want your building contractor to „„wing it‟‟ when building your house, so the exact same logic 

applies here. The test plan sets the stage for all that will follow. You do not want to have any 

loose ends just as you are about to test your first participant (Rubin & Chisnell 2008, p. 66).  

Considering the evaluation not only concerns usability tests (and its surroundings such as recording) 

but also questionnaires, orientation script, and consent form. The test plan was outlined from some of 

the points stated by Rubin and Chisnell (2008, p. 67):  

 purpose of test and research purpose; 

 participant characteristics & recruitment, test environment and preparations; 

 test scenarios, and; 

 method (test design) consisting of: 

o Consent form 

o Orientation script 

o Task 

o Post-test questionnaire 

o Background questionnaire  

NNgroup (2014) states that it is important to choose realistic tasks during the usability tests for the 

participants to complete as it can motivate the participants instead of forcing them to interact in a 

specific way. Rubin and Chisnell (2008, p. 13) explain that a principle of user-centred design is to 

have an early focus on users and their tasks. Dumas and Redish (1999, p. 173) addresses the 

importance of keeping a scenario of the usability test short. In the CREDENTIAL Wallet there is only 

the process of completing the authorization flow (i.e. accepting the first-time authentication to a 

service by disclosing information). In the exploratory study a fictitious service provider (called 

PhotoHex) was used to mimic a real scenario for the usage of an identity management system as the 

CREDENTIAL Wallet. Therefore, the realistic task given was to ask the participant to use the 

CREDENTIAL Wallet to authenticate to PhotoHex. While doing so, the participants were given a user 

account for the CREDENTIAL service and were asked to pretend they have taken on the identity of a 

person called Elsa. In the exploratory study of the CREDENTIAL Wallet timekeeping (on completion 

of tasks) was adopted to measure the efficiency of the application; Rubin and Chisnell (2008, p. 4) 

explain that the efficiency of usability is “the quickness with which the user‟s goal can be 

accomplished accurately and completely and is usually a measure of time”. By keeping track of the 
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time (i.e. having a kind of benchmark), across all the set of tests, there could be potential of seeing if 

efficiency impact the user understanding of data disclosure. Within the domain of security there has 

been discussion of a trade-off between security and usability (Cranor & Garfinkel 2004, p. 16). 

Tognazzini (2005, p. 32) states that there should be a balance between security and usability. Karat et 

al. (2005, p. 51) explain that benchmark studies can be adopted within the security and privacy 

domain. A study, on social network services, showed that lack of awareness and hasty decisions can 

lead to regret when disclosing information (Wang et al. 2011, p. 1).  

The studies of data disclosure of identity management systems today often revolve social network 

services and the usage of a technology such as Facebook Connect (Egelman 2013; Bauer et al. 2013). 

These studies do not specify their target audience but recruit members through social media. Similarly, 

the concept of the CREDENTIAL Wallet does not have a specific targeted audience. Nielsen (2000) 

states that elaborate usability tests are a waste of time and budget and that the best results come from 

testing no more than five participants in small tests to uncover major issues in the interface. 

Consequently, Rubin and Chisnell (2008, p. 72) state that for a true experimental design there should 

be at least 10 to 12 participant per condition whereas in less formal usability tests research has shown 

that four to five participants exposes 80 percent of the major usability problems. If time and budgets 

are limited the researcher might want to organize small usability tests over time (Rubin & Chisnell 

2008, p. 72). However, Albert and Tullis (2013, p. 57) explain that if more participants (perhaps 10-50 

participants) are recruited the sample sizes increases and so does the confidence in the data. Nielsen 

(2006) recommends testing with 20 users when collecting quantitative usability metrics (e.g. time 

measurements). Nielsen (2006) state that it is not necessary to test with 20 participants to improve 

usability. However, it should be noted that the purpose of this study is not solely to focus on usability 

but also to aim attention at user awareness of data disclosures. Thus, 20 participants for each design 

concept were recruited at Karlstad University. The participants were given a coffee coupon as 

compensation for participating.  

To make sure the test design was good, pilot tests were conducted. Rubin and Chisnell (2008, p. 186) 

state that it is critical to be comfortable in the testing scenario: the timings of the tests, look for design 

flaws in the test, read through the questionnaires, and make sure that the test is revised if needed. 

Schade (2015) explains that pilot testing contributes to fine-tuning of the upcoming usability tests and 

thus leading to more reliable results. Consequently, Schade (2015) states that pilot testing is important 

because it is an opportunity to validate the wording of tasks, the time necessary for the session, and if 

it can supply an additional data point for the study. Rubin and Chisnell (2008) make the point of 

ambiguity being able to sneak its way in instruments such as questionnaires and that pilot tests could 

adjust such a problem. Further usability points will be made in the next section concerning the study‟s 

questionnaire. 

During the usability tests there was only the researcher and the participant present. The researcher was 

responsible for interacting with the participant by reading the orientation script and leading the 

participant through the test (not helping in tasks but rather answering potential questions). After 

introducing the participant to the task, the researcher timed the participants and kept notes of any 

potential reactions. 

 During the tests a screen recording application was running on the test mobile in order to keep track 

of what data disclosures the participants were making. This was important for two reasons: (1) the test 

design does not rely on the observer to check what data disclosures is being made, considering it is a 

mobile screen there might be missed information in that sense, and; (2) it was important to keep track 

of data disclosure because of comparisons with the questionnaire questions concerning the data types 
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(this is presented in the following chapter). Rubin and Chisnell (2008, p. 157) explain it is important 

that all participants are exposed to identical conditions. This was done by including an orientation 

script in the test design (see Appendix H. Orientation script used during the testing of all prototypes).  

4.2.2 Post-test questionnaire  

Questionnaires are a commonly used tool for quality and usability within user-driven assessment 

(Laugwitz et al. 2008). Rubin and Chisnell (2008, p. 192) explain that the purpose of post-test 

questionnaire is to deepen the understanding of a product‟s strengths and weaknesses. Consequently, 

Rubin and Chisnell (2008, p. 192) state that the information that is typically gathered concerns 

opinions and feelings about the ease of use and ease of learning. A questionnaire should be given to 

the participants immediately after the test for the sake of the participants recalling their reactions and 

feelings. The questionnaire, from the pilot study, was applied to this set of tests to be able to compare 

with the pilot study. That means that questions 2-5 were only used in this study as a distraction as the 

sixth question concerns participants‟ awareness of disclosures. As the pilot study also regarded other 

more general questions of CREDENTIAL Wallet it contained other questions than awareness.  

In 1986 the System Usability Scale (SUS) was devised by Brooke (1996). SUS adopts a Likert scale 

which is presented, alongside ten statements, to the participants after they have interacted with the 

system. The participants are asked to answer the ten statements with one of five responses ranging 

from strongly agree to strongly disagree. The statements alternate between positive and negative 

statements about the recently used system: 

 Statements 1, 3, 5, 7, 9 are assigned values 0 (strongly disagree) to 4 (strongly agree). 

 Statements 2, 4, 6, 8, 10 are assigned values 4 (strongly disagree) to 0 (strongly agree). 

After the answers have been converted into numbers (0-4) they are added together and then multiplied 

by 2.5 thus converting the scores of 0-40 to 0-100. Bangor et al. (2009, p. 118) report that an SUS 

score of 50 is OK, 71 is good, and 85 is excellent. Ruoti and Seamons (2016, p. 2) propose that 

usability studies concerning authentication systems should use a standard metric like SUS. Moreover, 

Ruoti et al. (2015, p. 47) explain that all new authentication systems achieve a SUS score of at least 70 

before the system should be considered to be compared against existing authentication proposals for 

validation purposes of improvements. Albert et al. (2013, p. 166) explain that SUS is a robust 

approach even when testing with a smaller number of participants (e.g. 8-10).  

In a study by Ronen et al. (2013) explored how well users are aware of personal data transferred from 

their federated accounts to service providers when signing in. In the study participants were asked to 

select the data types they thought were transferred to service providers. The participants‟ answers were 

then compared with the actual data types transferred to service providers using measurements of 

responses in precision and recall. Precision (P) is defined as the ratio between the number of data types 

a user stated correctly and the number of data types the user stated. Recall (R) is defined as the ratio 

between the number of data types a user stated correctly and the number of data types that were 

actually transferred to the site. Ronen et al. (2013, p. 3425) clarify by giving the example:  

For example, if a user specifies that “basic info” and “location” are transferred to a site and the 

actual data transferred are “basic info”, “picture” and “contacts”, P=0.5 and R=0.33. 

In a similar fashion, Egelman (2013, p. 2374) asked participants to list the data types they believed a 

service provider would collect if they used Facebook Connect. In a study by Bauer et al. (2013) they 

also measured the awareness of the transferred information using social media services. Bauer et al. 

(2013, p. 30) compared the information that was transferred to the service provider with participants‟ 

perception of what was being sent. However, in the CREDENTIAL study (Pettersson et al. accepted 

2017) there were three options for the participants to choose from: “shared”, “not shared”, and “not 
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sure”. With this in mind, the answers were used to calculate a precision value based on the amount of 

correct answers on top of all answers (i.e. all “yes” and “no” answers). In order to see the certainty of 

the participants “not sure” was not calculated in the total answers thus resulting in an uncertainty 

value.  

After completing the task, the participants were asked to - likewise to other studies (Egelman 2013, p. 

2374; Bauer 2013 et al., p. 30; Ronen et al. 2013, p. 3424) - answer to what data types they had 

disclosed. Albert et al. (2013) explain that questions concerning awareness are not directly relatable to 

the task the participants were doing but rather if they were made aware of content. The participants 

were given a set of 14 data types (post address, full name, email address, educational background, 

fingerprint pattern, home town, city in which you live, birthday, photo, phone number, interests, credit 

card number, age, and mobile device model) to answer to if they had shared the information with 

PhotoHex in three options (yes, no, or do not know). The questionnaire includes data types which are 

presented in the user interface and data types which are not. Albert et al. (2013, p. 163-164) state that 

questions regarding awareness must include logical “distracter” items that were not displayed on the 

page (i.e. items that look like they could have been displayed but were not). Awareness data should be 

requested immediately after the test (Albert et al. 2013, p. 125). However, because of creating a fair 

comparison scenario between the pilot study and the confirmation screen study the question 

concerning awareness was placed in the same position. For calculation of user awareness score, Excel 

was used to ensure no miscalculations were made (see Appendix J. Data compilation of user 

awareness scores). 

The questionnaire also mentions three other questions that were a part of the pilot study questionnaire. 

These questions have no purpose for the scope of this study but because of consistency reasons the 

questions are still in the questionnaire to serve as a distraction/dummy questions.   

4.2.3 Background questionnaire 

In addition to the post-test questionnaire another questionnaire concerning demographic information 

was created. Rubin and Chisnell (2008, p. 162) refer to questionnaires that provide historical 

information about participants, a background questionnaire. Rubin and Chisnell (2008, p. 163) explain 

that background questionnaires should focus on characteristics that could influence the performance of 

the participants. There are factors that could influence users‟ data decisions and whether and/or 

whether or not they would be able to be aware of their sharing of personal data in CREDENTIAL 

Wallet, thus a background questionnaire was created. The reasoning behind presenting the background 

questionnaire to the participants as the last undertaking was to make sure that the questions concerning 

their awareness would change their behaviour using the CREDENTIAL Wallet or answering any other 

questions (Iachello 2007, p. 36).  

The demographic factors presented in this study, gathered from Malhotra et al. (2004, p. 344), includes 

gender, age, and education level.  

Pfeil et al. (2009, p. 652) state that there is difference in online behaviour between age groups. Young 

people are more likely, than any other age group, to protect their privacy on social networking sites 

(Blank et al. 2014, p. 1). In other cases, younger people showed a more relaxed attitude to privacy 

settings and more disclosing of personal data than adults (Walrave 2012;). Tufekci (2008, p. 22) 

claims that young people seek to be public and to look at others in a time where social network sites 

provide those services. Djamasbi et al. (2007) explain there are layout preferences between men and 

women although their study did not show any significant difference in usability between the two 

genders. Fogel and Nehmad‟s study (2009, p. 159) showed that women had greater privacy concern 
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than men but there was no difference for privacy behaviour. Christofides et al. (2012, p. 5) state that 

women, in their social network study, were more likely to control their information than men. 

Consequently, Tufekci (2008, p. 27) show difference in disclosures on Facebook between genders 

where men are more likely to disclose information such as phone number whereas women are more 

likely to indicate their favourite music, books, etc. Taddicken (2014, p. 265), on the other hand, stated 

that no gender differences were found regarding self-disclosure of sensitive information. Sears et al. 

(2000, p. 254) explain that there is a correlation between web usability and “basic demographics” such 

as gender and age. Other research shows no correlation in gender and usability (Sindhuja & Dastidar 

2009). Wagner et al. (2014, p. 110) show that age has an impact on usability in terms of utilitarian and 

hedonic constructs. Consequently, older adults seem to be less able to create an accurate mental model 

of a web site and perform as good as younger people. Although these factors and references do not 

specifically talk about a correlation with user awareness of data transactions it is still interesting to see 

if they had any significance.  

Blank et al. (2014, p. 20) claim that people with higher education degrees are significantly different 

from people with no educational qualifications as they are likely to change their privacy settings. 

Educational level has been repeated through multiple studies in relation to people‟s willingness to 

share data (Phelps et al. 2000, p. 36; Malhotra et al. 2004, p. 343).Considering the research design 

concerned a lot of variables, SPSS was used to see if there was statistic significant correlation between 

variables.  

4.2.4 Summary 

The study structure is summarized into bullet points for clarification (see Appendix C. Test plan for 

Experiment 1: Confirmation screen and Appendix E. Questionnaires for Experiment 1: Confirmation 

screen. The structure includes tasks, interface questions (IQ), and background questions (BQ):  

 Task: Complete the authorization flow by selecting what information to disclose, accept the 

request, and confirm that the task is completed. 

o During the task the participant will be timed and observed.  

 IQ1: SUS statements 

 IQ2, IQ3, IQ4, & IQ5: These are questions from the pilot study which purpose is to show 

consistency with pilot study questionnaire. The questions have no purpose for this study but 

the concern is that it might impact the participants when answering IQ6 or alter their answers 

in some way. 

 IQ6: What information did you share with the service provider (PhotoHex) in the task? 

o The participant is presented with 14 data types. 

 IQ7: What has PhotoHex stated they will do with the data you just shared?  

 BQ1: Age 

 BQ2: Gender 

 BQ3: Level of education 

 IQ8: Where do you think your fingerprint is stored?  

o The participant is presented with three options and is allowed multiple answers. 

IQ8 is presented at the end of the study because of its place in the pilot study structure. 

4.3 Experiment 2: Comparison of swiping, drag-and-drop & checkboxes 

In the following set of test the same foundation of the pilot study was applied. However, some 

alterations were made because of lack of characteristics in the exploratory study. The comparison of 

swiping, drag-and-drop and checkboxes was done by conducting usability tests (20 tests per 
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prototype). The usability test still utilized the same task. A questionnaire was applied which concerned 

the same type of questions as in the earlier tests: SUS statements, participants‟ awareness of the 14 

data types and service provider‟s purpose of collecting data, and participants‟ perception of fingerprint 

storage. However, the alteration from the previous set of tests was the removal of multiple questions in 

the post-test questionnaire.  

It is important, when discussing privacy technologies, to discuss privacy concern and privacy 

behaviour. For instance, Bauer et al. (2013, p. 29) explain that users‟ understanding of data disclosure 

is affected by their privacy concern level. Thus it gave an opportunity to seek if the privacy concern 

level would impact the user awareness. This was something that was overlooked in the pilot study. As 

presented in this section, privacy is a contradictory subject inasmuch as it is displaying a variety of 

different findings. Therefore, changes were made to the background questionnaire. 

Multiple studies show that users are concerned of their privacy within the domain of the social web 

but these concerns are not applied to their usage behaviour (Jensen 2005; Norberg et al. 2007; Debatin 

et al. 2009; Taddicken 2014). When literature mention the mismatch between privacy concern level 

and usage behaviour it is referred to as the privacy paradox (Barnes 2006). However, Bauer et al.‟s 

(2013, p. 29) study show that users‟ understanding of data disclosure is not significantly affected by 

consent dialogs but rather affected by their privacy concern level and their preconceptions about what 

is being sent. Bauer et al. (2013, p. 29) make the case that users had already made a decision to sign in 

with the identity provider before viewing the authorization dialogs. Egelman (2013, p. 2377) also 

explain that the participants who had privacy concerns did not make any disclosures. If the users 

simply do not care about their privacy (or rather, have any concerns), they will perhaps not be aware 

of what personal information is being disclosed when using the CREDENTIAL Wallet. Malhotra et al. 

(2004, p. 336) claim that the model Internet Users‟ Information Privacy Concerns (IUIPC) explains a 

large amount of variance in behavioural intention and thus serves as a useful tool for analysing users‟ 

reactions to different type of privacy threats. The IUIPC scale defines multiple groupings of privacy 

concern including dimensions of control of personal information, collection of personal information, 

and awareness of information privacy practices. These groupings have in total ten statements (three for 

control, four for collection, and three for awareness) which uses a 7-point Likert scale ranging from 1 

(strongly disagree) to 7 (strongly agree). Based on the answers a privacy score for each participant is 

generated; the higher the privacy score, the more concerned a participant is about their privacy. 

As in the pilot study and confirmation screen study, SPSS was used to see any statistical significant 

correlation among variables.  

The interface questions and background questions were both answered using a laptop and the service 

Google forms.  

4.3.1 Summary 

The study structure is summarized into bullet points for clarification (see Appendix D. Test plan for 

Experiment 2: Comparison of swiping, drag-and-drop & checkboxes & Appendix F. Questionnaires 

for Experiment 2: Swiping, drag-and-drop, checkboxes for an extensive description). The structure 

includes tasks, interface questions (IQ), and background questions (BQ):  

 Task: Complete the authorization flow by selecting what information to disclose, accept the 

request, and confirm that the task is completed. 

o During the task the participant will be timed and observed.  

 IQ1: What information did you share with the service provider (PhotoHex) in the task? 

o The participant is presented with 14 data types. 
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 IQ2: What has PhotoHex stated they will do with the data you just shared? 

 IQ3: Where do you think your fingerprint is stored?  

o The participant is presented with three options and is allowed multiple answers. 

 IQ4: SUS statements 

 BQ1: Age 

 BQ2: Gender 

 BQ3: Level of education 

 BQ4: Internet Users‟ Information Privacy Concerns (IUIPC)  

4.4 Ethical considerations 

Ethical issues cannot be ignored as they are related to the integrity of the research and the disciplines 

involved (Bryman 2015, p. 130). A way of informing participants is by asking them to sign informed 

consent forms (Rubin & Chisnell 2008, p. 173; Bryman 2015, p. 140). For instance, as this study 

utilizes screen recording software it should be stated so in the consent form, as recommended by 

Rubin and Chisnell (2008, p. 173). When dealing with a research methods consisting of observing 

and/or audio/video recording a consent form should be signed in advance (Vetenskapsrådet 2011, p. 

42). There are multiple requirements on what to inform the participants of (Vetenskapsrådet 2002): (1) 

Information entails that the researcher should inform participants of the current research's purpose; (2) 

Consent entails that the participants have the right to decide for themselves if they want to participate 

or not; (3) Confidentiality entails that all participants should be granted maximum confidentiality and 

the personal disclosures should be stored in a way that unauthorized people cannot access the 

information, and; (4) Use entails that collected data about participants can be used for the purpose of 

the research. By these remarks this study created a consent form mentioning the research purpose, the 

involvement of the participants and their rights, the confidentiality, and information collection and its 

usage. The data has been stored in a safe, in a laboratory, at Karlstad University. 

During the usability tests the participants were asked to use an already existing CREDENTIAL service 

user account to make sure none of the participants‟ personal identifiable data were to be entered in the 

prototype.   
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5. Empirical data & analysis 

5.1 Initial data (Pilot study) 

It was showed that the usability of the pilot prototype was in a good state according to the gathered 

results (Karegar & Pettersson 2017, p. 67-68). Bangor et al. (2009, p. 115) describe that an examined 

system scoring below an SUS score of 70 had usability issues. Consequently, Ruoti et al. (2015, p. 47) 

explain that all new authentication systems achieve a SUS score of at least 70 before the system 

should be considered to be compared against existing authentication proposals for validation purposes 

of improvements.The authorization task had a slightly lower SUS score than the authentication task 

(see Table 1) but both tasks displayed a SUS score above 70. Although no benchmark was set-up for 

the tasks the participants showed that they could efficiently use the application in terms of timing. 

Moreover, the majority of the participants specified that they thought it was easy, clear and/or quick. 

Table 2 shows the timing of tasks. Some participants addressed that the application should have been 

more visually appealing in terms of colours and texts. Five participants addressed that the checkboxes 

were not clear enough and one participant explained that they felt a higher level of feedback was 

needed when they had missed to accept information using the checkboxes.  

Table 1. Pilot study results of SUS scores of the two tasks. 
 

Task 1 (Authorization) Task 2 (Authentication) 

Average  75.88 81.98 

Max 95.13 97.50 

Min 47.50 57.50 

Standard deviation 11.74 11.68 

Table 2. Pilot study results of time measurements of the two tasks. 
 

Task 1 (Authorization) Task 2 (Authentication) 

Average 100s 57s 

Max 170s 100s 

Min 42s 40s 

Standard deviation 39s 14s 

Although the tasks received positive scores in terms of usability the participants of the study were 

confused as to what personal information they were disclosing; participants were confused as to what 

data they had shared with the service provider. The results are presented in Table 5. Precision, 

uncertainty, and recall scores from the pilot tests and confirmation screen prototype. and 

simultaneously compared with the scores of the confirmation screen. Even if the participants could 

answer what data they had disclosed they could not specifically answer which parties who had access 

to the fingerprint (i.e. Credential application, service provider, and/or the smartphone of usage). 

According to the results from the tests: 
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 None of the participants could correctly answer the questionnaire concerning the shared 

information (i.e. the 14 different items). Even if the participants gave the correct answers for 

the five different attributes (i.e. full name, email address, birthday, photo, interest) they also 

said they had disclosed more information or that they were not sure about disclosing 

information. 

o   Four answered incorrectly or was unsure about sharing their full names. 

o   Three answered incorrectly or was unsure about sharing their email addresses. 

o   Seven answered incorrectly or was unsure about sharing their birthdays. 

o   Two answered incorrectly about their sharing of photo. 

o   Five answered incorrectly about their sharing of interests. 

 Six participants answered they had not shared their age which might indicate that users do not 

think about indirectly disclosing that type of information (as in this case where the participants 

were asked to disclose their date of birth). 

 The participants‟ perception of the storage of fingerprint gave a wide range of answers (see 

Table 14. Perceived fingerprint storage of participants across all prototypes.).  

One of the questions asked during the pilot study were if the participants thought it was a good idea to 

have the boxes (connected to a type of personal information) checked or not beforehand. 15 out of the 

20 participants answered that they thought it was good to have the boxes unchecked beforehand. 

The pilot study was conducted several months before conducting the usability tests of confirmation 

screen, swiping, drag-and-drop, and checkboxes. The results gathered from the pilot study was the 

main reason as to why other prototypes were examined as well as it showed a quite poor user 

awareness of data transaction.  

5.2 Participants: characteristics & influencing factors  

The goal of recruiting participants was to create an even sample in terms of age and gender. However, 

more men than women were willing to participate in the study (27 females, 52 males, and one 

preferred not to state gender); not counting the pilot study in this instance. Consequently, there was an 

age difference between the different set of test (see Table 3). However, the age differences match the 

comparison scenario – i.e. comparing the pilot study prototype with the confirmation screen prototype. 

The tool SPSS was used to find significant correlation between variables in this study. Not only was 

the data studied as a whole (i.e. data from confirmation screen, drag-and-drop, swiping, and 

checkboxes) but also examined prototype per prototype. No significant correlation was found between 

age and the user awareness variables (recall and precision) when looking at the entire sample 

(confirmation screen, swiping, drag-and-drop, and checkboxes). However, a correlation was found 

between the age of the participants and the timing of the task. More often than not, people under 30 

completed the task within 100 seconds whereas people over 30 completed the task after 100 seconds. 

Efficiency is one of the factors that make up for the definition of usability according to The 

International Standard Organization (1998). The educational level of the participants had no 

significant correlation in context of user awareness and usability. Consequently, no significant 

correlation was found between gender and the user awareness and usability variables. Multiple studies 

discuss the correlation between usability and “basic demographics” such as gender and age (Sears et 

al. 2000, p. 254; Sindhuja & Dastidar 2009). Although the SUS score did not generate a correlation 

with the age variable, the timing of the task did which shows alignment with Sears et al. (2000, p. 

254). Pearson‟s Correlation (.415) between the timing of task and the age is statistically significant (p 

= .000). 
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Table 3. Distribution of age and gender across the different set of tests.  

Test Pilot 
Confirmation 

screen 
Swiping 

Drag-and-

drop 
Checkboxes 

Age (average) 32.2 36.1 24.7 25.4 27.25 

Females/Males 10F/9M 9F/11M 9F/11M 5F/15M 4F/15M 

 

A privacy concern level was added to the background questionnaire for the prototypes swiping, drag-

and-drop, and checkboxes. Bauer et al.‟s (2013, p. 29) study showed that users‟ understanding of data 

disclosure is not affected by consent dialogs but rather affected by their privacy concern level and 

preconceptions about what is being sent. Thus, the Internet Users‟ Information Privacy Concerns 

(IUIPC) model was implemented in the study. The model uses ten questions, using a 7-point Likert 

scale ranging from 1 (strongly disagree) to 7 (strongly agree) which gives the scale a possibility of 

being a score between 10 and 70.  

 

There is research that discusses the difference in online behaviour between age groups, genders, 

education and privacy concern level (Tufekci 2008; Pfeil et al. 2009, p. 652; Christofides et al. 2012, 

p. 5; Blank et al. 2014, p. 20; Walrave 2012). Although that these types of studies do not speak of the 

user awareness of data transactions, the research thought it was interesting to see if there was a 

correlation between those variables and user awareness. Just as age, gender, and educational level, the 

IUIPC score had no significant correlation with the precision and recall scores. The IUIPC scores are 

presented in Table 4. Across all prototypes the score is fairly high which does not align with studies 

indicating a softened privacy concern (Krum 2009, p. 6-7, Madden et al. 2013, p. 2).  

Table 4. IUIPC scores from swiping, drag-and-drop, and checkboxes. 

Test Swiping Drag-and-drop Checkboxes 

Average 51.55 56.40 59.40 

Min. 34.00 37.00 43.00 

Max. 70.00 69.00 70.00 

St. Dev. 10.01 9.140 7.521 

A statistical correlation was found between the IUIPC score and the age of the participant (Pearson 

correlation .018). Blank et al. (2014, p. 1) explain that young people are more likely to protect their 

privacy on social network sites. Other cases show a more relaxed attitude to privacy setting and 

disclosing personal data among young people (Walrave 2012). The data gathered in this thesis show 

that – in general no matter the age – people seem to be concerned about their privacy and find it 

important according to the IUIPC score. However, people under the age 27, interestingly (even though 

outside the scope of this thesis) scored a high privacy concern level which aligns with Blank et al. 

(2014, p. 1).  

Two statistical correlations were found when dealing with the uncertainty scores (when not including 

the confirmation screen). Firstly, Pearson‟s Correlation (-.256) between the IUIPC scores and the 

Uncertainty Scores is statistically significant (p = .049). Surprisingly, it showed that the respondents 

with a high IUIPC score had low uncertainty score (see Figure 15).  One could argue that, the more 

privacy concerns the more uncertain of what disclosure was made because of a factor of trust. A data 

set of wider range of age groups would be interesting to see if the same result can be replicated. One 
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could also argue if a user has a high privacy concern level they will be more aware when consenting in 

authorization dialogs such as the ones presented to the participants of this study – thus resulting in a 

low uncertainty score.  

Additionally, Spearman‟s Rho (-.334) is statistically significant when the Uncertainty Scores are 

correlated with the SUS scores (p = .009) for the data set of swiping, drag-and-drop, and checkbox 

prototype. As seen in Figure 16, there is a trending cluster showing that the respondents with a high 

SUS score achieved a low uncertainty score. Patrick and Kenny (2003, p. 3) explain that human-

computer interaction (HCI) implications exist in which the data subject (the user) must understand 

transparency options, be aware of when they can be used, and are to control how their personally 

identifiable information is handled. The finding of the correlation between uncertainty and SUS score 

possibly this indicates that usability can improve privacy in terms of the awareness of disclosures. 

However, when also including the confirmation screen no significant correlation was found between 

the two variables but still worth pursuing.  

 

Figure 15. Scatter plot of uncertainty and IUIPC score (excluding confirmation screen data). 
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Figure 16. Scatter plot of uncertainty and SUS score (excluding confirmation screen data). 

5.3 Confirmation screen prototype 

Recent research showed that a summary page with animations increased user understanding of 

disclosed information (Javeb & Shebab 2016, p. 161). Moreover, Patrick and Kenny (2003, p. 8) 

explain that a user should be given the opportunity to review the terms before consenting to an 

agreement by correcting errors. In an exploratory study within the CREDENTIAL project it became 

apparent that participants of CREDENTIAL Wallet – a mobile application with a purpose for 

authentication to service providers – thought they were sharing more information than they actually 

were (Karegar & Pettersson 2017, p. 63-66). Consequently, the participants of the study were not 

aware of all the information they shared. With that in mind, a confirmation screen was added on top of 

the original design of the CREDENTIAL Wallet (see Figure 4) to see if the user awareness would 

increase.  

During the usability tests, participants were asked to fill out questionnaires. One question (IQ6, see 

Appendix E) concerned users‟ awareness of data transactions from CREDENTIAL Wallet to 

PhotoHex (i.e. the service provider). The question regarded 14 data type. Five of those items were 

possible to share by using the mobile application: full name, email address, date of birth, photo, and 

interests. The rest of the items were dummy data to see if the participants thought they were sharing 

more than they originally did when using the prototype.  

The calculation of the user awareness of data transactions were originally derived from the study made 

by Ronen et al. (2013, p. 3424). Similar approaches were also used by Bauer et al. (2013, p. 30) and 

Egelman (2013, p. 2374-2375). Ronen et al. (2013, p. 3424) calculate the user awareness by two 

metrics: recall and precision. Ronen et al. (2013) define recall as:  

“… the ratio between the number of data types a user named correctly and the number of 

data types that were actually transferred to the site”.  
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Ronen et al. (2013, p. 3424) define precision as:  

“… the ratio between the number of data types a user named correctly and the number of 

data types the user named”. 

However, in Ronen et al.‟s (2013, p. 3424) study the participants only had the option to state if they 

had shared a data type; i.e. only a “yes/shared” type of answer. Arianezhad et al. (2013, p. 113) used a 

slightly different approach where the user had the option to answer “Yes”, “No”, and “Don‟t know” to 

the question: “Does [the service provider] know your Facebook password?”. This question was asked 

to find out the mental model of the study‟s participants regarding sharing of single sign-on password. 

The pilot study of CREDENTIAL Wallet (Pettersson et al. accepted 2017) used a similar approach 

where the participants had a chance of answering “Yes”, “No”, and “Not sure” to a question regarding 

sharing of data types (IQ6, see Appendix E). Considering the pilot study used a questionnaire with 

these types of answers the precision value was altered to the following:  

The correct “yes/shared” and “no/not shared” answers on top of all “yes/shared” and 

“no/not shared” answers. 

By having a “not sure” answer this can generate an uncertainty value to be presented next to the 

precision value used in this research. A higher uncertainty value would be derived from a participant 

answering multiple data types as “not sure”. The uncertainty value is resulted from:  

All “not sure” answers given on top of all answers given.  

To see an example of the calculations, see Appendix J. Data compilation of user awareness scores. 

One data types (age) was not calculated in the results because the data type “date of birth” could have 

been selected in the prototypes. Therefore, the participants could have answer differently depending on 

if they were thinking about the implicit sharing of age to the service provider side. Another data type 

that is considered in the calculation is fingerprint. A lot of participants had incorrect mental models 

regarding the sharing of fingerprint to the service provider (see Table 14).  Because of that the 

precision value, throughout this analysis, is considered in two ways: (1) not accounting for fingerprints 

and (2) accounting for fingerprints. The precision, uncertainty and recall scores for the confirmation 

screen set of tests are presented in Table 5. 

Table 5. Precision, uncertainty, and recall scores from the pilot tests and confirmation screen 

prototype. 

Values are from not accounting for fingerprint whereas the values within brackets are from accounting for fingerprint.  

Test 
Pilot prototype Confirmation screen prototype 

Precision Uncertainty Recall Precision Uncertainty Recall 

Average 0.88 (0.80) 0.22 (0.21) 0.79  0.85 (0.80) 0.20 (0.20) 0.86 

Min. 0.50 (0.46) 0.00 (0.00) 0.33 0.50 (0.46) 0.00 (0.00) 0.67 

Max. 1.00 (1.00) 0.75 (0.77) 1.00 1.00 (1.00) 0.75 (0.77) 1.00 

St. Dev. 0.13 0.23 0.24 0.13 0.22 0.18 

Multiple authors explain that animation can have an impact of grabbing users‟ attention (Weinschenk 

2011, p. 5; Pratt et al. 2010, p. 1724). Consequently, Pettersson (2008, ed., p. 74) state that animation 

work as a communication method of displaying the path of data flow direction. More recently, Javed 

and Shebab (2016, p. 151) used animation as a part of their design in single sign-on services to show 

the data transaction to the service provider side. One of the issues of the pilot study prototype was that 

participants thought they were sharing the dummy data types presented to them (Karegar & Pettersson 
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2017, p. 63-64). However, the progress bar (i.e. the animated line) in the confirmation screen did not 

increase the precision score (see Table 5). Interestingly, the precision score from the pilot study was 

higher than the precision score derived from the confirmation screen tests. However, the uncertainty 

score was higher in the pilot study in comparison with the confirmation screen tests. By looking at the 

bracketed precision scores it shows that the confirmation screen helped participants a small margin to 

determine that the fingerprint was not sent in comparison to the pilot prototype. Nonetheless, it should 

be stated that both of the prototypes generated very low scores in terms of fingerprint transaction.  

Another key issue from the pilot study (Karegar & Pettersson 2017, p. 63-66) was the fact that the 

participants had a difficult time remember what they had actually shared; the recall value from the 

pilot study was only at 0.79. The recall score was increased during the confirmation screen to 0.86. 

The results can indicate that a review screen can be at help when consenting to an agreement (Patrick 

& Kenny 2003, p.8) to help users remember their choices. To conclude, the two prototypes have their 

pros and cons if compared next to each other. The pilot prototype receives higher precision score 

although the participants were more uncertain about the data transaction and simultaneously more 

incorrect about what they actually shared. The confirmation screen prototype generated a higher recall 

score whereas the participants thought they were sharing more information than they actually were. 

The confirmation screen showed a small increase in terms of the System Usability Scale (SUS) score. 

Ruoti et al. (2015, p. 47) explain that all new authentication systems should achieve a SUS score of at 

least 70 before the system should be considered. The confirmation screen saw a small boost in terms 

of the SUS score (see Table 6) but naturally – as the confirmation screen used the design of the pilot 

prototype plus an additional screen – had a worse timing of the task. Although no statistical significant 

correlation was found between timing of task and the recall scores (precision and recall) when looking 

at the four prototypes (not including the pilot prototype), one could argue that the timing made an 

impact on the recall. The users were forced to observe their chosen data types again before consenting. 

However, even when just comparing the pilot and confirmation screen prototype no significant 

correlation was found. This shows that a summary page taking usage of animations might increase 

user understanding of disclosed information as shown by Javeb & Shebab 2016, p. 151) – regardless 

of the timing of the task at hand.   

Table 6. Received usability values (SUS & timing of task) from the pilot and confirmation screen 

prototype. 

 
Pilot prototype Confirmation screen prototype 

SUS (Average) 75.80 78.25 

SUS (Min) 47.50 35.00 

SUS (Max) 95.13 100.0 

Timing of task (Average) 100.0s 118.15s 

Timing of task (Min) 42.00s 55.00s 

Timing of task (Max) 170.0s 273.0s 

The confirmation screen was partly designed to slow down users and make them reflect on the things 

they were sharing. However, a few of the participants addressed the task went by too quick. The 

majority of the participants (n = 13) explained that they wanted to manually select information which 
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coincides with the recommendation about presenting users with the most privacy friendly settings as 

default (Fischer-Hübner and Pettersson 2010, p. 179). Moreover, some of the participants quickly 

handled the request on the selection screen but as a result spent more time on the confirmation screen. 

A key observation was the fact that the participants did not seem to spend much time reading the page 

but solely scanned the page. Through history it has been shown that users do not read when using 

computer systems (Comstock & Clemens 1987; Nielsen 2008). As explained in literature, users rarely 

notice, understand or have no desire to read what they agree to (Good et al. 2005, p. 9; Grossklags & 

Good 2007).  

5.4 Swiping prototype 

Hoekman (2011, p. 111-115) states that smartphones open up a new medium and users will 

accordingly learn to expect different things (e.g. tapping and swiping) from computers. Norman and 

Nielsen (2010, p. 49) explain that checking of boxes and selection can be difficult to use at times 

because there needs to be a clear directive of how to undo the action that was made. Consequently, 

Murray (2011, p. 10) addresses that swiping mimics the gesture of flicking something off a physical 

surface. By those remarks a swiping design was designed (see Figure 9) for creating a sense of 

completion which felt was one thing that the pilot prototype lacked. 

Out of the entire set of prototypes, the swiping prototype was the most effective in terms of the recall 

score but was lacking in terms of precision (see Table 7). The swiping prototype is effective in context 

of the information that is actually shared. However, it was a prototype that generated a lot of wrong 

answers in terms of the dummy data in the questionnaires. Additionally, not a single one of the 

participants using the swiping prototype had a recall and precision score below 0.60. This might 

indicate that the gesture of swiping can enhance user awareness of data transactions in identity 

management systems. It should be stated that the precision value of the swiping prototype averaged 

0.85 and an uncertainty value of 0.20; the lowest together with the confirmation screen in terms of 

precision. This shows that the participants thought more information was sent than it actually was but 

was correct of the information actually being shared.  

Table 7. Precision, uncertainty, and recall scores from the swiping prototype. 

Values are from not accounting for fingerprint whereas the values within brackets are from accounting for fingerprint. 

Test 
Swiping prototype 

Precision Uncertainty Recall 

Average 0.85 (0.80) 0.20 (0.20) 0.93 

Min. 0.63 (0.58) 0.00 (0.00) 0.60 

Max. 1.00 (1.00)  0.83 (0.85) 1.00 

St. Dev.  0.14 0.22 0.13 

 

Participants (n = 3) that used the help section (see Figure 10) successfully managed to understand the 

functionality of swiping in the prototype – as the mentioned participants had difficulties understanding 

at first. Tutorials are a key consideration to make users feel control, comprehend how information is 

handled and be aware (Patrick & Kenny 2003, p. 16). Consequently, Ruoti et al. (2016, p. 2) specifies 

that tutorials are critical for users of security mail systems because of difficulties completing tasks. To 

successfully navigate further when using the help section (i.e. the tutorial) the users had to swipe an 

element similar to the ones displayed in the selection screen. This created a “learning-by-doing” 

scenario. Norman (2013, p. 3) explains that an important quality of good design is that users should 

discover what the possible actions are and how to perform those actions. Moreover, as users do not 
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read (Comstock & Clemens 1987; Nielsen 2008), a learning-by-doing approach seems to be a valid 

approach to get users out of difficult situations and help them understand the scenario when learning 

the system.  

Approximately half of the participants (n = 11) seemed to be confused when taking a first look at the 

selection part of the swiping prototype. Four participants thought that they were supposed to swipe 

from right to left instead of (the correct motion) left to right. Considering some confusion of the 

swiping interface the timing of the tasks and the SUS score might have suffered as a consequence of 

that (see Table 8). However, according to Ruoti et al.‟s (2015, p. 47) recommendation one could 

consider the swiping prototype as an authentication system. Two of the participants also expressed that 

they thought they had already selected what information to share from the start which indicates that 

the swiping elements can be reworked for clarity; perhaps by changing the icon that refers to swiping 

or making use of a less neutral colour to indicate selected/not selected. Perhaps the icon of choosing 

(see Figure 8) did not give users a fair chance of generating a correct mental model at first sight; the 

icons may not have aligned with what Cooper et al. (2007, p. 303) specified with icons being used to 

visualize behaviour if used appropriate. Norman (2013, p. 21) exemplifies signifiers by mentioning 

arrows of representing a swiping functionality. The swiping functionality seem to be working in terms 

of the value of recall but would require studies focusing on what signifiers could unlock the potential 

of understanding swiping in an application such as CREDENTIAL Wallet.  

 

Table 8. Received usability values (SUS & timing of task) from the swiping prototype. 

 
Swiping prototype 

SUS (Average) 72.63 

SUS (Min) 42.50 

SUS (Max) 92.50 

Timing of task (Average) 132.1s 

Timing of task (Min) 42.00s 

Timing of task (Max) 284.0s 

A key thing when developing for mobile applications is to provide users with a comparison state by 

completing an action (before-and-after scenario) according to Cooper et al. (2007, p. 314). Although 

the swiping prototype made users confused at first, multiple participants reacted in a positive way 

when they had achieved to swipe an element and successfully managed to select information. Thus 

indicating sufficient feedback of the mobile medium design; feedback is one of the key design 

heuristics by Nielsen and Molich (1990, p. 30) which entails keeping users informed within a 

reasonable timeframe.  

5.5 Drag-&-drop prototype 

Pettersson et al. (2005) explain that users can react in an automated way if they were to be presented 

with dialog boxes mentioning, e.g., OK and cancel as alternatives. The PRIME project solved this by 

using drag-and-drop actions to avoid automation of behaviour (Pettersson et al. 2005). Therefore, a 

drag-and-drop prototype was designed for a smartphone –no such prototype has been tested on 

smartphones in the context of privacy systems (see Figure 11).  
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The drag-and-drop prototype scored high values in terms of precision and recall (see Table 9). 

Moreover, the uncertainty value for the drag-and-drop prototype was lower than the swiping prototype 

which states that the drag-and-drop helped participants in terms of certainty and precision of the 

dummy data. If the uncertainty score is high, it does not necessarily mean it is good that a prototype 

generates a high precision score. That means that the participants answered “not sure” multiple times 

about the sharing of data types to the service provider. In the case of the drag-and-drop prototype, the 

participants had a relatively low uncertainty score and high precision score in comparison to the 

swiping prototype. This means that the drag-and-drop prototype did a better job of making the 

participants think they did not share the dummy data. When tried on computer, a drag-and-drop 

approach seems to have helped users knowing of the data transactions (Pettersson et al. 2005). By 

looking at the recall level, the drag-and-drop prototype on smartphone seemingly enhanced user 

awareness of data transactions.  

Table 9. Precision, uncertainty, and recall scores from the drag-and-drop prototype. 

Values are from not accounting for fingerprint whereas the values within brackets are from accounting for fingerprint. 

Test 
Drag-and-drop prototype 

Precision Uncertainty Recall 

Average 0.88 (0.83) 0.15 (0.15) 0.92 

Min. 0.58 (0.62) 0.00 (0.00) 0.60 

Max. 1.00 (1.00) 0.58 (0.54) 1.00 

St. Dev. 0.09 0.16 0.13 

 

Similar to the swiping prototype, multiple participants (n = 7) seemed to be confused regarding on 

what to do at first sight when seeing the selection part of the prototype. Three of those participants 

thought the drop zones (see Figure 11) were checkboxes at first. One of those participants used the 

tutorial/help section of the prototype and learned how to use the drag-and-drop functionality. In terms 

of learnability – a usability attribute that entails that I should be easy for a user to rapidly start getting 

work done with the system (Nielsen 1994, p. 26) – the drag-and-drop prototype seems to be superior 

to the swiping prototype.  Also, this point is easier to argue for if looking at the SUS score and timing 

of task (see Table 10). The drag-and-drop prototype received a better SUS score than the swiping 

prototype and easily makes the margin for the recommendation set out by Ruoti et al. (2015, p. 47). 

Consequently, when looking at the timing of task (maximum) there was one instance when a 

participant took longer to complete the task. However, it was not because of difficulties with the drag-

and-drop gesture per se. The participant in question thought that, as other instances in the tests (see 5.6 

Checkbox prototype), they were not required to share their birth of date because of their real life 

experiences of registration to websites. Thus, there was questioning of the scenario rather than not 

understanding the sharing of data.  
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Table 10. Received usability values (SUS & timing of task) from the drag-and-drop prototype. 

 
Drag-and-drop prototype 

SUS (Average) 81.00 

SUS (Min) 55.00 

SUS (Max) 97.50 

Timing of task (Average) 128.55s 

Timing of task (Min) 51.00s 

Timing of task (Max) 592.00s 

5.6 Checkbox prototype 

The pilot prototype (which used checkboxes to select data types) had issues in terms of how it was 

presented. The prototype had a set height for all including pages which could have made the 

readability bad. Also, the checkboxes had circles around them to distinguish them from the rest of the 

screen which could have made the participants think that they had to check the boxes (as discussed in 

5.3 Confirmation screen prototype). Moreover, there was an option in the pilot prototype to check all 

the boxes simultaneously which could make users not seeing all the disclosures happening. 

Checkboxes is a design solution proposed by Wang et al. (2013a, p. 265) in authorization dialogues 

for social applications. Because of being able to make a fair comparison of the new-developed designs 

there was a need to create a new checkbox design taking usage of: the new hierarchy boxes, black and 

white design, usage of icons, and not leaving the users with an option to simultaneously check all the 

boxes.  

The pilot prototype had a recall value of 0.79 whereas the recall score of the new checkboxes 

prototype had a value of 0.84 (see Table 11). Consequently, the pilot prototype scored a precision 

value of 0.88 whereas the checkboxes prototype had a value of 0.89. Thus, this might be an indication 

that, when using a smartphone (that has a relatively small screen), a checkbox design can be good as it 

gives the user a good overview. Additionally, the uncertainty score was low (0.10) in the new 

prototype as well. Participants did however have a more difficult time with the data items that were 

actually shared which resulted in a lower recall score than what the swiping and drag-and-drop designs 

showed.  

Table 11 Precision, uncertainty, and recall scores from the checkbox prototype. 

Values are from not accounting for fingerprint whereas the values within brackets are from accounting for fingerprint. 

Test 
Checkbox prototype 

Precision Uncertainty Recall 

Average 0.89 (0.86) 0.10 (0.10) 0.84 

Min. 0.50 (0.55) 0.00 (0.00) 0.20 

Max. 1.00 (1.00) 0.50 (0.54) 1.00 

St. Dev. 0.15 0.15 0.24 

 

Three participants thought, during the checkbox prototype, that they did not have to share their date of 

birth to successfully complete the registration scenario. These participants mentioned they had no 
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experience of sharing date of birth at registration and therefore they should not have to do that in this 

scenario either. This could have been an implication that emerged from having not enough space 

between the “required” and “optional” boxes (see Figure 6 & Figure 13). A key consideration to make 

is that Bauer et al.‟s (2013, p. 29) study showed that users have preconceptions about what is being 

sent. The participants of the checkbox study could have drawn on their real life experiences and spend 

extra time dealing with, in this instance, date of birth. Moreover, the participants who were quick to 

fill out the checkboxes spent additional time to go through what options they had made before 

accepting the request.  

Interestingly, the checkbox prototype had a lower SUS score (see Table 12) than the drag-and-drop 

prototype even though the participants seemingly understood the checkboxes without any difficulties. 

This could be an indication that the participants completed the task too quick. Also, when the 

participants later answered the Internet Users‟ Information Privacy Concerns (IUIPC) model 

statements it got the highest score (59.40 out of 70) out of the three prototypes. This could have been 

an indication of the participants thinking the prototype made it too easy to complete the task in a quick 

fashion.   

Table 12. Received usability values (SUS & timing of task) from the checkbox prototype. 

 
Checkbox prototype 

SUS (Average) 79.25 

SUS (Min) 52.50 

SUS (Max) 97.50 

Timing of task (Average) 92.95s 

Timing of task (Min) 43.00s 

Timing of task (Max) 275.0s 

 

5.7 Comparisons & other findings  

A table for comparisons of prototypes was created (see Table 13) rather than just examining one 

prototype in a single instance. However, as stated previously in this writing, it is arguable that a fair 

comparison cannot be made between the pilot study and confirmation screen prototype and the 

remaining prototypes. The age difference between the first two tested prototypes and the remaining 

might be of relevance. Even though no correlation was found between the user awareness score and 

age there is a relatively small sample size. However, because of the design choices (box hierarchy, 

icon usage, other fonts, etc.) there should not be a comparison case created between, e.g., confirmation 

screen and swiping prototype.  

The research design adopted the System Usability Scale (SUS) statements in the questionnaire; a 

robust approach even when testing with a small number of participants (Albert et al. 2013, p. 166). 

The drag-and-drop prototype scored the highest in terms of SUS score (see Table 13), even though the 

checkbox prototype got a relatively quicker time than the drag-and-drop time. Naturally, when looking 

at the prototype utilizing a checkbox design they will generate a better timing of the task than the other 

prototypes. A touching gesture will most likely have a more efficient value than those user interfaces 

using a gesture of swiping and drag-and-drop. Thus, one could argue that the recall value is higher 
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because of the timing of the task when looking at the data. However, this was not the case with the 

precision value. Therefore, when looking at the user awareness of disclosures it is debatable to argue 

that timing of the task had any impact. It should be mentioned that the drag-and-drop prototype had 

the highest maximum score (in terms of timing of task) than any other prototype. Also, at first sight it 

seems like the checkbox designs felt more intuitive to the participants. Moreover, the SUS score of the 

drag-and-drop prototype never dropped below a score of 50 which according to Bangor et al. (2009, p.  

118) is the adjective rating of OK in the context of using SUS. Interestingly, it seems like the new 

design of checkboxes helped participants to quicker complete the task and get a higher recall and 

precision score while simultaneously making participants more certain of their disclosures.  

One could argue that the checkbox design generated a good precision and uncertainty score because of 

adding of the icons, the removal of the “select all data types” button, or the new designed box 

hierarchy adopted from Material Design (Material Design n.d. c). It could also be that the checkbox 

design achieves something that the swiping and drag-and-drop design cannot do. It can take usage of 

the limited height of the smartphone and present more data items for the user to see simultaneously; 

i.e. the checkbox design potentially gives a good overview whereas the other designs are not efficient 

in terms of height per data type. It should be stated that the design utilizing checkbox functionality did 

all have a minimum precision value of 0.50 whereas the swiping and drag-and-drop prototype had a 

minimum precision value of 0.63 and 0.58 respectively. The checkbox prototype did, in similar 

fashion, have a minimum recall value of 0.20 which indicates that the prototype was inconsistent in 

terms of the user awareness scores.  

When looking at the precision scores between the pilot and the confirmation screen prototypes, there is 

a slight difference in score which demonstrates that the confirmation screen made the participants 

confused in terms of the dummy data. When comparing the remaining prototypes, the drag-and-drop 

and checkbox prototypes had a score of 0.88 and 0.89 respectively whereas the swiping prototype had 

a slight worse score of 0.85.  

Although there was not much of a difference in the prototypes in terms of precision, there was 

difference to be seen when looking at the recall scores. The confirmation screen boosted the recall 

scores of the initial prototype as it received a 0.86 recall score in comparison to the score of the pilot 

prototype (0.79). When comparing the remaining prototypes in recall, swiping and drag-and-drop was 

marginally better as they scored 0.93 and 0.92 respectively. This shows that the approach of drag-and-

drop, similar to the one used by Pettersson et al. (2005), works on smartphones as well. Moreover, a 

swiping gesture also works in terms of recall while adapting the system to the mobile medium as 

discussed by Hoekman (2011, p. 111-115).  

The swiping, drag-and-drop, and checkbox prototype all utilized a new hierarchy of information – i.e. 

displaying information using Material Design (n.d. c) cards in three stages of service provider 

information, required information, and optional information. One could argue that the visual hierarchy 

of components helped the users boost their recall score in the new-designed prototypes aligning with 

Dix‟s (2009, p. 28) statement that humans are better to use application by constructing hierarchies. All 

three prototypes also used icons tied to their data type according to the recommendations of multiple 

works (Norman 2013, p. 21; Cooper et al. 2007, p. 303). Consequently, a black and white design was 

adopted that created a high contrast between text and background. Debatably, the readability was 

better in the newer prototypes as they used high contrasts (Weinschenk 2011, p. 38). However, it is 

difficult to say if it was the combination of those elements or if it was any specifics that helped users 
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boost their recall scores. As there was a difference in recall score between the prototypes, it is arguable 

that the different gestures had an impact.  

Table 13. Comparison table of usability and user awareness scores across all prototypes.   

Test 
Pilot study 

prototype 

Confirmation 

screen 

prototype 

Swiping 

prototype 

Drag-and-

drop 

prototype 

Checkbox 

prototype 

Usability 

SUS (Average) 78.25 78.25 72.62 81.00 79.25 

SUS (Min) 35.00 35.00 42.50 55.00 52.50 

SUS (Max) 100.0 100.0 92.50 97.50 97.50 

Timing 

(Average) 
100s 118s 132s 129s 93s 

Timing (Min) 42s 55s 42s 51s 43s 

Timing (Max) 170s 273s 284s 592s 275s 

User awareness 

Precision 

(Average) 
0.88 0.85 0.85 0.88 0.89 

Precision (Min) 0.50 0.50 0.63 0.58 0.50 

Precision 

(Max) 
1.00 1.00 1.00 1.00 1.00 

Uncertainty 

(Average) 
0.22 0.20 0.20 0.15 0.10 

Recall 

(Average) 
0.79 0.86 0.93 0.92 0.84 

Recall (Min) 0.33 0.67 0.60 0.60 0.20 

Recall (Max) 1.00 1.00 1.00 1.00 1.00 

One of the questions in the questionnaire regarded the storage of the fingerprint: “Where do you think 

your fingerprint is stored?”. The participants had the option to give multiple answers from the 

following alternatives: mobile device, CREDENTIAL Wallet, and service provider (PhotoHex). Less 

than half of the participants (n = 48) answered that they thought the fingerprint only was stored in the 

CREDENTIAL Wallet application (see Table 14). In total, ten participants thought the fingerprint was 

stored at the service provider side. The findings of fingerprint storage align with what has been 

mentioned in literature concerning credential of single sign-on services (Sun et al. 2011, p. 3; 

Arianazhad 2013; Sun et al. 2013, p. 11). Arianazhad et al.‟s (2013, p. 113) study addressed that users 
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thought that the service provider knew their password. The study even showed that security experts 

did worse than non-experts. Results show that the same incorrect mental model issues exist for single 

sign-on methods on a smartphone service such as the CREDENTIAL Wallet.  

Table 14. Perceived fingerprint storage of participants across all prototypes. 

Where is the 

fingerprint 

stored? 

Pilot 

study 

Confirmation 

screen 
Swiping 

Drag-

and-drop 
Checkbox Total 

Mobile device 

(correct answer) 
4 5 5 2 6 22% 

CREDENTIAL 

Wallet 
11 8 10 8 10 47% 

Mobile device and 

CREDENTIAL 

Wallet 

2 5 4 8 2 21% 

CREDENTIAL 

Wallet and service 

provider 

2 0 0 0 1 3% 

Mobile device, 

CREDENTIAL 

Wallet, service 

provider 

1 1 0 1 0 3% 

Service provider 0 1 1 1 1 4% 

Total 20 20 20 20 20 100 

One of the data types not calculated in the precision and recall values was the data type of age (see 

Appendix F. Questionnaires for Experiment 2: Swiping, drag-and-drop, checkboxes). Considering the 

participants had to share date of birth, it was unfair to account for the data type of age. Even though 

the age is not directly shared it is implicitly shared by the sharing of another data type. The majority of 

the participants (n = 53) stated they had shared their age, 14 said they had not shared their age, and 13 

were not sure of the sharing of the data type (see Table 15).  

The drag-and-drop prototype generated the best result in terms of implicitly sharing of data in this 

instance. However, the participants might have answered for explicitly shared data in multiple 

instances for the other prototypes making it difficult to make a fair comparison rather than an 

assumption for user awareness.  

One of the statements in the SUS model is “I think that I would like to use this system frequently”. 

From the gathered answers (n = 80; confirmation screen, swiping, drag-and-drop, and checkboxes) 

there was a positive response from the respondents. The statement received an average of 3.77 out of 

5. Seemingly, the participants wanted a service such as the CREDENTIAL Wallet for their everyday 

activities. Schaub et al. (2015, p. 2) state that an issue to effective privacy notices is the lack of 
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choices. Perhaps this is an aspect that participants found attractive as systems as the Mobile BankID 

do not give users the transparency given in CREDENTIAL Wallet. 

Table 15. Participants’ answers regarding their sharing of the data type age.  

Is age 

shared?  

Pilot 

study 

Confirmation 

screen 
Swiping 

Drag-

and-drop 
Checkbox Total 

Yes, it is shared. 14 13 11 15 14 67% 

No, it is not 

shared. 
3 5 3 3 3 17% 

Not sure. 3 2 6 2 3 16% 

Total 20 20 20 20 20 100 

 

To conclude the analysis of the gathered data, one of the questions asked during the tests was: “What 

has PhotoHex stated they will do with the data you just shared?”. Out of a total of 80 respondents, 

seven respondents gave an acceptable answer in the context of PhotoHex‟s purpose as stated in the 

prototype. This shows that users do not read when using computer systems (Comstock & Clemens 

1987; Nielsen 2008).  

5.8 Limitations & criticism of research design 

5.8.1 Reliability 

Bryman (2015, p. 46) explains that reliability is concerned with the question of whether the results of a 

study are repeatable. Robson and McCartan (2016, p. 19) define reliability as the consistency over 

time and with different observers. It is improbable to achieve a study with different observers because 

of this being the first time the four prototypes are being explored.  

Two widely used models were adopted in this thesis, the System Usability Scale (SUS) and the 

Internet Users‟ Information Privacy Concerns (IUIPC). Ruoti and Seamons (2016, p. 2) propose that 

usability studies concerning authentication systems should use a standard metric like SUS. Albert et al. 

(2013, p. 166) explain that SUS is a robust approach even when testing with a smaller number of 

participants (e.g. 8-10).  

Nielsen (2000) argues that conducting a lot of usability tests are a waste of time and budget and the 

best results come from testing with no more than five participants. Rubin and Chisnell (2008, p. 72) 

address that at least 10 to 12 participants per condition should be tested. Albert and Tullis (2013, p. 

57) explain that with an increased sample size the there is more confidence of the data. For 

quantitative usability metrics Nielsen (2006) recommends that one should test with 20 users. Thus this 

research tested with 20 participants per prototype for higher confidence in the data collected. Also, 

multiple pilot tests were conducted for fine-tuning of all questions and instruments of the tests. Schade 
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(2015) states that pilot testing is important because it is an opportunity to validate the wording of 

tasks, the time necessary for the session, and if it can supply an additional data point for the study. 

All the data gathered in this thesis was through conducted usability tests. The usability tests were 

using the same test moderator at every occasion. For further consistency enhancement, an orientation 

script was adopted that the test moderator was reading from (see Appendix H. Orientation script used 

during the testing of all prototypes). Therefore, the participant got the same information given to them 

as the participant before them. However, the usability tests did not take place in a specific room at 

Karlstad University. The location changed depending on the location of the participants. It should be 

stated that the participants were only recruited in a calm environment and no disturbances or 

interruptions took place.  

For consistency reasons the same fictitious service provider (PhotoHex) was used in all prototypes. No 

other experiments were made with another service provider thus making it improbable to argue that 

another scenario would not show another result. Moreover, considering a comparison is made among 

the prototypes, the research adopted the pilot study design (Karegar & Pettersson 2017, p. 5-9) for the 

confirmation screen for consistency even though multiple of the questionnaire questions were not used 

for the purpose of this thesis.  

The researcher would have liked to have a consistent equal number of genders and average of age 

across all set of tests. However, because of difficulty in recruiting the majority of the participants were 

men and young people.  

5.8.2 Validity  

Bryman (2015, p. 47) defines validity as the integrity of the conclusions generated from a piece of 

research. Robson and McCartan (2016, p. 19) define validity as showing that the research measure 

what it is intending to measure.   

Not many studies have focus on the aspect of user awareness of data disclosure. Wästlund et al. (2009) 

developed a self-estimation scale for users in contact with privacy enhancing technologies. However, 

as most of the scenario of using the CREDENTIAL Wallet was described in the orientation script (see 

Appendix H. Orientation script used during the testing of all prototypes a statement like “I know what 

personal information I am releasing when I am using this system” would make all respondents answer 

they knew the exact data types (when in reality they could perhaps only mention two of them). 

Moreover, since there was a variety in how many data types could be shared, this could have 

potentially differed greatly in the respondents from such a statement. One of the few studies that 

calculates user awareness of transaction of data was the one of Ronen et al. (2013, p. 3424) which used 

two metrics: precision and recall.      

There is currently no way of creating a prototype, without having to program, using realistic 

fingerprint functionality; i.e. using the thumb at the bottom of the smartphone to unlock something on 

demand. Instead, this study presents the user with a button to mimic the fingerprint functionality. This 

could potentially have an impact on participants‟ mental model of how the application and its 

surroundings work. A limitation of the confirmation screen prototype, as highlighted in 3.5 

Checkboxes, is the fact that the pilot study prototype used outlined eclipses around the checkboxes 

which might have an influence on the participants‟ usage of the application and could generate 

confusion. Moreover, as questions were derived from the pilot study (in the confirmation screen set of 

tests) the question of fingerprint was stated as the following: “Where do you think your fingerprint is 

stored and processed?”. However, the word processed can be debated whether the answer of the 
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question is now the same. The application (in this case CREDENTIAL Wallet) will trigger the 

fingerprint dialog thus making the word “processed” a complication. Although the results presented in 

Table 14 does not show much difference.  

The structure of the study is heavily influenced by the pilot study‟s structure because of being able to 

compare between the data collected in both instances. Questions that relate to user awareness should 

be requested immediately after the usability test (Albert et al. 2013, p. 125). However, this was not the 

case during the pilot study and by making a comparison of the addition of the confirmation screen the 

order of the questions stayed the same. Another way of designing the structure of the study could have 

been to add the confirmation screen to one of the new developed prototypes. However, considering the 

other prototypes had not been tested there was no way of knowing how users would react to those 

prototypes thus making the pilot study prototype a suitable home for the confirmation screen. Also, 

considering the pilot study prototype displayed great problems for users to remember what kind of 

information they had shared it made sense to see if the confirmation screen would have any radical 

impact. By adding the confirmation screen to the other prototypes it might add different results than to 

the pilot study prototype.  

Another point of discussion is the factor of trust. A big portion of the questionnaire was questions 

related to privacy concerns that did not make regard to trust of, e.g., a service provider. Therefore, this 

writing had to focus on one or the other in order to be able to recruit participants for the usability tests 

- as it would be more difficult recruit participants for longer sessions. However, in terms of the 

awareness of the information transaction the participant had the chance of answering “shared”, “not 

shared”, and “not sure” which may indicate that non-trusting users would answer the questions by 

answering “not sure”. A lot of “not sure” answers would lead to a higher uncertainty level.  

A few of the participants mentioned they were more concerned about not doing any errors while doing 

the task (and simultaneously being observed). Later on, when filling out the questionnaire, they stated 

they were not ready for questions regarding user awareness. With this is mind, it would be interesting 

to use similar prototypes to see if the precision and recall values would differ from the results in this 

study. Perhaps by adopting a different test scenario such as remote testing. 

Two participants, during the confirmation screen tests, commented on that they thought they were 

supposed to check all the boxes as they had circles tied to them. This was one of the concerns 

mentioned in the section 3.5 Checkboxes.  

Because of ethical consideration the participants were given a persona to act as during the tests. 

Therefore, no personal identifiable information was captured in the screen recordings or they would 

not feel the tests invaded on their privacy. Because of this, one could argue that the participants‟ user 

awareness scores (and usability) looked different from a real life situation. Debatably, the comparison 

of difference prototypes creates a “measure for measure” scenario.  
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6. Conclusions 

The purpose of this study is to investigate the usability and user awareness of data transactions for 

identity management systems on mobile devices by constructing and evaluating different design 

concepts. For that reasons, four set of prototypes were created according to a frame of reference. The 

analysis showed that the different prototypes generated different scores in terms of usability and user 

awareness of disclosures.  

Ruoti et al. (2015, p. 47) argue that there should be a limit of at least getting a SUS score of 70 before 

an authentication system can be compared to others. The CREDENTIAL Wallet has been evaluated 

(in total) five times in five different shapes. The application has in all five instances scored more than 

70. The drag-and-drop prototype achieved the highest SUS score of 81.00 whereas the swiping 

prototype got an SUS score of 72.62. The users of the prototypes also seem to think of the 

CREDENTIAL Wallet as a smart solution to login to their services by looking at SUS statements and 

comments. 

A study showed that lack of awareness can lead to regret when disclosing information (Wang et al. 

2011, p. 1). Research has shown that there are implications of users identifying the data transactions 

which hinder the understanding of the systems (Besmer & Lipford 2010; Charkham 2012; Bauer et al. 

2013. P. 30-32). The CREDENTIAL Wallet was examined in five different states and showed that the 

user awareness of data transactions was different dependent on the type of prototype. The swiping and 

drag-and-drop prototype generated a high recall score; recall is the ratio between the number of data 

types a user named correctly and the number of data types that were actually transferred to the site 

(Ronen et al. 2013, p. 3425). The checkbox and drag-and-drop prototype achieved the highest 

precision score; precision is the number of correct “shared” and “not shared” answers on top of all 

“shared” and “not shared” answers. There was not as big of a difference among the prototypes in terms 

of precision score but the recall score varied more. The participants who used the checkbox prototype 

were the most certain of the data transaction in terms of the uncertainty score; uncertainty is the 

number of all “not sure” answers on top of all answers.  

A study, on social network services, showed that lack of awareness can lead to regret when disclosing 

information (Wang et al. 2011, p. 1). Ruoti et al. (2015, p. 48) mention understandability as a concern 

which could be generated from transparency. Bonneau et al. (2015, p. 11) state that as authentication 

systems get more complex it increases users‟ confusion. Users will most likely not start using a system 

that presents them with inconveniences that are not understandable. With modern identity 

management systems, such as Facebook's authentication service, there are implications of users 

identifying the data transactions which has been pointed out which hinders the understanding of the 

systems (Besmer & Lipford 2010; Charkham 2012; Bauer et al. 2013, p. 30-32). Also, as presented in 

the pilot study of CREDENTIAL Wallet (Karegar & Pettersson 2017, p. 57-65) there were clear 

problems displayed in user understanding of what was being disclosed. 

The study also showed that users have an incorrect mental model of how the fingerprint is stored. 

Participants thought the fingerprint is sent to the service provider and that it is stored in the 

CREDENTIAL Wallet application.  

Moreover, according to the received score of the SUS statements there is an interest for an application 

such as the CREDENTIAL Wallet. Considering there are mobile applications such as Mobile BankID 
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that can authenticate users to various services it could mean that participants think that the selection of 

what to share is an important aspect of authentication to various services. 

6.1 Answers to the research questions 

6.1.1 RQ1. Will different design concepts have different impact on the user awareness of 

data transactions between identity and service provider in digital consent dialogs? 

During this study, usability tests were conducted to see if the different prototypes would generate 

different user awareness scores. Interestingly, the swiping and drag-and-drop prototypes achieved a 

recall score of 0.93 and 0.92 respectively. Perhaps the results were achieved through adapting to the 

mobile medium (Hoekman 2011, p. 111-115) or because the avoidance of automated behaviour 

(Pettersson et al. 2005). However, the swiping prototype did not receive a high precision score 

whereas the drag-and-drop prototype had a precision score of 0.88. The highest precision score was 

the checkbox prototype with 0.89. This could be the case because of the limited screen space on 

smartphones as the checkbox design gave the participants a good overview of their data types. 

However, all the prototypes received a precision score between 0.85-0.89 meaning the differences in 

user awareness were much more prominent for the recall scores. Arguably, by looking at the values of 

recall and precision, the user awareness of data transactions was the highest in the drag-and-drop 

prototype. Adding the confirmation screen onto the pilot study prototype saw an increase in recall 

score as the participants had an easier time of realizing the data types they had disclosed when testing. 

Moreover, all prototypes showed a high uncertainty score with the checkbox prototype showing the 

most positive score.   

6.1.2 RQ2. What factors have impact on the usability and user awareness of data 

transactions using the CREDENTIAL Wallet?  

This research considered that factors such as gender, age, educational level, and privacy concern level 

could potentially have an impact on the usability and user awareness of data transactions. 

Multiple references have discussed the trade-off between usability and security (Cranor & Garfinkel 

2004, p. 16; Tognazzini 2005, p. 32). In that spirit, this thesis set out to see if there was a connection 

between user awareness and timing of task. When examining the timing of tasks and the user 

awareness scores, no correlation and no trade-off were to be found between the two variables. No 

significant correlation was found between the timing of the task and the recall and precision scores. 

However, when comparing the average recall value and the average timing of task between all 

prototypes it seems that timing have some impact on the recall value. When evaluating, case by case, 

no significant correlation was found between the timing of the task and the recall score. Similarly, 

there was no correlation to be found between the timing of the task and the precision score making it 

difficult to argue that timing of task had any impact on the user awareness.    

Multiple studies discuss the correlation between usability and “basic demographics” such as gender 

and age (Sears et al. 2000, p. 254; Sindhuja & Dastidar 2009). Although the SUS score did not 

generate a correlation with the age variable, the timing of the task did which shows alignment with 

Sears et al. (2000, p. 254). 

Bauer et al.‟s (2013, p. 29) study showed that users‟ understanding of data disclosure is not affected by 

consent dialogs but rather affected by their privacy concern level and preconceptions about what is 

being sent. Thus, the Internet Users‟ Information Privacy Concerns (IUIPC) model was implemented 

in the study. The model uses ten questions, using a 7-point Likert scale ranging from 1 (strongly 
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disagree) to 7 (strongly agree) which gives the scale a possibility of being a score between 10 and 70. 

However, no significant correlation was found between the IUIPC and the user awareness scores (i.e. 

recall and precision).  

There is research that discusses the difference in online behaviour between age groups, genders, and 

education level (Tufekci 2008; Pfeil et al. 2009, p. 652; Christofides et al. 2012, p. 5; Blank et al. 

2014, p. 20; Walrave 2012). Although these types of studies do not speak of the user awareness of data 

transactions, it was interesting to see if there could potentially be a correlation between those variables 

and user awareness. However, no significant correlation was found. 

The uncertainty score showed a statistical significant correlation (when excluding data from the 

confirmation screen) with two variables: IUIPC and SUS score. Interestingly, the people who had a 

high SUS score had a low uncertainty score indicating that usability has impact on the certainty of 

users. Consequently, and also surprisingly, people with a high IUIPC score showed a lower 

uncertainty. One could argue that users with a high privacy concern level feel more insecure when 

being in a consent situation and thus are more certain of their disclosures. It would be interesting to 

see if a wider age group could replicate the results.  

6.1.3 RQ3. What design concepts have impact on the usability in digital consent dialogs?   

Usability was measured by timing the participants when doing the tasks and also through using 

System Usability Scale (SUS) (Brooke 1996). SUS is a subjective usability framework where 

respondents answer ten statements. 

The timing varied in the different prototypes. The prototypes utilizing checkboxes had, naturally, a 

low average time. The average generated from the new checkbox prototype was 93 seconds. The 

confirmation screen added 18 seconds on top of the existing pilot prototype. The swiping prototype 

and drag-and-drop prototype had an average of 132 and 129 seconds respectively. The SUS score was 

close between four prototypes (pilot, confirmation screen, drag-and-drop, and checkbox prototype). 

The drag-and-drop prototype scored an SUS score of 81.00. The worse out of all the prototypes were 

the swiping prototype with an SUS score of 72.62. However, all designs are to be considered 

according to the recommendation set out by Ruoti et al. (2015, p. 47). The swiping prototype only 

scoring 72.62 shows that details should be worked out in such an interface to make it even more 

understandable. Additionally, there was confusion at first sight for the participants using the swiping 

prototype which might have generated in the low SUS score. The participants thought, at first sight, 

that they had already selected the data types which indicate that the design was not clear enough.  

6.1.4 RQ4. What are the challenges of these types of consent dialogs?  

The implications gathered in this work could be outlined by looking at the two most important aspects 

of thesis: usability and user awareness of data transactions. Even though there was an improvement in 

both aspects, there is still room for an improvement. However, the question now is: what should one 

aim for in terms of these usability and user awareness values? That has not been determined in any 

academic work yet. Moreover, the results show that there was a high uncertainty level (some 

prototypes generated a higher uncertainty scores than others). If a scenario took place where the 

participant had to share data types in a public space using a smartphone that is not theirs, this may be a 

problem as they would not have the chance to go back and check. Therefore, we can choose to view 

uncertainty as an issue which will impact the precision scores.  
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The findings show that – as presented in the pilot study (Karegar & Pettersson 2017, p. 62-63) – users 

have an incorrect mental model of fingerprints and its storage. The majority of the participants of this 

study think that the fingerprint is stored in the application and some think that the fingerprint pattern is 

shared with the service provider. Similar results have been found concerning sharing of credentials of 

single sign-on services (Sun et al. 2011, p. 3; Arianazhad 2013; Sun et al. 2013, p. 11). 

6.1.5 RQ5. What are the recommendations of these types of consent dialogs? 

From the observation made during the usability tests, the help section (or tutorial) helped the 

participants when using the swiping and drag-and-drop prototypes. At first glance, some of the 

participants were confused as to what they were supposed to do. Those who pressed the question mark 

icon were sent to a tutorial of how to select data to the service provider. Out of all the participants who 

visited the tutorial they all completed the task without any difficulties. This shows that tutorial in an 

essential part of consent dialogs, as highlighted in other works (Patrick & Kenny 2003, p.16; Ruoti et 

al. 2016, p. 2). To successfully navigate further when using the tutorial, the users had to swipe an 

element similar to the ones displayed in the selection screen. This created a “learning-by-doing” 

scenario. Norman (2013, p. 3) explains that an important quality of good design is that users should 

discover what the possible actions are and how to perform those actions. Moreover, as users do not 

read (Comstock & Clemens 1987; Nielsen 2008), a learning-by-doing approach seems to be a valid 

approach to get users out of difficult situations and help them understand the scenario when learning 

the system. 

To improve upon the user awareness values there could be another type of design to one of the more 

successful approaches shown in this thesis. Take Figure 17 as an example. In this instance, the drag-

and-drop selection of data types displays the service provider icon for the user to specifically drop 

their data types at. When the data type has been dropped in the drop zone the service provider logo 

will remain at the top right of the drop zone. This could perhaps show a stronger relation between the 

selection of data and the service provider. Other examples can be found in Appendix I. Wireframes 

(see Alternative B & C) where the boxes for the service provider, in the prototype, could be used to 

drop the icons at. However, this might be improbable on a smartphone service because of the limited 

space. Moreover, because of the increased recall score in the confirmation screen prototype, it would 

be interesting to see a combination of the drag-and-drop and confirmation screen design.  

Throughout the history of user interface design there have been a lot of recommendations for 

constructing a usable interface for users. Cooper et al. (2007, p. 187-188) mention that a hierarchy of 

information is important. Weinschenk (2011, p. 38, 40, 42) recommends that high contrast in text 

improves readability. Dix (2009, p. 28) explain that white space can be used to separate blocks – just 

as Cards (Material Design n.d. c) were adopted to the CREDENTIAL Wallet prototypes – and thus 

highlighting structures. These types of elements were not examined one by one. However, the new-

developed prototypes using these elements saw an increase in user awareness. Thus, it is 

recommended that fellow designers of privacy systems adopts, e.g., Cards (Material Design n.d. c).  



60 

 

  

(1) Service provider logo displayed to the 

right in the drop zone. 

(2) Service provider moved to the top right of the 

drop zone after data type has been selected.  

Figure 17. A design proposal for the evolution of the drag-and-drop design.  

6.2 Main contribution 

The data collection and findings from this thesis were all gathered from people testing the 

CREDENTIAL Wallet. Thus focusing on a part of the CREDENTIAL project‟s objectives and 

developing necessary prototypes for project progress. Without the pilot study there would not have 

been as much guidance for the other prototypes to be designed. This is a good reminder for this type of 

research that a preliminary study can have impact on the following work.  

Hopefully this thesis will function as a helpful guide, from references and empirical data stated, for 

future research within privacy design and development of systems – more specifically for the methods 

used for user awareness of data transactions. The most important values to come out from this thesis 

are the recall and precision values that point to the awareness of disclosures. Designers get insights to 

the awareness comparison of different gestures and what problems emerged.  

In a more detailed manner, the prototype that showed the most impact on the user awareness of data 

transactions was the drag-and-drop prototype. In situation of awareness, one could argue that drag-

and-drop approaches would be successful based on the results presented in this research as it works to 

break the automated behaviour and create a before-and-after scenario with enough provided feedback. 

The drag-and-drop also scored the highest SUS score making it the strongest prototype based on the 
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subjective rating scale. However, the checkbox prototypes were significantly better in terms of timing. 

These types of results can be used in order to improve important aspects of privacy enhancing 

technologies.  

 

6.3 Future research 

Earlier in this writing there was a discussion of the precision score of the checkbox prototype being 

higher than the other prototypes. Meanwhile the checkbox prototype lacked in terms of the recall 

score. Perhaps this could be of the limited screen size of smartphones and the checkbox prototype 

enabling users to get an overview of all the data types simultaneously; i.e. the checkbox can take usage 

of the limited height of a smartphone and present more data items per screen height. It would be 

interesting to see future studies pursue, and compare, prototypes showing data types taking up 

different heights and if there is any chance in precision (and perhaps recall as well). Moreover, the 

elements such as box hierarchy, minimalistic design, layout of text, high contrasts and option to 

simultaneously check all the boxes, are other alternatives for design researchers to evaluate an impact 

on user awareness or even usability.  

Ruoti et al. (2015, p. 47) explain that authentication systems that receive an SUS score of at least 70 

are worth comparing to other systems. However, no such thing exists for recall and precision values –

values originally defined by Ronen et al. (2013, p. 3425). Although they are not widely used it would 

be interesting seeing studies discussing what score is good enough. Is there such a thing in privacy as 

“good enough”? In cases where people use their own smartphones they should have the option to 

return to their CREDENTIAL Wallet to see what they have shared. However, imagine a scenario 

where people do not use their own application and consent to something in public (on a publically 

presented digital device). Should the recall score be 100% correct answers to be accepted as an 

application?   

This study only dipped a toe in discussing the implicitly shared data types. What makes people see the 

implicitly shared data as oppose to the explicitly shared data? What are the ways of explaining that 

things can be derived from sharing data? 

In the moment of writing, current research within the CREDENTIAL project is conducted to further 

explore users‟ mental models of sharing of credentials to service provider when authenticating. Also, 

this study looks further at the factor of trust. 

6.4 Concluding remarks 

No studies have been made concerning designing for user awareness in privacy systems. This thesis 

work has shown what type of design could improve user awareness in identity management systems 

(such as the CREDENTIAL Wallet).  As alluded to in the introduction of this writing, these types of 

systems are important if people care about their privacy. We, as users, are like Hansel and Gretel: 

leaving breadcrumbs of our personal information everywhere we travel through the digital woods 

(Kovacs 2012). We, as designers and developers of these systems, should help users to be aware of 

where and what types of breadcrumbs they choose to leave behind.    
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Appendix A. Design requirements for privacy systems 

Category Requirements 

Comprehension  Comprehend how personal identifying information (PII) is handled. 

 Know who is processing PII and for what purposes. 

 Understand the limits of processing transparency.  

 Understand the limitations on objecting to processing. 

 Be truly informed when giving consent to processing. 

 Comprehend when a contract is being formed and its implications. 

 Understand data protection rights and limitations. 

Consciousness  Be aware of transparency options. 

 Be informed of what PII is processed. 

 Be aware of what happens to PII when retention periods expire. 

 Be conscious of right to examine and modify PII. 

 Be aware when information may be collected automatically. 

Control  Control how PII is handled. 

 Be able to object to processing. 

 Control how long PII is stored. 

 Be able to exercise the rights to examine and correct PII. 

Consent  Give informed consent to the processing of PII. 

 Give explicit consent for a Controller to perform the services being contracted for. 

 Give specific, unambiguous consent to the processing of sensitive data. 

 Give special consent when information will not be editable. 

 Consent to the automatic collection and processing of information.  

An overview of Patrick and Kenny‟s (2003) requirements.  

Authors Requirement Motivation 

Pearson (2009, p. 47) 

highlights multiple key 

principles for designing cloud 

computing services in regards 

to privacy challenges. 

Notice, openness and 

transparency 

Anyone who requests to collect a user‟s 

information must tell them what they want to 

collect, how they want to use the collected 

information, the period of time they want to 

keep the information, and with whom they 

will share the information. If any changes in 

how the information is used, they will have to 

inform and alert the users; the same actions 

goes for any passing on information to third 

parties. Privacy policies need to be presented 

to the user and the information must be 

collected from the person unless reasons as to 

why it is not possible to do so.  

Choice, consent and The user needs to be given the choice of 

whether or not they want to disclose 
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control information (i.e. they need to give their 

consent if a request has been made in order for 

any information to be collected).  

 

Scope/Minimisation the collection of data should be minimized.  

 

Purpose The data that is being collected must be 

clearly specified as to why it is being 

collected.  

Limiting use - 

disclosure and 

retention 

The collected data needs to be used only for 

the purpose to those parties who receives it for 

as long as it is necessary.  

The Federal Trade 

Commission (2000, p. 4) 

compiled US privacy 

guidelines. 

Notice  Notice entails that websites should provide the 

user clear and conspicuous notice of their 

information practices which includes what 

information the website collects, how they 

collect it, how they use it, whether they 

disclose the collected information to third 

parties, or if third parties can collect 

information through the website.  

 

Choice  Choice implies that websites should be 

required to offer users choices as to how their 

personal identifying information is being used. 

Access  Access is about the importance of how 

websites should offer users to get reasonable 

access to their information.  

 

Langheinrich (2002, p. 239), 

in the process of creating a 

privacy management system, 

summarizes requirements of 

a privacy computing 

environment. 

Notice  There needs to be mechanisms that declare 

collection practices, i.e. privacy policies, but 

also ways to communicate these to the user 

(i.e. in a policy announcement).  

Choice and consent  Users need to be given a selection mechanism 

so that they can choose what services they 

prefer. 



75 

 

Access and recourse A system needs to provide a way for users to 

access their personal information in a system.  

Jensen (2004 p. 1563) 

presents a privacy heuristics 

putting the user in the centre. 

Jensen explains that the 

design for privacy must 

facilitate awareness of 

policies, information 

collection, information use, 

and control over exposure. 

The challenges lie in 

identifying the processes 

users care about.  

Notice/awareness o Available, accessible and clear 

o Correct, complete and consistent 

o Presented in context 

o Not overburdening 

Choice/consent 

 

o Meaningful options 

o Explicit consent 

Integrity/security o Communication, storage and execution 

o Transparency of transactions 

Wang et al. (2013a) propose 

design principles in the 

context of social 

authorization services.  

Notice/Awareness The authorization dialog should be able to tell 

the user explicit information to learn about 

what data will be accessed by the application 

and how it will be used. 

Choice/consent The authorization dialog should be able to 

provide options for users to control 

information access or publishing activity (i.e. 

control of publishing to their social network 

services).  

Access/participation The authorization dialog should be able to 

provide options to control who can see their 

application activities.  

Notice/awareness 

(different 

motivation) 

The authorization dialog should be able to 

provide the user with alerts signals when an 

application asks for sensitive private 

information. 

An overview of multiple authors stating important design requirements for privacy and security 

systems.  
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Appendix B. Task analysis of CREDENTIAL Wallet.  

 

 

User goal: The user wants to start using the services of (fictitious) website PhotoHex. 

Desired outcome: The user has signed in to PhotoHex using CREDENTIAL Wallet. 

Condition: User has installed the CREDENTIAL application on their mobile phone and has set up an 

account. User has visited a desired website and wants to use their services thus needs to sign-in. 

Plan: Do 1-6,  

1. Choose CREDENTIAL Wallet as sign in option. 

2. Enter CREDENTIAL username. 

3. Start the CREDENTIAL Wallet. 

4. Sign-in to the CREDENTIAL Wallet. 

5. Authenticate to PhotoHex. 

Plan: Do 5a and 5b OR 5b OR 5c. 

a. Among the available data, choose desired data to be transferred from CREDENTIAL 

Wallet to PhotoHex. 

b. Accept the request. 

c. Reject the request. 

6. Return to PhotoHex‟s website.  
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Appendix C. Test plan for Experiment 1: Confirmation screen 

 

Purpose of test (authorization screen of CREDENTIAL Wallet confirmation screen) 

The purpose of the test is to evaluate the usability and user understanding of the authorization part of 

the CREDENTIAL Wallet. More specifically, the central part of the study is to focus on user 

understanding of disclosing personal information and if users are aware of making those disclosures.  

Research purpose: The purpose of this study is to enhance user understanding of data transactions for 

identity management systems on mobile devices. 

Test scenarios 

The participants will, in the start of the test, be introduced to the CREDENTIAL Wallet application by 

the test moderator (see Orientation script below). The participant will use a laptop to sign in to a 

fictitious website called PhotoHex and use the alternative “CREDENTIAL”. The participant will then 

start the CREDENTIAL Wallet application on the mobile. The scenario will look like the following:  

Confirmation screen 

 

 

The user interacts with the PhotoHex page in order to choose CREDENTIAL as the sign up approach. 
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(1) The start screen of the confirmation screen. (2) The handle-request screen where the user selects what 

to share with PhotoHex. 

 

 

(3) After selecting the required items (full name, email (4) The confirmation screen presents the user with a 
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address and birthday) a continue button will be visible for 

the user to continue. 
summarization dialog box with the CREDENTIAL logo 

and the PhotoHex logo.  

 

 

(5) By continuing the user will be presented with a screen 

for accepting the request using the fingerprint.  
(6) The progress bar is then visible and items will be 

shared. 
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(7) Continuation of sharing. (8) A successful screen is shown. 

 

 

Reject screen An information screen explaining the fundamentals of 

CREDENTIAL Wallet. 

 

Participant characteristics & recruitment, test environment and preparations 

An identity management system, like the CREDENTIAL Wallet, does not have a specific target 

audience - other than the fact that people who uses applications such as BankID are people who are in 

need of authenticating to a service. Therefore, no specific target audience is recruited for this test. The 

participants should be recruited at Karlstad University as this will enable for a consistent setting across 

all tests. By doing the research at Karlstad University, there is potential to more easily recruit people 

to participate in the tests by already being near to the participants. 

Before each test the test moderator and test observer should:  

 Ensure that everything is reset from previous test. 

 Ensure that the smartphone (and the CREDENTIAL Wallet) and the laptop is ready for 

testing. 

 Establish that the screen recording software (AirShou) is working for video and audio 

recording. 

 There should be printed copies of the questionnaires for the participant to fill out. 

 

Method 

There are multiple parts of the study that the participant will be asked to fulfil. At first, the participant 

will be given a consent form (see Appendix G. Consent form used during the testing of all prototypes) 

and after signing the test moderator will start reading an orientation script (see Appendix H. 

Orientation script used during the testing of all prototypes. 
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In the CREDENTIAL Wallet there is only the process of completing the authorization flow (i.e. 

accepting the first-time authentication to a service by perhaps disclosing information). Therefore, the 

task is to ask the participant to use the CREDENTIAL Wallet to authenticate to PhotoHex. While 

doing so, the participants are given a user account for the CREDENTIAL service and are asked to 

pretend they have taken on the identity of a person called Elsa. 

After completing the task, the participants will be asked to answer questionnaires (see Appendix E. 

Questionnaires for Experiment 1: Confirmation screen).  
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Appendix D. Test plan for Experiment 2: Comparison of swiping, 

drag-and-drop & checkboxes 

Purpose of test (authorization screen of CREDENTIAL Wallet – comparison of swiping, drag-

and-drop & checkboxes) 

The purpose of the test is to evaluate the usability and user understanding of the authorization part of 

the CREDENTIAL Wallet. More specifically, the central part of the study is to focus on user 

understanding of disclosing personal information and if users are aware of making those disclosures.  

Research purpose: The purpose of this study is to enhance user understanding of data transactions for 

identity management systems on mobile devices. 

Test scenarios 

The participants will, in the start of the test, be introduced to the CREDENTIAL Wallet application by 

the test moderator (see Appendix X). The participant will use a laptop to sign in to a fictitious website 

called PhotoHex and use the alternative “CREDENTIAL”. The participant will then start the 

CREDENTIAL Wallet application on the mobile. Depending on the design the scenario will look like 

the following:  

Swiping 
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Drag-and-drop 
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Checkbox 
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Participant characteristics & recruitment, test environment and preparations 

An identity management system, like the CREDENTIAL Wallet, does not have a specific target 

audience - other than the fact that people who use applications such as BankID are people who are in 

need of authentication to a service. Therefore, no specific target audience is recruited for this test. The 

participants should be recruited at Karlstad University as this will create a consistent setting across all 

tests. By doing the research at Karlstad University, there is potential to more easily recruit people to 

participate in the tests by already being near to the participants. 

Before each test the test moderator and test observer should:  

 Ensure that everything is reset from previous test. 

 Ensure that the smartphone (and the CREDENTIAL Wallet) and the laptop is ready for 

testing. 

 Establish that the screen recording software (AirShou) is working for video and audio 

recording. 

 Prepare the laptop, with working Internet connection, for the participants to answer the 

questionnaire questions. If no Internet connection can be established, there should be printed 

copies of the questionnaires for the participant to fill out. 

Method 

There are multiple parts of the study that the participant will be asked to fulfil. At first, the participant 

will be given a consent form (see Appendix G. Consent form used during the testing of all prototypes) 

and after signing the test moderator will start reading an orientation script (see Appendix H. 

Orientation script used during the testing of all prototypes. 

In the CREDENTIAL Wallet there is only the process of completing the authorization flow (i.e. 

accepting the first-time authentication to a service by perhaps disclosing information). Therefore, the 

task is to ask the participant to use the CREDENTIAL Wallet to authenticate to PhotoHex. While 

doing so, the participants are given a user account for the CREDENTIAL service and are asked to 

pretend they have taken on the identity of a person called Elsa. 



87 

 

After completing the task, the participants will be asked to answer questionnaires (Appendix F. 

Questionnaires for Experiment 2: Swiping, drag-and-drop, checkboxes).  
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Appendix E. Questionnaires for Experiment 1: Confirmation 

screen 

Post-test questionnaire 

IQ1. Please rank the following statements concerning the task you have done using the 

CREDENTIAL app. Use a number from 1 to 5 (1: Strongly disagree, 2: Disagree, 3: Neutral, 4: Agree, 

5: Strongly Agree): 

Statement 1 2 3 4 5 

I think that I would like to use this system 

frequently. 

     

I found the system unnecessarily complex.      

I thought the system was easy to use.      

I think that I would need the support of a technical 

person to be able to use this system. 

     

I found the various functions in this system were 

well integrated. 

     

I thought there was too much inconsistency in this 

system. 

     

I would imagine that most people would learn to 

use this system very quickly. 

     

I found the system very difficult to use.      

I felt very confident using the system.      

I needed to learn a lot of things before I could get 

going with this system. 

     

IQ2 (distraction to match pilot study structure). What kind of information do you think can help you to make better 

decision when you are selecting the personal information you want to share with Photohex from your CREDENTIAL 

Wallet? (Do you want to receive any extra information for each requested piece of your personal data from PhotoHex?) 

IQ3 (distraction). Which of the following options do you prefer? To manually select all the mandatory information by 

ticking the boxes to continue to next step (i.e., an interface as in current task); or to have all the mandatory information being 

selected by default where you do not have to tick any boxes? 
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IQ4 (distraction). When doing the task, what was unclear for you in the CREDENTIAL app? Did you have any difficulties? 

Where? 

IQ5 (distraction). Tell us about the disadvantages and advantages of the interfaces you saw in the CREDENTIAL app. 

IQ6. What information did you share with the service provider (here, PhotoHex) in this task? (Select 

YES if you shared the information, select NO if you did not share the information and select NOT 

SURE if you do not know) 

Information YES NO NOT SURE 

Your post address 
   

Your full name 
   

Your email address 
   

Your educational background 
   

Your fingerprint pattern 
   

Your home town 
   

The city in which you live 
   

Your birthday 
   

A photo of yours 
   

Your phone number 
   

Your interests 
   

Your credit card number 
   

Your age 
   

Your mobile device model 
   

IQ7. What has PhotoHex stated they will do with the data you just shared?  

 

Background questionnaire 

BQ1. How old are you?  

BQ2. What is your highest educational degree (If you study, please select the one you are pursuing)? 

 Primary school (Grundskola); secondary school (gymnasiet); bachelor degree; master degree; 

doctorate degree; other 

BQ3. What is your gender?  

IQ8. Where do you think your fingerprint is stored and processed? If you want, you can choose more 

than one alternative: 

 On your mobile device; on the CREDENTIAL Wallet; on the service provider side 

(PhotoHex) 
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Appendix F. Questionnaires for Experiment 2: Swiping, drag-

and-drop, checkboxes 

Post-test questionnaire 
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Background questionnaire 
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Appendix G. Consent form used during the testing of all 

prototypes 

Consent Form 

Hi! 

Thank you for participating and accepting our invitation for this test. This is a user study for the interface 

of a service (in this case a mobile application) called CREDENTIAL Wallet. 

In this study you will be asked to: 

 Act as a user of a service called Credential. You will receive the username to be able to use 

the mobile application in a scenario that will be specified by the test moderator. 

 Undertake a specific task using the mobile application. 

 Complete questionnaires. 

Participating in the study is completely voluntary. You are absolutely free to leave the study at any 

time without explanations. You can also ask not to be included in the results any time in the future. All 

information you provide will be maintained confidentially. During the study your opinions and 

comments about the program will be recorded (screen-captured and audio recorded) and they may be 

used to improve the mobile application, reported in a deliverable of the Credential project, in a master 

thesis, and potentially a paper. The collected data is going to be evaluated and stored in an anonymous 

form, used only for research purposes. Your name or any other information that directly could identify 

you will never be used. 

We just want to clarify that we are not evaluating you or judging you in any way. The study is designed to 

measure the usefulness of the prototype but not your knowledge. There are no wrong or right 

answers to the questions being asked. 

I have read, understood and agreed on the information of this form. 

 

    Participant‟s signature                                                 Date  
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Appendix H. Orientation script used during the testing of all 

prototypes 

Orientation script 

“Thank you for accepting to be a part of this test.” 

“You are about to test a mobile application called CREDENTIAL Wallet. The Credential service 

provides two main functionalities. First, by using the CREDENTIAL Wallet, you can upload your 

personal information in a secure way to the CREDENTIAL. Second, using the CREDENTIAL Wallet, 

you can register and login to different websites without the need of remembering a separate password 

for those websites. In other words, the CREDENTIAL can handle the sign in process for other 

websites. An example would be registering at a website like Facebook, and then at Google, and in 

both instances using CREDENTIAL Wallet to do so.  

For this study, you assume that you have installed the CREDENTIAL Wallet on your phone and you 

have registered in the app previously so you have a Credential username and you can sign into the 

app and use its functionalities. Instead of using a password to sign in to the app, Credential uses the 

fingerprint to sign a user with a specific username. We are now testing a prototype and it is not 

possible for us to use a real-life fingerprint thus there will be an icon for you to touch instead. In this 

study, you will be asked to undertake one task and complete some questionnaires.” 

“During the test I cannot help you or guide you when you are asked to do some tasks.” 

 Give the consent form. 

Authorization task: “Ok, I will describe the task for you. Now, assume that you would like to order to 

print some of your photos on a website called PhotoHex. It is a photo service website in which you can 

upload your photos to be printed. In order to be able to order your photos you need to sign up on 

PhotoHex’s website. In this scenario you will pretend that you are Elsa and you have registered a 

Credential account and you want to use Credential to sign up for PhotoHex.” 

“Just to be clear, we are not testing you and there is no right or wrong answers to questions. Feel free 

to use the CREDENTIAL Wallet as you would use it in real life.” 

 Give the participant the username. 

“This questionnaire concerns the mobile application, CREDENTIAL Wallet, not the PhotoHex 

service. You can answer in Swedish.” 

 Give the participant the questionnaires.   
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Appendix I. Wireframes 

Swiping 

 

 

When a user swipes an item, there should be a way of undoing the action and also give users feedback of their actions 

(number counting at the bottom and panel of selection is moved to the right). 
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Confirmation screen 

 

 

Alternative A. Two boxes representing service provider 

side and CREDENTIAL Wallet side. The idea of this 

alternative was to create an animation of information 

going from the CREDENTIAL container to the service 

provider container. 

Alternative B. CREDENTIAL Wallet side sharing information 

to the service provider logo after agreeing. Because of 

smartphone resolution height this design seemed more 

appropriate to use because of animation purposes. 
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Drag-and-drop  

 

 

 

Wireframes of drag-and-drop design: Alternative A. The user should drop the icon next to the information. 
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Wireframes of drag-and-drop design: Alternative B. The user should drop the icon at the service provider container 

directly. 
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Wireframes of drag-and-drop design: Alternative C. The user should drop the icon at the service provider container 

directly (using a drag-and-drop icon rather than suitable icons for the data type). 
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Appendix J. Data compilation of user awareness scores 

The figures below show how test persons (TP) answers to the different items (I) and how the average, 

minimum, maximum, and standard deviation (as seen in the results section) was calculated. The 

figures below are calculations of the confirmation screen prototype data to show as an example of the 

process. 

 

 

Method 1 of calculating the precision: all the correct yes on top of all yes (i.e. the green boxes of yes 

divided by all boxes showing yes). The method accounts for fingerprint (I5). This method of 

calculating the precision score was defined by Ronen et al. (2013). 

 

Method 2 of calculating the precision is the same as Method 1 but is not accounting for the item of 

fingerprint (I5): all the correct yes on top of all yes (i.e. the green boxes of yes divided by all boxes 

showing yes). This method of calculating the precision score was defined by Ronen et al. (2013). 
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Method 3 of calculating the precision: all correct answers on top of all YES and NO answers. The 

method accounts for fingerprint (I5). This method of calculating the precision score was used by 

Pettersson et al. (2017 accepted). 

 

Method 4 of calculating the precision is the same as Method 3 but not accounting for fingerprint (I5): 

all correct answers on top of all YES and NO answers. This method of calculating the precision score 

was used by Pettersson et al. (2017 accepted). 

 

Recall is calculated as defined by Ronen et al. (2013): all correct answers (stated by the test person) on 

top of all (that was actually shared by the test person). 


