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Privacy-aware Use of Accountability Evidence
Jenni Reuben

Department of Mathematics and Computer Science
Karlstad University

Abstract
This thesis deals with the evidence that enables accountability, the privacy
risks involved in using it and proposes a privacy-aware solution for preventing
unauthorized evidence disclosure.

Legal means to protect privacy of an individual are anchored on the data
protection perspective i.e., on the responsible collection and use of personal
data. Accountability plays a crucial role in such legal privacy frameworks
for assuring individuals’ privacy. In the European context, accountability
principle is pervasive in the measures that are mandated by the General Data
Protection Regulation. In general, these measures are technically achieved
through automated privacy audits. System traces that record the system
activities are the essential inputs to those automated audits. Nevertheless,
the traces that enable accountability are themselves subject to privacy risks,
because in most cases, they inform about the processing of the personal data.
Therefore, ensuring the privacy of the accountability traces is equally import-
ant as ensuring the privacy of the personal data. However, by and large,
research involving accountability traces is concerned with storage, interop-
erability and analytics challenges rather than on the privacy implications
involved in processing them.

This dissertation focuses both on the application of accountability evi-
dence such as in the automated privacy audits and the privacy aware use of
it. The overall aim of the thesis is to provide a conceptual understanding of
the automated privacy compliance research and to contribute to the solutions
that promote the privacy-aware use of the traces that enable accountability.
To address the first part of the objective, a systematic study of the existing
body of knowledge in automated privacy compliance domain, is carried out.
The resulted understanding on the the state-of-the-art is conceptualized as
taxonomies. The second part of the objective is accomplished through two
results; first, a systematic understanding of the privacy challenges involved in
processing of the system traces is obtained, second, a model for privacy aware
access restrictions are proposed and formalized in order to prevent illegitimate
access to the system traces. Access to accountability traces such as provenance
are required for automatic fulfillment of accountability obligations, but they
themselves contain personally identifiable information, hence in this thesis we
provide a solution to prevent unauthorized access to the provenance traces.

Keywords: Privacy, accountability, audit, evidence, system traces, prov-
enance, access control, privacy compliance, security.
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1 Introduction
Automated privacy audit is an accountability practice that enables automatic
adherence to privacy laws and regulations. However, audit evidence may
itself contain Personally Identifiable Information (PII), and hence needs to
be protected against privacy intrusions. The research presented in this thesis
therefore, deals with both the role of audit evidence in the fulfillment of legal
privacy obligations and the privacy-aware use of them.

The principle of accountability is pervasive in the European legal frame-
works that aim to assist individuals in protecting their privacy. The General
Data Protection Regulation (GDPR) [1], which is part of the European Data
Protection Framework, consists of various measures that are directed towards
the Data Controllers 1 with the aim of achieving accountability. The account-
ability principle, in a nutshell involves both the fulfillment of obligations
and the demonstration of responsibility in a verifiable form. According to
Bennett’s nomenclature, the former is referred to as accountability of proce-
dures and the later is referred to as accountability of practice [2]. Traces that
record system activities play a crucial role in enabling accountability, both in
the automatic realization of the obligations especially in the posteriori comp-
liance approaches and in the technical verification of compliance, if requested.
Thus, the kind of technical solutions to accountability vary depending on
the accountability purposes and the nature of the account. Accountability
evidence encompasses data annotations, traces of system activities, etc. In
this dissertation, we consider system logs and provenance as forms of evi-
dence to support various accountability purposes in the context of privacy
compliance.

Nevertheless, the systems that capture accountability evidence often deal
with personal data2, thus the traces that inform about personal data pro-
cessing are also contain Personally Identifiable Information. Consequently,
metadata such as accountability evidence that reveal personal data enables
inference of additional information about an individual or a group of indivi-
duals [3]. Therefore, it is important to ensure a privacy-aware usage of the
system traces, especially when the scale of their usage is expanding with the
introduction of concrete accountability measures mandated in GDPR.

Research involving accountability evidence focuses much on the storage
challenges and on the data analyses rather than on the privacy implications
of the accountability evidence, in particular, when the accountability traces3
represent semantic links among the system objects that deals with personal
data. The research in this dissertation therefore, focuses both on the applica-
tion of accountability evidence in the privacy compliance context and the
privacy challenges concerning the use of them. In particular, the aim of

1A data controller refers to a “person, public authority, agency or any other body which [...]
determines the purposes and means of the processing of personal data”, Art.7 of [1].

2In the European context, personal data is “information relating to an identified or identifiable
natural person”, Art.4 ofGDPR [1].

3In this dissertation, accountability evidence and accountability traces are interchangeably
used to refer to the evidence that enables accountability.
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the thesis is to provide a conceptual understanding of the body of research
in automated privacy compliance and to contribute to the solutions that
promote privacy-aware use of the system traces that enable accountability.

The rest of the introductory summary is organized as follows: Section 2,
which provides the background information for the work presented in this
dissertation. Section 3, which enumerates the investigated research questions
of my work. The employed research methods are described in Section 4. The
major contributions of the dissertation are presented in Section 5 followed by
a description of the related work in Section6. The summaries of the published
papers that constitute the dissertation are presented in Section 7. Conclusions
and future work are presented in Section 8.

2 Background
This section presents a reductive description of the concepts of the research
domain that is investigated in this dissertation. Subsection 2.1 provides a
comprehensive understanding of the accountability principle that underpins
the entire research presented in this thesis. Accountability evidence is the
means to exercise accountability. Annotations such as provenance (explained
in Subsection 2.2) enable accountability of automatic computations. The
provenance data informs the history of the processes that have brought a data
item to its current state. These lineages of sources are better represented and
reasoned using the Semantic Web principles (described in Subsection 2.4).
The links present in the provenance information introduce challenges to the
access restrictions (explained in Subsection 2.5) that prevent illegitimate ac-
cess to the provenance data.

2.1 Accountability
The notion of accountability lacks a universal definition, but it generally
includes key elements such as responsibility, liability and transparency [4].
Legal means to protect privacy of the individuals is anchored on the data pro-
tection perspective i.e., on the responsible collection and use of the personal
data. Accountability plays a crucial role in such legal privacy frameworks
in assuring individuals’ privacy. In the European data protection context,
accountability is enacted by means of data controllers’ responsibility in estab-
lishing appropriate measures for the implementation of the required data pro-
tection obligations. Further, it includes the need to give a verifiable account,
if requested, on how the obligations are exercised.

2.2 Digital Provenance
Digital provenance is concerned with how a data item has arrived to its
current state [5]. Conceptually, it expresses two dimensions of lineage con-
cerning a data item: i) the derivative sources of the data item and ii) the
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history of the processes that transforms the data to its current state. The line-
age information in provenance is best expressed as a Directed Acyclic Graph
(DAG), where the nodes express the ancestral sources and the edges express
the process history. Further, provenance information also includes the agents
that are responsible for the data transformation in order to determine the
person accountable. These three different dimensions provide three different
provenance view of how a data item has been brought to its current state.
The data view expresses the lineage of the sources of a data instance, whereas
the process view emphasizes the history of processes that create and modify
the data item in question. The responsibility view provides the chain of
agents that are responsible for the execution of the processes that influence
the state of the data item is question. Figure 1 shows the abstract data model
for digital provenance that encodes the three essential elements, namely; data
item, process and the agent. Further, Figure 1 illustrates the three different
views of provenance.

Figure 1. The three different views of digital provenance [6] using the PROV [7] notations.

In the privacy compliance context, accountability evidence such as system
logs and provenance entails PII since they often expresses information about
personal data. Hence, the risk of deriving additional information from the
accountability evidence is pertinent. In the case of provenance though, the
risk of personal data inference from otherwise “masked” metadata is amplified
by the semantic connections among the elements of provenance. Further,
emerging applications of provenance such as e-science [8] require that the
provenance information be available on the web. As a consequence, various
provenance documents can be readily profiled and linked using the Uniform
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Resource Identifier (URI).

2.3 Privacy Impact Assessment
To identify the privacy risks of a technology, or an application or a sys-
tem, it is necessary to understand the data flows, data stakeholders, system
architecture and their privacy implications. Privacy Impact Assessment (PIA)
is a method to systematically analyze the privacy risks of a given system.
Consequently, the template for conducting a PIA varies from application to
application. In general, a PIA template as presented in [9] consists of four
procedural steps: i) description of the given application in terms of system
architecture, data flows and etc., ii) identification of privacy threats based on
the privacy targets encoded in the legal privacy frameworks, iii) identification
of technical and organizational measures to mitigate the identified risks and
iv) documentation of the privacy analysis and the results, for the given appli-
cation. European Union (EU) GDPR mandates such a data protection impact
assessment (see Art. 35 GDPR [1]).

2.4 Semantic Web Technologies
Semantic web is a web that is targeted for automated reasoning, integration
and interoperability. Semantic Web enables the machines to understand the
web contents. The starting point for making the machines understand the
web content is to give the content a well-defined meaning [10]. Intuitively,
knowledge representation technology from the artificial intelligence research,
provides an excellent way to define terms and their semantics, in order to
enable reasoning about the things that exist in a domain of interest. Given
the terms and the semantics that are represented using the Web Ontology
Language4 (OWL), the machines can conduct automated reasoning. OWL
semantics are based on the relationships between the terms, since the seman-
tics are grounded on formal logic, the explicitly specified relations imply
additional implicit logical relationships. For example, if Mary is a mother
and every mother is a women, then Mary is a women. The access to the
Semantic Web documents is facilitated by The Simple Protocol and RDF5

Query Language (SPARQL6 ).

2.5 Access control
Establishment of adequate measures for securing the information and infor-
mation systems is a fundamental responsibility of the entities that process
personal data [1]. Access control deals with the determination of permitted

4For further details, the readers are asked to visit https://www.w3.org/TR/
owl2-syntax/, accessed on 2017-05-05.

5Resource Description Framework, the W3C specification can be at https://www.w3.
org/TR/2014/REC-rdf11-concepts-20140225/, accessed on 2017-05-05.

6For further details, the readers are asked to visit theW3C specification on SPARQL found
at https://www.w3.org/TR/sparql11-query/, accessed on 2017-05-05.
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activities of the legitimate users on the system resources. Thus, access re-
striction is central to the principle of preventing unauthorized access to the
information in the realm of information security and privacy. The imple-
mentation of access control entails three levels of abstractions: i) access con-
trol policies, ii) access control models and iii) appropriate mechanisms [11].
On the high level, the access policies specify who is authorized to do what
and under what circumstances. Policies, for example, could be driven by
resource usages within or across different departments, need-to-know prin-
ciple, obligations, privacy rules and others. In access control model, these
access requirements can be formalized as security properties of access control
systems such that the security of the system in accordance with the policies
could be theoretically proved. Finally, the access control mechanisms are
the actual implementation approaches to attain the properties of the devised
access control model.

3 Research Questions
The overall research objective of this dissertation is to contribute to the under-
standing of the accountability traces in the privacy compliance context and to
investigate a privacy-aware usage of the traces. Hence, the research questions
that are addressed in this thesis are;

1. How is accountability evidence used in the privacy compliance context?
Understanding the application of accountability evidence provides an
insight into the importance of their usage in the privacy compliance
context. The question is directly addressed in Paper I. A systematic
study was conducted to analyze the state-of-the-art automated account-
ability practices in the privacy compliance research domain. Account-
ability traces are analyzed i) primarily for the validation of compliance
and ii) for the implementation of policies. The granularity of the logs
or system traces impact the outcome of the automatic realization of
privacy compliance. Paradoxically, the more fine grained the logs are,
the greater the risk of inferring additional information from the derived
data such as metadata. This leads us to the second Research Question.

2. What are the emerging privacy implications involved in the processing of
the accountability traces, especially when the traces express the semantic
relationships between the system entities?
Accountability traces such as provenance expresses the causal depen-
dency involving the processes and the agents that explain the existence
of a data item. Given i) the importance of accountability traces in
the privacy compliance context, an understanding that is gained from
Paper I ii) the sensitiveness of the traces that inform about personal data
processing, iii) the representation of semantic relationships between the
system objects that deal with personal data and iv) the likely increase
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in the scale of their usage due to the introduction of concrete account-
ability measures mandated in the GDPR, we are motivated to analyze
the privacy implications involved in processing of the accountability
evidence. In Paper II, we systematically study the privacy implications
concerning provenance usage.

3. What are the generic countermeasures to mitigate the privacy risks concern-
ing the provenance information and in particular, how can confidentiality
of the provenance information that is modeled using Semantic Web princi-
ples be assured in a privacy friendly way?
The threats identified in Paper II are pertinent especially when account-
ability traces such as provenance are essential in fulfilling the account-
ability obligations mandate by the current EU data protection regula-
tion GDPR. Identification of risk mitigation strategy is part of the risk
assessment process, hence in Paper II countermeasures that deal with
the interconnected nature of the provenance are categorized. Emerging
applications such as semantic web, e-science require the digital prove-
nance to be discovered and interpreted by autonomous agents. To an-
swer the second part of the research question, we propose a fine granu-
lar access control model to the provenance data in Paper III, which is
one of the countermeasures proposed in Paper II.

4 Research Methods
The field of computer science has over the years extended beyond the mathe-
matical foundations, to now include computational science, systems, engi-
neering and design [12]. Consequently several research methods including
the mathematical method [13], scientific method of CS [14] and the design
method [15] are prevalent in computer science research. To tackle the re-
search questions presented in Section 3, a systematic literature review and
design method [15] are employed in this dissertation.

Collection, evaluation and synthesis of existing body of knowledge bring
a conceptual understanding of a field of interest [16] and enable researchers
to hypothesize new theories. These steps are systematically carried out using
a systematic literature review method [17]. The framework for conducting
a systematic literature review consist of the following phases i) defining the
scope of the review ii) identification of the key terms including synonyms
and homonyms iii) search process involving relevant databases and snowball
search iv) analysis and synthesis of the knowledge and v) development of
a research agenda. To address the first research question, we employed a
systematic literature review. The results are presented in Paper I. The ob-
jective of our study is to synthesize scholarship as opposed to the integration
of empirical research (meta-analysis). The scope of the review (phase 1) is
informed by the taxonomy of literature review presented by Cooper [18].
Thus, according to the literature review taxonomy by Cooper, the focus of
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our study is on the research outcomes, that is to understand the technical ap-
proaches to privacy compliance. Prior knowledge of the concepts contributed
to the identification of the search terms (phase 2) and concept mapping allows
us to uncover the synonyms. The scope that is explicated in terms of inclusion
and exclusion criteria, and the identified search terms drive the identification
of relevant literature in journals and databases. For the analysis and the
synthesis of the knowledge, we have employed an inductive classification
strategy [19]. This is because, classification or taxonomic representation
are proven to be an effective strategy for deconstructing the foundations of a
domain [19].

Design method is prevalent in engineering and design. It primarily con-
sists of a cycle of eight iterative steps. First, it starts with the identification and
formulation of the problem, second an analysis of the background research of
the state-of-the-art, which is similar to the observation phase of the scientific
method but the motivation is societal need rather than the scientific curios-
ity [15]. Based on the problem definition from the above two steps, in the
third step, solutions requirements are formulated both from the existing state-
of-the-art and from the societal needs. The fourth step concerns the proposal
of solutions that results from the brainstorming sessions involving experts.
Requirements that are specified in step three, drive the proposal of the best
solution. Once a solution is identified as the best solution to a given problem,
it is detailed and formal modeled in step number five. The formal model
helps to predict the implications of the system before prototype construction.
Intuitively, the sixth step involves the development of the prototype, which
is similar to the experimentation phase of the scientific method. Evaluation
and redesign of the prototype are carried out in step number seven, which is
analogous to the verification and review phase of the scientific method. Step
eight concerns with the documentation and communication of the results. In
this dissertation, these steps are progressed through Paper II and Paper III.
From the understanding acquired from the Paper I on the importance of the
accountability evidence, security and privacy implications are characterized
based on the legal framework in Paper II (problem definition and background
research phase). Further in the same work, solution requirements and the
possible solutions are characterized as a result of the brainstorming sessions
involving security and privacy experts (solution proposal phase). The pro-
posed solutions address different dimensions of security and privacy threats
involving accountability evidence. One of the proposed solutions that ad-
dresses the secure processing dimension of the problem definition is formu-
lated and studied in Paper III (solution formulation and modeling phase).

5 Contributions
The overall objective of the thesis is to understand the function of account-
ability traces in the context of privacy compliance, and to study the privacy
aware usage of them. This section iterates the main contributions of the
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research addressing this objective.

1. Conceptual understanding of the state-of-the-art automated approaches to
privacy-compliance. In Paper I, we systematically deconstruct the exist-
ing body of knowledge using the systematic literature review in order to
derive a conceptual understanding of the privacy compliance research
domain. To address the Research Question 1, the literature review
studies the focus and the applications of accountability evidence in the
systematically selected automation mechanisms to privacy compliance.
As a result of the literature analysis, the state-of-the-art is conceptual-
ized as taxonomies. Different from the other types of compliance such
as commercial and organizational compliance, obligations to privacy
compliance are context dependent. This is evident from the number of
distinct technical solutions that achieve some degree of privacy comp-
liance. Accountability evidence, such as system logs plays a crucial role
in the automatic validation and fulfillment of privacy compliance. The
outcome of the automated privacy compliance approaches greatly de-
pends on the granularity of the traces and the technical specification of
the obligations. However, there is a lack of knowledge in the analyzed
state-of-the-art concerning the implications of the fine grained logs.

2. Privacy risk assessment for provenance applications. Accountability traces
such as provenance, expresses causal links between the activities and
agents that create, access and modify the data instances. Driven by the
privacy requirements specified in the EU GDPR, in Paper II, the privacy
implications of the applications that use such provenance information
that encodes semantic relationships are systematically studied. As a
result, a set of privacy threats and the corresponding countermeasures
pertaining to any applications that use provenance data are identified.
This directly contributes to answer the Research Question 2 and part
of the Research Question 3.

3. A proposal of a PIA template for the applications that use provenance data.
To establish a systematic process for assessing the privacy risks of the
applications that use provenance data, we developed a PIA template
in Paper II. The PIA template encloses the above identified threats
and countermeasures as the core steps for systematic assessment and
mitigation of privacy risk that arise in a provenance application. This
contribution indirectly contributes to the Research Question 2 and art
of the Research Question 3.

4. The proposal of a privacy aware formal model of authorization for the
semantically connected accountability traces. Provenance information for
the web is modeled using semantic web technologies such as Resource
Description Framework (RDF) and OWL. Relations specified in the
OWL drives the automatic interpretation of the RDF triples and the
RDF graphs. However, the semantics of OWL enable additional logi-
cal relations from the explicitly specified relations. Thus, the access
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enforcement for the web provenance information needs to consider
the semantic relations including the implicit relations. To address the
challenge reflected in the second half of the Research Question 3, in
Paper III we extend the privacy-aware access control model presented
in [20] to include security properties for preventing unauthorized in-
ference of specific information from the general relationships. The
extended model and the security properties are formally defined and
exemplified using a hospital use case.

6 Related Work
Related work that is specific to each contribution listed in Section 5 are com-
pared and analyzed in the appended papers that describe in details, how the
state-of-the-art is advanced. However, a brief summary of relevant research
activities that address both the application of accountability evidence in the
fulfillment of the privacy obligations and the privacy challenges that arise in
processing them, is highlighted in this section.

The A4Cloud7 project has dealt with the ethical governance of usage
of personal data within the cloud environment [4] for achieving account-
ability of the data controllers. As part of the A4Cloud project, an Audit
Agent System (AAS) [21] tool was designed, developed and integrated in
the reference architecture. The tool provides an infrastructure to gather and
evaluate evidence for providing a verifiable account and for detecting incidents
in the cloud scenario. The complete framework of the the tool is about
automated approach to privacy audit, which is the focus of our systematic
study presented in Paper I. To the best of our knowledge, no systematic
exploration of existing body of work in privacy compliance audit has yet
been studied and classified. Further, in AAS, to ensure the confidentiality and
integrity of the collected accountability evidence both at rest and in transit,
an append-only authenticated data structure [22] is proposed as the evidence
store. However, confidentiality, as defined in their work, is slightly different
from the notion of unauthorized access that is addressed in this dissertation.
In our work the focus is on the prevention of illegal inference of sensitive
information from the general information caused by the entanglement of
information represented in the accountability traces, which is the case in
provenance.

Most often than not, privacy implications of the accountability evidence
are briefly studied as part of the analysis of the applications that utilize the
evidence. Particularly, previous work on the privacy risk assessment for
the applications that utilize provenance data is grounded on intuition [23]
rather than on the systematic analysis. Other systematic studies [9, 24] on
the privacy risks such as the PIA Framework developed by the EU commiss-
ion, however are specific to a technology or an application such as Radio
Frequency IDentification (RFID) technology and smart grid systems respec-

7http://www.a4cloud.eu/, accessed on 2017-05-15.
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tively. Nevertheless, the privacy principles considered in those studies are
based on the EU Data Protection Directive [25]. In our work though, the
privacy targets are derived from the current EU GDPR and to the best of
our knowledge, our work is the first systematic study of privacy risks for
provenance applications.

In the context of restricting access to the accountability evidence, Agudo
et al. [26] propose two cryptographic schemes that provide fine-grained access
to the accountability evidence. One scheme focuses on the selective disclosure
of the evidence-related information to the appropriate cloud stakeholders
and the other scheme focuses on the accountable delegation of evidence-
related information. Although the proposed access control models are based
on the content of the accountability evidence, authorization implications
of the semantic connections between the data items that may exists in the
traces are not considered. The access control model that is proposed in this
dissertation is based on the purposes, for which the accountability evidence
such as provenance is collected. Further, the consistency of the access policy
is ensured by the security properties identified for the logical relationships
involved in the representation of the provenance information.

7 Summary of Appended Papers
Paper I – Automated Log Audits for Privacy Compliance Validation: A
Literature Survey

The act of adherence to agreed upon privacy policies and other privacy regula-
tions is referred to as privacy compliance. According to the legal privacy
framework, this reflects the responsibilities of the entities that control per-
sonal data, in protecting the privacy interests of the individuals. The concept
of account giving is central to accountability and privacy compliance. Au-
tomation of compliance is generally realized through technical audits. The
system activities are analyzed in a technical audit system to determine if the
system is executed in accordance with the rules. However, differing from
other types of compliance, such as commercial compliance and organizational
compliance, the obligations to privacy compliance are context dependent.
Hence, the objective of the paper is to study the impact of contextual privacy
obligations in automatic realization of privacy compliance. Therefore, in
this paper, we systematically deconstruct the state-of-the-art in the privacy
compliance research domain using the systematic literature review. We syn-
thesize the existing technical knowledge of this research domain to provide
a conceptual understanding of the state-of-the-art and to explain its concep-
tual relationships. As a result of the understanding gained from the devel-
oped conceptual knowledge in the privacy compliance research domain, a set
of guidelines are proposed for conducting automatic verification of privacy
compliance. Further, the challenges in the technical approaches to privacy
compliance are discussed in the end of the paper. This work directly con-
tributes to address the Research Question 1 by highlighting the function of
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accountability evidence in the privacy compliance context.

Paper II – Privacy Impact Assessment Template for Provenance

Accountability traces such as provenance encode meta information expressing
links between the agents and activities that create, use and modify the data in-
stances. Emerging applications such as semantic web and e-science require the
digital provenance to be discovered and interpreted by autonomous agents. In
this context, the need to study the privacy implications of the use of prove-
nance information has become increasingly important. Previous research
on privacy concerns involving provenance information, studies the privacy
implications as part of the novel provenance application that they propose.
The research contribution in this paper is motivated by the following two
factors; (i) the lack of dedicated work on privacy risk assessment concerning
provenance for any provenance application and (ii) the need to enable prove-
nance application developers to consider privacy risks at the time of design
rather than after the design. Guided by the data protection requirements
specified in theGDPR and the brainstorming discussions involving researchers
in personal data protection, a set of privacy threats concerning provenance
usage and corresponding countermeasures are identified. Subsequently, these
threats and countermeasures are enclosed as procedural steps in the proposed
PIA template for the systematic assessment and mitigation of privacy threats
that arise in a provenance application. The identification of the privacy
threats concerning provenance information directly addresses the Research
Question 2. The identification of the countermeasures that mitigate the above
assessed threats addresses part of the Research Question 3.

Paper III – A Privacy Focused Formal Model of Authorization for Data
Modeled using Semantic Web Technologies

The derivate sources and the history of processes that influence the current
state of a data instance is asserted using digital provenance. Thus, provenance
information expresses causal relationships among the activities, agents and
the data items. As presented in Paper II, these semantic relationships among
the provenance elements enable inference of additional information about an
individual outside the original intended context. Emerging applications such
as semantic web, e-science require the digital provenance to be discovered and
interpreted by autonomous agents. This is reinforced by the recent PROV
standardization effort by W3C, which is based on the Semantic Web prin-
ciples. Semantic relationships in provenance are readily expressed using the
relations provided by the Web Ontology Language (OWL). The semantics of
OWL are grounded on formal logic, which means explicitly specified relations
logically entail additional knowledge. For example, if Mary is a mother and
every mother is a women then Mary is a women. Therefore, controls to
enforce legitimate access to provenance data that is modeled using Semantic
Web technologies, need to take both the semantic relations including the
implicit relationships and the privacy requirements into account. This is the
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reflection of the Research Question 3 and to answer the research question,
we propose an extended version of the Task-Based Privacy Model [20], to
technically enforce purpose limitation - an essential data protection principle,
for semantically interconnected data. In particular, in the current model, the
degree of granularity of the access restrictions is enhanced by introducing
purpose hierarchy, and additional security properties are defined for the data
model that is enriched with semantics. The model is formally defined and
the security policy including the properties are exemplified using a use case
scenario to demonstrate the applicability of the proposed model.

8 Conclusions and Future Work
The current EU data protection regulation GDPR mandates specific measures
that are directed towards the data controllers (the entities in control of the
personal data) for protecting the privacy of the individuals. Beyond the
traditional preventive approaches to privacy, such as anonymization and en-
cryption, posterior controls such as privacy audits are gaining equal attention,
in the context of legal privacy frameworks. These posterior controls allow the
data controllers to adhere to the legal obligations for ensuring their position
as an accountable steward of personal data. The notion of account plays a
crucial role in the realization of accountability. However, as identified in
our systematic study on the automated privacy compliance approaches, the
coverage of the privacy obligations greatly depends on the granularity of the
traces that capture the system activities. Paradoxically, fine granular system
traces, which include semantic links between different system objects enable
inference of additional PII about an individual or groups of individuals.

Therefore, ensuring the privacy of the accountability evidence is equally
important as ensuring the privacy of personal data, an understanding gained
from our systematic study of privacy risks concerning accountability evi-
dence such as provenance.

However, the difference in the context where this information is utilized,
impacts the type of the privacy aware solutions. In the privacy compliance
context, no disclosure or addition of random noise, which are good measures
to ensure privacy, however offset the notion of accountability. Hence, in
the later part of the dissertation we focus on the authorized disclosure of
the system traces, in particular provenance data. The access policies of the
proposed authorization model, which is an extension of the formal privacy
model [20] is assured by means of the security properties defined for the
logical relationships of provenance data that might enable unauthorized infer-
ences. The abstraction of provenance data, due to our access control restric-
tions creates tension in the integrity of the provenance data. Our work does
not yet address the formal requirements for utility, which is of paramount
importance in privacy audit context as argued before. One of the future
directions to pursue is to investigate and formalize the utility requirements
of provenance data, and to develop privacy friendly solutions for provenance
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disclosure, where the achieved level of privacy is required is relative to the
utility.
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