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Abstract
Healthcare systems have assimilated information and communication tech-
nologies in order to improve the quality of healthcare and patient’s experience
at reduced costs. The increasing digitalization of people’s health information
raises, however, new threats regarding information security and privacy. Ac-
cidental or deliberate data breaches of health data may lead to societal pres-
sures, embarrassment and discrimination. Information security and privacy
are paramount to achieve high quality healthcare services, and further, to not
harm individuals when providing care. With that in mind, we give special at-
tention to the category of Mobile Health (mHealth) systems. That is, the use
of mobile devices (e.g., mobile phones, sensors, PDAs) to support medical and
public health. Such systems, have been particularly successful in developing
countries, taking advantage of their flourishing mobile market and their need
to expand the coverage of primary healthcare programs. Many mHealth initia-
tives, however, fail to address security and privacy issues. This, coupled with
the lack of specific legislation for privacy and data protection in these coun-
tries, increases the risk of harm to individuals. The overall objective of this
thesis is to enhance knowledge regarding the design of security and privacy
technologies for mHealth systems. In particular, we deal with mHealth Data
Collection Systems (MDCSs), which consists of mobile devices for collecting
and reporting health-related data, replacing paper-based approaches for health
surveys and surveillance. This thesis consists of publications contributing to
mHealth security and privacy in various ways: with a comprehensive litera-
ture review about mHealth in Brazil; with the design of a security framework
for MDCSs (SecourHealth); with the design of a MDCS (GeoHealth); with
the design of Privacy Impact Assessment template for MDCSs; and with the
study of ontology-based obfuscation and anonymisation functions for health
data.

Keywords: Mobile health, information security, data privacy, data collec-
tion, personal health data.
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Introductory Summary

“Freedom is the alone unoriginated birthright of
man, and belongs to him by force of his

humanity;”

— The Metaphysics of Ethics. (1886)
Immanuel Kant

1
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1 Introduction
Healthcare has changed over the years with the incorporation information and
communication technologies. This transformation also affected other aspects
of healthcare, such as: the relationship between patients and doctors; the ways
to deliver healthcare; and, the capacity of data analysis for clinical and research
purposes. Health Informatics (HI) is now a well established research area, with
many branches and ramifications. Electronic Health Records (EHRs) began
to appear in early 1990s. Nowadays, EHRs are part of day-to-day reality in
most health facilities around the world. Advances in telecommunications led
to healthcare over distances. Telemedicine connects medical professionals in
different sites, allowing tele-consultation and delivery of specialized health-
care to remote locations. With the introduction of mobile computing and
wireless communication technologies, applications are now designed to run
in smart-phones and to use sensor networks to monitor patients in real-time.
Healthcare professionals can access all the relevant or needed data through
many computer interfaces (e.g., desktops, smartphones, tablets). Likewise, the
patients can have readily access to their medical journals by Internet. Essen-
tially, information and communications technology help to improve quality
of healthcare and patient’s experience at reduced costs.

Notwithstanding, the security and privacy risks grew proportionally. Huge
amounts of data have to be securely transmitted, processed, and stored. The
disruption of communication channels can prevent patients from receiving
healthcare in an emergency situation. Data breaches on patient’s medical
records can cause societal pressure, embarrassment and discrimination. Sys-
tems can be potentially misused in patient’s detriment. Privacy infringements
can be caused by, e.g., purpose misuse, vague purpose specification, lack of
patient’s consent, and privacy policies. And furthermore, in most countries
there is no legal framework that regulates privacy and protection of personal
data.

In this licentiate thesis we look at the area of Health Informatics (HI)
from the standpoints of information security and privacy. More specifically,
a considerable amount of this work is dedicated to mobile health (mHealth)
systems. This category of applications stems from advances in mobile comput-
ing, wireless communication and global positioning systems (GPS). mHealth
capitalizes on mobile phone’s core utility of voice and short messaging service
(SMS), as well as more complex functionalities, such as Bluetooth and mobile
broadband (e.g., UMTS, GSM, LTE) [41]. mHealth works as a big umbrella
term with various subcategories of applications. Solutions are developed either
to support health workers on their activities or to give to individuals more
control of their own health. In both cases, mHealth applications normally ex-
tend the capacity of managing (i.e., store, retrieve, transmit, manipulate, and
reasoning) health data.

Several mHealth projects and initiatives exist worldwide. Thousands of
mHealth applications can be found in different digital distribution platforms
(e.g., Google Play and App Store). In the majority of cases, wellness and fit-
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ness applications that help users to better plan their diet and exercise routines.
Nevertheless, other mHealth applications can have clinical value, targeting
different groups of users, such as medical professionals, elderly people, chronic
patients, pregnant women, and so on. The mHealth market thrives in devel-
oped and developing countries, with different business models and contexts
of use.

However, despite its potential for effectively improving quality of health-
care, many mHealth proposals do not employ robust-enough security and
privacy-preserving solutions. In essence, such situation prevents real deploy-
ment of initiatives, specially in low- and middle- income countries. Thus, this
is forcing promising ideas to stay in small-scale or prototypical levels, exactly
where they are most needed to improve healthcare coverage, readiness and
efficiency.

In this thesis we present a series of papers on new healthcare technologies.
Information security and privacy received special attention in all publications.
Although each of the papers has a specific aim, the thesis as a whole con-
tributes to the state of the art on security and privacy during the collection
and processing of data in mHealth systems. And it does so, by showing how
to safeguard health information through the design and implementation of
security and privacy-preserving mechanisms.

The remainder of this Introductory Summary is structured as follows.
Section 2 provides the research background, by defining terms and concepts
and technologies used in this thesis. Section 3 introduces the thesis research
question. Section 4 describes the research method that was predominantly
adopted in this work. Section 5 states the scientific contributions achieved
with this research. Section 6 discusses the relevant related work. Section 7
contains a list of the appended publications. Section 8 presents the research
conclusions and directions for future work.

2 Background
This section presents the background, terms and concepts, used in this thesis.
First, some definitions for the concepts of information, privacy and security
are presented. Then, the relevant types of Health Informatics (HI) for the
thesis are described, namely: Electronic Health Records (EHRs), Personal
Health Records (PHRs) and mobile healthcare (mHealth). At last, general
issues regarding security and privacy in HI are discussed, with emphasis in
mHealth Data Collection System (MDCS). It is worthy mentioning, however,
that this background is not meant to be exhaustive, neither to go into the
details of each concept, but rather to provide the sufficient definitions for the
readers.

2.1 Information, Privacy and Security
When someone asks you a question, you may decide to respond to it or not. In
any case, the answer of the question is considered information, i.e., knowledge
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about someone or something. Besides, a few other questions could come to
the respondent’s mind – hopefully before he/she answers anything. Why are
they asking me this question? Why they need this information? What are they
going to do with it? How are they going to keep or handle it? These questions
reflect the logical concern about the consequences of giving away information.
In special, the consequences to someone’s privacy.

The concept of privacy has not been fully consolidated in the literature.
Though, a possible definition, that will be used in the scope of this thesis, was
defined by Westin (1967):

“Privacy is the claim of individuals, groups, or institutions to de-
termine for themselves when, how, and to what extent informa-
tion about them is communicated to others. Viewed in terms of
the relation of the individual to social participation, privacy is
the voluntary and temporary withdrawal of a person from the
general society through physical or psychological means, either in
a state of solitude or small-group intimacy or, when among larger
groups, in a condition of anonymity or reserve.” [55].

Privacy refers to the ability of an individual or group to seclude them-
selves (physical privacy), or the information about themselves (information
privacy), and thereby express themselves selectively. Broadly speaking, that
means that privacy has at least two categories: (i) physical privacy, and (ii)
information privacy. In this thesis we focus on the latter, information privacy
(also commonly referred as data privacy).

Security of information systems is another fundamental aspect of this the-
sis. Computer security is the discipline of protection of information systems
(i.e., hardware, software and information) from theft, damage, disruption or
misdirection. Computer security rests on three key concepts [7]:

• Confidentiality, the concealment of information or resources.

• Integrity, the trustworthiness of data resources; prevention of improper
or unauthorized change.

• Availability, the ability to use the information or resource desired.

The concept of information security overlaps with information privacy,
specially with the aspect of confidentiality. That is, the authorized access or
disclosure of information, which comprises notions of secrecy, access-control,
sharing, protection of information. The concept of privacy is socially con-
structed; privacy rights are perceived differently in countries and cultures, and
systematized differently in the law. Therefore, when it comes to individuals’
information, information security is one of the means to achieve information
privacy. For example, individuals expect that their emails should not be read
by others than the recipients, that is a privacy claim. Encryption is the security
technology used as a mean to achieve such privacy goal.

For the sake of brevity, in this thesis, the terms “information security” and
“information privacy” are often called simply by security and privacy. We also
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avoid the use of acronyms “IS” and “IP” since they can be confused with other
terms (e.g., Information Systems and Internet Protocol).

2.2 Health Informatics
Health Informatics (HI) is “the interdisciplinary study of the design, development,
adoption and application of IT-based innovations in healthcare services delivery,
management and planning” [29]. In this thesis, we mainly deal with HI applied
to public health (i.e., Public Health Informatics (PHI)) and clinical medicine
(i.e., Medical Informatics (MI)). Nonetheless, HI solutions can spread through
a broad range of other fields, e.g., nursing, dentistry, pharmacy, biomedical
research.

Lately, the term eHealth (electronic process in health) has been increas-
ingly used to refer to health informatics using the Internet and related tech-
nologies [42, 40]. In this thesis, we are particularly interested in the following
eHealth sub-categories: Electronic Health Records (EHR), Personal Health
Records (PHR), and mobile health (mHealth). Each of them is defined and
briefly discussed below.

2.2.1 Electronic Health Record (EHR)

EHR is probably the most widespreaded eHealth technology. According to
the Healthcare Information and Management Systems Society (HIMSS):

“The Electronic Health Record (EHR) is a longitudinal electronic
record of patient health information generated by one or more en-
counters in any care delivery setting. Included in this information
are patient demographics, progress notes, problems, medications,
vital signs, past medical history, immunizations, laboratory data
and radiology reports. The EHR automates and streamlines the
clinician’s workflow. The EHR has the ability to generate a com-
plete record of a clinical patient encounter – as well as supporting
other care-related activities directly or indirectly via interface –
including evidence-based decision support, quality management,
and outcomes reporting.” [28].

EHRs are made for primary use, i.e.,meaningful use for patient’s treatment,
with an implied trusted domain and confidentiality among medical staff. EHR
are also increasingly being used for secondary purposes, such as release of data
for governmental health programs and research [20].

2.2.2 Personal Health Record (PHR)

Personal Health Records (PHR) is not as widespread as EHRs. A PHR is a
user-centered application that allows individuals to manage their own health
information and to share it with other people and/or healthcare providers
[54]. PHR can be helpful for maintaining health (fitness and wellness reasons)
as well as a tool to help with illness (treatment of patients). Examples of
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commercial PHR are HealthVault1 and PatientsLikeMe2. Such systems can be
also integrated to other eHealth systems but specially mHealth applications.
For instance, heart/glucose monitoring devices and mobile applications (e.g.,
run/walk trackers, calorie counters).

2.2.3 Mobile Health (mHealth)

Mobile health (mHealth) technology can be defined as the integration of
mobile computing, medical sensors, and portable devices to ensure healthcare
[31]. The Global Observatory for eHealth (GOe) defined mHealth as:

“[...] medical and public health practice supported by mobile de-
vices, such as mobile phones, patient monitoring devices, personal
digital assistants (PDAs), and other wireless devices.” [56].

mHealth technology is promising in both developed and developing countries.
In the developed world mHealth takes advantage of more sophisticated set-
tings, enabling remote monitoring of chronic patients at the comfort of their
homes (elderly health and home care) [56]. In developing countries mHealth
takes advantage of the flourishing mobile market. Many initiatives use mo-
bile’s SMS systems for health campaigns (raising health awareness), treatment
adherence, and reminders regarding medication intake [12, 56]. Also, mHealth
systems are often used to support frontline health workers, including com-
munity health workers (CHWs), nurses and midwifes, in the promotion of
primary healthcare [12, 39, 50].

Finally, it is worth noting that E/PHRs and mHealth can be put together,
composing fairly complex systems. For instance, a hospital could have an EHR
system used by all the medical staff inside its premises. At the same time, many
patients already use PHRs to manage and track their own health. Such system
could be integrated or have import/export mechanisms for data sharing. Or
even, the EHR platform can also be equipped with a patient interface (e.g., a
web portal) that allows: access information entered by their physicians; make
inputs and rectifications; follow-up of their stages of treatment or see who
else has access to their data. Moreover, patient’s data coming from mHealth
systems can be also shared with E/PHRs. Hospitals can take advantage of
homecare systems to remotely monitor patients with chronic conditions (e.g.,
cardiovascular diseases, asthma, diabetes, cancer, HIV/AIDS). In such case, the
patient carries a number of mHealth devices (e.g., mobile phone and sensors)
that allow real-time monitoring of their vital signs. Individuals (i.e., patients or
app users) may also upload data from their mHealth devices to their E/PHRs.

2.3 Security & Privacy for Healthcare
The respect of privacy is sine qua non to healthcare. Its importance, as men-
tioned in [13], has been already manifested ages ago in one of the most widely
known of Greek medical texts, the Hippocratic Oath:

1Microsoft HealthVault (www.healthvault.com)
2PatientsLikeMe (www.patientslikeme.com)
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“What I may see or hear in the course of the treatment or even
outside of the treatment in regard to the life of men, which on
no account one must spread abroad, I will keep to myself, hold-
ing such things shameful to be spoken about.” – excerpt from
Hippocratic Oath [19].

High quality healthcare requires individuals to share their personal health
information with healthcare professionals [13]. Furthermore, information
should be complete and accurate. If patients cannot trust that their informa-
tion will be kept secure, they will be reluctant to share it (or even to use the
service). If health professionals cannot trust the organization to keep records
secure they will not put complete information. In both cases this leads to infe-
rior healthcare. It is therefore paramount that privacy and security concerns
are addressed during the design and development of any health information
system.

This section introduces the security and privacy technologies related to
the thesis. For the sake of clarity, this part of the background is organized in
four macro topics: (1) general concerns on security and privacy; (2) security
mechanisms; (3) Privacy Impact Assessment (PIA); (4) data obfuscation and
anonymisation. That is, moving from the general to the specific concepts.

2.3.1 General Issues of mHealth Security & Privacy

Essentially, mHealth inherits problems from mobile computing and wireless
networks. The communication channels are more vulnerable due to their
wireless characteristics (e.g., network eavesdropping and spoofing) and mobile
devices have more constrained amount of processing power and memory (i.e.,
need for lightweight cryptography). Devices can be shared among users, and
they are more vulnerable to theft, loss and damage, which may result in data
breaches, data loss, and privacy infringements.

Regarding general issues linked to mHealth security and privacy, some in-
teresting publications can be discussed. From a more technical perspective, in
[38] the authors proposed a number of security and privacy recommendations
for mHealth developers. These recommendations were made based on a pre-
liminary survey of 169 papers, resulting in the nine general recommendations
listed below:

• Access control – Use of patient-centered access control mechanisms (e.g.,
role-based access control), in which users should be able to allow or deny
access to their information at any moment.

• Authentication – Users should be able to authenticate with a unique
ID and password (or multi-factor authentication). Passwords should be
kept in secrecy and should reach appropriate levels of security.

• Security and confidentiality – Use of encryption mechanisms (e.g., AES)
with proper parameter configurations (i.e., key size).

• Integrity – Use of message authentication codes and digital signatures.
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• Inform patients – Present privacy policy to users before collection of
data that informs about the user rights and specifies the purposes of data
collection and processing.

• Data transfer – Use secure communication channels (e.g., TLS, VPNs)
while transferring data among entities. Notify user about data transfers.

• Data retention – Inform users about retention policy. The data should
be kept only for the necessary time to accomplish the initial purpose.
User should be able to check when data is deleted.

• Body Area Network communication – Use security mechanisms for
authentication and key distribution among sensors and smart-phones;
establish secure communication channels among devices.

• Breach notification – In case of data breaches, the competent authorities
and users should be notified. Entities should help users in order to
relieve the consequences and restore possible damages.

Overall, the recommendations help developers to have a glimpse about
privacy and security issues in mHealth. However, they are incomplete if
compared to existing legislations on privacy and data protection, and thus,
have limited practical use. In the case of European Union (EU), the General
Data Protection Regulation (GDPR) [22] is the upcoming regulation for per-
sonal data privacy and protection, replacing the EU Data Protection Directive
95/46/EC [1].

Many countries (i.e., separate legal jurisdictions) however do not have
specific legislation for data privacy [26]. This does not imply a legal void in
the area, but privacy rights might stem from the constitution or consumer
rights; and in the case of healthcare, from medical codes of conduct, and so
on. Thus, from the legal perspective, some publications help to bridge this
gap between privacy and mHealth technologies. For example, [30] presents a
list of five guiding principles for mobile privacy in the context of developing
countries (that map to principles of the GDPR):

Principle 1 Address Surveillance Risks – Projects should take steps to ensure
that user data is secure from third party surveillance, e.g., user discrimi-
natory profiling can be made by mobile operators and government.

Principle 2 Limit Data Collection and Use – Projects should limit data col-
lection to what is absolutely necessary for the project’s goal, e.g., by
employing access control, data retention policy, and not collect unnec-
essary data.

Principle 3 Promote and Facilitate Transparency – Projects should be trans-
parent about what data is collected, how it is shared, and how it might
be used in the future, e.g., user notifications, data transfer policies, audit
trails of others that also have access to the data.
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Principle 4 Incorporate User Feedback – Projects should give users the ability
to access, amend, and/or delete their data, e.g., create user interfaces,
create communication channels to receive feedback from users.

Principle 5 Assume Responsibility – Projects should assume accountabil-
ity for potential risks and harms incurred via their projects and plat-
forms, e.g., perform risk assessment, plan incident response, notify data
breaches.

The content of the recommendations [38] and the guiding principles [30]
offer a good starting point for developers and project leaders. However, in
practice, security and privacy analysis should be done case-by-case, given the
complexity, multiplicity of actors, jurisdictions, and highly culture-specific
dimensions of privacy [41].

2.3.2 Security Mechanisms for mHealth

Here we review some fundamental cryptographic mechanisms and protocols
used in the research, specifically for MDCSs. In brief, a Key Management
Mechanism (KMM) is used to provide Authentication and Key Exchange
(AKE) between parties (user’s mobile and application server). Authentication
protocols and key derivation schemes for MDCSs usually rely on symmet-
ric cryptography, using password authentication. These protocols should also
give support for online and offline user authentication. Other mechanisms
should cope with confidentiality of stored and in-transit data, by means of en-
cryption schemes for secure storage and transmission. As a result, the security
background herein presented forms the building blocks of our solutions.

Authentication and Key Derivation

Authentication of users remains a challenging and crucial element in modern
computer security. Even though authentication mechanisms can be based
on a combination of factors – i.e., biometrics (“what the user is”), security
tokens (“what the user has”), or passwords (“what the user knows”) – the most
widespread strategy still lies in secret passwords [44]. This happens because
password-based authentication is the most well-known, simple, cost effective
and efficient method of maintaining a shared secret between a human being
and a computer system. Furthermore, the advantages of using passwords tend
to out shadow the disadvantages, i.e., problems of choosing strong but easy-to-
remember passwords. Thus, it is likely that we will see passwords being used
for quite some time into the future [47]; by itself or as part of multi-factor
authentication schemes.

Password-based systems normally employ Key Derivation Functions (KDFs),
cryptographic algorithms that allow the generation of a pseudo-random string
of bits from the password itself [48, sec. 2.4]. Typically, the output of a KDF
is employed in one of two manners: it can be locally stored in the form of
a token for future verifications of the password or it can be used as the secret
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key for data encryption and/or authentication. Whichever the case, such solu-
tions internally employ a one-way function (e.g., hash), so that recovering the
password from the KDF’s output turns out to be computationally infeasible
[17]. Nonetheless, attackers can still use dictionary attacks [48, sec. 8.1] and
test many different passwords combinations until a match is found (i.e., brute
force). KDFs usually rely on two basic strategies for preventing such brute-
force attacks. The first is to purposely raise the cost of every password guess
in terms of computational resources, such as: processing time and/or memory
usage. The second is to take as input not only the user-memorisable password,
but also a sequence of random bits known as salt 3 [48, sec. 3.2]. The presence
of such random variable thwarts several attacks based on pre-built tables of
common passwords, i.e., forces the attacker to create a new table from the
scratch for every different salt. The salt can, thus, be seen as an index into a
large set of possible keys derived from the password, that does not have to be
memorized by users or kept in secret.

Password-based Remote Authentication and Key Exchange

In principle, KDFs could be used for data delivery: if the local and remote
systems share the same password, they could exchange data by revealing to
each other the salt employed for generating the key that protects such data.
However, since this would allow attackers to use the same salt in an offline
dictionary attack, KDFs are usually employed only for local data storage, es-
tablishing a secure channel between the human user and the local system.

Data delivery to remote locations usually employs Password Authenticated
Key Exchange (PAKE) protocols. Such schemes allow two or more parties
who share a password to authenticate each other and create a secure channel
to protect their communication (for example, [6, 4]). To be considered secure,
a PAKE solutions must ensure that an unauthorized party (that fully controls
the communication channel but does not know the password) is unable to
learn the resulting key and is, as much as possible, unable to guess the password
using offline brute force attacks.

The Secure Remote Password (SRP) project group [45] describes the fol-
lowing attacker model for PAKE protocols:

(a) attackers have complete knowledge of the protocol;
(b) attackers have access to a large dictionary of commonly used passwords;
(c) attackers can eavesdrop on all communications between client and server;
(d) attackers can intercept, modify, and forge arbitrary messages between

client and server; and,
(e) a mutually trusted third party is not available.

Looking briefly into the history of PAKE protocols, the Encrypted Key
Exchange (EKE) [6] was probably the first successful proposal. Although sev-
eral of the published methods were flawed, the surviving and enhanced forms

3Salt is a random string that is concatenated with a password ( s al t | |pas swor d ), added to the
input before being passed as argument to the one-way function.
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of EKE have effectively amplified the security of using passwords to estab-
lish shared keys for confidential communication and authentication. Other
provably-secure PAKE include the schemes described in [8] (which uses the
standard model4 ) and in [5] (which uses the random oracle model5 ). This
groups of EKE-inspired proposals are commonly referred as EKE family of
protocols.

Forward Secrecy Property

The security of computer systems rely on the condition that attackers can-
not gain access to an underlying secret [32]. In practice, however, achieving
this condition can be challenging. Most strategies used to minimize exposure
of the secret keys end-up raising costs and/or affect system’s usability (e.g.,
multi-factor authentication mechanisms). Therefore, we must assume that a
sufficiently motivated adversary may succeed in exposing the system’s secrets
(specially when using PAKE), and we should explicitly deal with such events
and elaborate strategies to minimize potential damages.

One approach, is to use (password-based) protocols that have the so-called
forward secrecy (also called perfect forward security) property [17]. For PAKE
schemes, this property can be translated as follows: if the long-term secret
information (e.g., the password) is revealed to an attacker, this information
cannot be used to obtain ephemeral keys (i.e., “session keys” derived from
the long-term secret) from past communications, effectively protecting all
information previously exchanged [53]. That is, if the parties participating in
the protocol share a long-term secret S and run the protocol r times before
S is compromised by an attacker, that attacker is unable to determine the set
of ephemeral keys K1, . . . ,Kr generated prior to this disclosure of S ; only the
subsequent keys Kr + i where (i > 0) generated using the same S can be
compromised by that attacker.

This concept is an integrating part of many modern security solutions,
including pseudo-random generators, digital signatures and public-key encryp-
tion [32]. It is usually employed for securing data channels for limited/temporal
interaction (i.e., keys expire and should change). Nonetheless, it is also possi-
ble to employ the forward secrecy concept for securing data storage, avoiding
the encryption of large quantities of data with a single secret key (e.g., as
done in OpenPGP’s [9] e-mail encryption [52]). Whichever the case, the
main drawback of applying forward secrecy is that such strategy incurs addi-
tional operations and, most likely, a more complex key management/evolving
scheme.

4Cryptographic systems are commonly based on complexity assumptions, such as the factor-
ization problem, that cannot be solved in polynomial time. This constructions that can be proven
secure using only mathematical complexity assumptions are said to be secure in the standard
model.

5A random oracle is a mathematical abstraction that “provides a bridge between cryptographic
theory and cryptographic practice” [5], typically used when the cryptographic hash functions in
the method cannot be proven to possess the mathematical properties required by the proof. A
system that is proven secure when every hash function is replaced by a random oracle is described
as being secure in the random oracle model, as opposed to secure in the standard model.
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Secure Data Storage

At the time that user and server agree on a common shared key (e.g., the
ephemeral keys aforementioned) by means of a PAKE protocol, this key can
be used to protect the data stored in the mobile phone. This secure storage
mechanism should encrypt all the sensitive information that will reside in the
mobile storage (e.g., configuration files, user’s data) and the in-transit data that
is temporarily stored and sent to the server. Hence, encryption assures data
confidentiality letting only authorized parties to read data. This mechanism
shall use sufficiently lightweight encryption algorithms owing to the device’s
limited processing and memory capacity. However, as pointed out by [51],
encryption carries the risk of making data unavailable due to data transforma-
tion, or if anything goes wrong with the key management process. In other
words, developers should be aware that the key management adds complexity
since at least on the server-side its necessary to store partial values to rebuild
users’ keys in order to decrypt and to consolidate received data.

2.3.3 Privacy Impact Assessment (PIA)

Privacy is not only personal data protection, as already mentioned, it has a
broader dimension and is more complex than security. For someone to un-
derstand privacy, it is crucial to comprehend its technical aspects (e.g., user
profiles, data flows, data holders), its security implications, and also consider
particular and cultural elements around privacy to a given context. Privacy
Impact Assessment (PIA) is a pragmatic manner to make such analysis. This
method was encouraged or made mandatory by various legal frameworks for
privacy and data protection in different regions (e.g., New Zealand, Canada,
Australia, Hong Kong, European Union) [10]. While there is no internation-
ally accepted definition for PIA, we consider the following two definitions:

[PIA is] “a process whereby the potential impacts and implica-
tions of proposals that involve potential privacy-invasiveness are
surfaced and examined.” [10].

Or a more detailed construction:

“a privacy impact assessment as a methodology for assessing the
impacts on privacy of a project, policy, programme, service, prod-
uct or other initiative and, in consultation with stakeholders, for
taking remedial actions as necessary in order to avoid or minimise
negative impacts. A PIA is more than a tool: it is a process which
should begin at the earliest possible stages, when there are still
opportunities to influence the outcome of a project. It is a pro-
cess that should continue until and even after the project has been
deployed.” [59].

PIAs can be tailored to a specific technology and application. For instance,
RFID PIA Framework [21] which was developed by industry players and
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endorsed by the Article 29 Working Party6 [59]. Such approach creates a
PIA template that is pertinent for a specific industry sector. A PIA template
establishes a four-stage process [21]: (1) a full description of the application
and scenario; (2) identification of privacy threats; (3) a proposal of technical
and organizational mitigating measures; and, (4) document the resolution
(results of the analysis) regarding the application. In the same way, mHealth
developers could benefit from PIA templates.

2.3.4 Data Anonymisation and Obfuscation

High quality healthcare requires sharing data [13]. Access control is one of the
straightforward strategies to enforce confidentiality of patient’s information
in health systems. However, we believe that besides the typical binary decision
of revealing or not a data value, access control can be further improved with
data obfuscation, i.e., to lower individual data item accuracy in a systematic,
controlled, and statistically rigorous way [3] to guarantee patient’s privacy
while retaining its usefulness. For instance, instead of revealing the patient’s
age one can reveal a range of values. Or even, replace the of medical condition
or disease by a more general term (e.g., “Human Immunodeficiency Virus
(HIV) infection” replaced by “Infectious Disease”).

Besides, individuals’ health information are also important to create rich
statistical databases for researchers and to support public health programs. In
such cases, data anonymisation should be employed, i.e., to protect privacy by
making a number of data transformations so that individuals whom the data
describe remain anonymous. The anonymisation process can have variable
degrees of robustness [58], depending on how likely is to: 1) single out an
individual in the dataset; 2) link records concerning the same individual; or,
3) infer the value of one attribute based on other values. In essence, all these
circumstances should be avoided, resulting in an anonymised dataset. There-
fore, anonymised data is not considered personal data, so that, data privacy
laws would no longer apply.

3 Research Question
This thesis addresses the following research question.

How to design secure and privacy-preserving systems for mobile health data
collection and processing?

By design we mean the whole system design process of analysis, specifi-
cation, modeling, implementation, test, deployment and evaluation of a
solution. Mobile systems bring various challenges associated to limited

6The Article 29 Data Protection Working Party was set up under the Directive 95/46/EC of
the European Parliament and of the Council of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on the free movement of such data. It has ad-
visory status and acts independently. (http://ec.europa.eu/justice/data-protection/
article-29/index_en.htm)
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computing capacities, vulnerabilities of wireless communication chan-
nels, and human-computer interaction. In the case of mHealth technolo-
gies, the concern with privacy and data security becomes paramount,
due to the sensitivity of health information. Although there is no one-
size-fits-all solution, this thesis helps to close the security and privacy
gap in mHealth solutions for health surveys and surveillance, also know
as Mobile Data Collection Systems (MDCS). Altogether, the papers
herein presented compose a series of small steps towards answering this
research question.

4 Research Method
This research can be categorized as applied science: a discipline of science
that applies existing scientific knowledge to develop more (knowledge and)
practical applications, such as technology and inventions. Technology is of
course supported by scientific knowledge, but also “other organized knowledge
to practical tasks by social systems involving people and machines” [15]. For this
reason, the engineering Design Method [16, sec. 1.3.2] (or Design Science [43])
was adopted as predominant research strategy, as an alternative approach to the
Scientific Method [15]. In short, the Design Method comprises eight main steps,
that cyclically iterate from one to another every time assumptions should be
redefined.

The Design Method starts with the problem definition, basically ques-
tioning: [Who] need(s) [what] because [why]?. What is the problem? Who has
the problem? Why is it important to solve? So, rather than scientific curiosity,
the design is actually driven by needs of society [16].

The second step is the background research, i.e., the state-of-the-art that
includes scientific knowledge, but it also includes devices, components, mar-
ket and economic conditions [16]. These steps correspond to the problem
characterization and observations in the scientific method.

After understanding the problem and existing solutions, the third step is to
specify requirements, i.e., the characteristics that your solution should meet.
Requirements specification is based on what is known from other existing
solutions, as well as by consulting users that need it. Again, this step would
correspond to the formulation of a hypothesis, or proposing an explanation.

The fourth step is to propose a solution. Researchers should brainstorm
solutions within their group and choose the one that better satisfies the project
goals, meeting all (or most) requirements. The fifth step, the solution is then
further detailed and modeled, by means of modeling languages, drawings,
and so forth. This need of a model is important to predict the behavior of
the solution before prototyping [16]. Similarly, the scientific method needs to
define the experiment and its procedures.

Once researchers have a clear idea of what to do, they start the sixth step,
to build a prototype. In the scientific method this is the test of the hypoth-
esis by experimentation. The seventh step is the test and redesign of the
prototype by multiple iterations. Similar to the evaluation and improvement
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steps in the scientific method. And at last, in both methods, researchers should
communicate results, through technical reports, publications and documen-
tation.

The Design Method was applied throughout the research with varying
levels of completeness, as described below:

Paper I is a survey or review paper. A survey deals with the problem of iden-
tification, analysis and synthesis of the state-of-the-art in and specific
area. In this case, to understand the current situation of mHealth initia-
tives in Brazil. The research is relevant to mHealth developers, academy,
industry and government agencies that could benefit from mHealth so-
lutions in similar settings. By carrying out the survey we initiated the
background research process, which resulted in a well-structured re-
view of the state-of-the-art. The results were communicated by means
of a scientific publication. (The remaining steps of the Design Method
are not required for survey papers.)

Paper II describes a security framework for MDCS, named SecourHealth.
The initial problem referred to the design of a security framework for a
MDCS that was to be implemented in the city of São Paulo (Brazil). Rel-
evant publications were found during our ad hoc background research,
from which solutions could be however improved and/or adapted to
our settings. A new solution was proposed, modeled, prototyped and
tested in order to demonstrate its feasibility. The results were commu-
nicated by means of a scientific publication.

Paper III describes a georeferenced and secure MDCS, named GeoHealth.
The problem refers to the design of a MDCS that could support pub-
lic primary healthcare in the city of São Paulo. A specific background
research reveled that existing solution could not meet all desired require-
ments (e.g., health data quality, security, georeferencing). A new MDCS
was therefore proposed, modeled, prototyped and tested in order to
demonstrate its feasibility. The results were communicated by means
of a scientific publication.

Paper IV outlines a preliminary PIA template for MDCS. The problem con-
sists in the creation of a tool, that mHealth developers can use to ob-
jectively assess privacy in their projects. The background research re-
vealed a great legal and technological gap between privacy and mHealth
systems in general. A PIA template for MDCS was therefore proposed,
but it should be further developed. Partial results were communicated
by means of a scientific publication.

Paper V outlines a preliminary ontology-based data sharing system (O-DSS)
for medical information. The problem refers to a solution to trans-
fer and share individuals’ health information in a privacy-preserving
manner, by exploiting ontology-based obfuscation and anonymisation
functions. The specific background research shows that although there
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exist viable solutions to be used, they should be linked to realistic use
cases and adapted accordingly. An O-DSS was therefore proposed and
exemplified with use cases, yet it should be still further developed. Par-
tial results were communicated by means of a scientific publication.

5 Contributions
Overall, this licentiate thesis contributes to the body of knowledge of security
and privacy for mHealth systems. It specifically deals with MDCS, helping
developers to understand security and privacy issues and to choose appropriate
safeguards. The research also corroborates the notion that security and privacy
should be seen as processes, accompanying the whole design life-cycle.

This general contribution is reflected in various partial contributions made
in Papers I–V, listed as follows.

1. Analysis of Mobile Health Systems forDeveloping Countries.We provide an
in-depth analysis about mHealth initiatives in Brazil (Paper I). It helps
researchers to understand current front-runners, target users, types of
health applications, adopted devices, and security problems in existing
proposals. And also helps us to reflect about the importance of mHealth
solutions in primary care settings, potential nation-wide projects, busi-
ness opportunities and potential research areas. In particular, the secu-
rity gap for mHealth, since many solutions (in Paper I) have shown
little or no concern about protecting collected and processed data.

2. Security Framework for MDCSs. We propose SecourHealth, a lightweight
security framework designed specifically for MDCSs (Paper II). It pro-
vides many security services for both stored and in-transit data, coping
with scenario constraints such as network delays, lack of connectivity,
device sharing, and security-usability trade-offs. Developers of MDCSs
can use the framework, and have it integrated into their solutions or
used in the design of more secure applications from the start. We also
describe how we integrated SecourHealth into the GeoHealth solution
(Paper III), and we present performance benchmarks, showing that it
is possible to provide strong security for the data while introducing
minimal overhead to the collection process.

3. Design and Deployment of MDCS for Primary Care. We propose Geo-
Health (Paper III), a secure, low-cost and high-impact MDCS for pri-
mary care. In this research, we share our experience regarding the de-
sign and deployment of MDCSs, providing evidence for healthcare man-
agers that MDCSs can significantly improve the efficiency and quality
of the whole process of health surveys and surveillance. Furthermore,
GeoHealth stands out from other MDCSs for having strong security
features implemented, which were crucial for its large-scale deployment.

4. Privacy Impact Assessment for MDCSs. We provide an analysis about pri-
vacy and data protection issues in the context of mHealth system. Also,
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we preliminary propose a PIA Template for MDCSs (Paper IV) that can
be used by developers and project leaders to properly address privacy in
their projects.

5. Obfuscation and Anonymisation of Medical Data. We discuss how re-
search areas of security, privacy and ontologies can cooperate to cre-
ate ontology-based obfuscation and anonymisation functions (Paper V).
Based on existing solutions, we propose a Ontology-based Data Sharing
System (O-DSS) that makes use of such functions.

6 Related Work
This section describes the related work of thesis. The main existing solutions
are briefly presented and (when necessary) compared with the ones proposed
in Section 7.

6.1 Mobile Health for Developing Countries
General reports about eHealth and mHealth initiatives in low- and middle-
income countries were published by different institutions, e.g., from the United
Nations Foundation [12], Earth Institute [39], and World Health Organiza-
tion [56]. Also, country-specific analyses have been performed, as are the cases
of India [23] and China [33]. Even though these publications provide an over-
all perspective about the topic, there was no comprehensive analysis about the
Brazilian scenario. Hence, Paper I presents a survey and in-depth analysis of
mHealth solutions and initiatives in Brazil, and also, contributing to spread
knowledge that was originally published only in Brazilian Portuguese.

6.2 Security for MDCSs
Although much has been published about mHealth security, there are not
many papers that address MDCSs specifically. The most prominent contribu-
tions were made by a group of researchers at Bergen University [25, 24, 34, 35].
In this series of works, the authors proposed a security framework for MDCS
that covers: user and server authentication, secure data storage and communi-
cation. Their solution was integrated in open-source MDCS projects, such as
openXdata7 and Open Data Kit (ODK)8. However, the differences between
their proposal and the SecourHealth framework (Paper II), are: (a) forward
secrecy is added to stored data, and (b) the key management for mutual au-
thentication and data exchange is simpler.

6.3 Design and Deployment of MDCSs
In Brazil, the Primary Care Information System (SIAB) receives primary
health care data from all regions of the country, creating a rich database for

7http://www.openxdata.org/
8https://opendatakit.org/
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health-related action planning. Agents on the field are responsible for visiting
families and collecting data (using paper forms), all data is then digitized in the
health units, in which they keep a local database but also export the data to
SIAB (data consolidation at national level). The MDCS improves the quality
and efficiency of entire process. Some existing MDCSs include commercial
applications such as Easy SIAB [46] and research projects such as Borboleta
[14, 18]. However, the interest of such solutions consist almost solely on their
ability to replace paper-based forms with digital ones, leading to the following
limitations: (1) they lack support for remote data communication, obliging
users to synchronize the collected data only when inside the health units;
(2) they do not provide strong security mechanisms for protecting the data
stored in the device; and (3) they have no feature for dealing with families
having no formal address. These are probably among the reasons why, to
the best of our knowledge, they have never been broadly adopted in practice.
The proposed MDCS (GeoHealth, Paper III) copes with these limitations, by
providing: support for offline and online data collection; protection of data
in-transit and at rest; georeferenced data (i.e., GPS for geolocation of families).
Also, GeoHealth was deployed on a large scale (total of 28,324 families/96,061
people), proving to be a feasible and low-cost solution (approx. monthly cost
of USD 0.04 per inhabitant).

6.4 PIA Template for MDCSs
MDCSs that are inherently privacy-invasive, i.e., surveillance of whole com-
munities. If individuals do not trust the system they will not use it. Privacy
incidents in relation to health data can have severe implications for both, data
subjects (e.g., discrimination) and health professional (e.g., prosecution and
dismissal). If institutions fail to address privacy issues they may face lawsuits,
fines, embarrassment and damage to reputation. Thus, we came to realize that
instead of running a single privacy assessment for a single MDCS (e.g., Geo-
Health, Paper III), it would be more valuable to start building a PIA template
for MDCSs (Paper IV), from which different developers and project leaders
could benefit.

Besides the general PIA literature (e.g., [10, 59]), the RFID PIA Frame-
work [21] served as example for our PIA template for MDCSs. Other impor-
tant references are the report on “patient privacy in a mobile world” [41] and
publications on security and privacy for MDCSs (e.g., [24, 11]) that support
our threat analysis and proposal of countermeasures.

6.5 Obfuscation and Anonymisation of Health Data
This thesis also investigates how to use ontologies for handling textual data
values (e.g., diseases,medical procedures, drugs) to decrease semantic loss along
the obfuscation and anonymisation process. Ontology-based obfuscation and
anonymisation can be used in broad range of systems. The research scope (in
Paper V) is however limited to eHealth technologies; and relevant to MDCSs
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for data anonymisation, when health data is used for secondary purposes (e.g.,
statistics and research).

This part of the research was inspired by ontology-based proposals for
anonymisation of EHRs [36, 37], and data obfuscation based on users context
[57]. In addition, we exemplified how to use obfuscation functions in the Peer
Manager9 [27] by defining them as obligations in the privacy policy. This
mechanism could be implemented in health systems (e.g., EHR/PHR) using
real medical ontologies (e.g., SNOMED-CT10 ).

7 Summary of Appended Papers
Paper I – Mobile Health in Emerging Countries: A Survey of Research
Initiatives in Brazil

Mobile health (mHealth) consists basically in the application of mobile devices
and communication capabilities for expanding the coverage and improving the
effectiveness of health care programs. This technology is particularly promis-
ing for developing countries, in which health authorities can take advantage
of the flourishing mobile technology market to bring adequate health care to
unserved or underserved communities. Specifically, mHealth can effectively
improve basic care and help combating endemic diseases not so often encoun-
tered in developed countries. This huge potential has lead to intensive research
efforts not only in emerging countries and also around the world, creating a
number of innovative solutions. In this paper we provide a comprehensive sur-
vey of mHealth research initiatives developed specifically for tackling health
challenges in Brazil, an emerging country with a flourishing mobile market.
This study identifies the main providers of solution, the areas of deployment,
the health conditions that are focus of attention, the types of devices used, the
target users, the (lack of) attention to data security issues, among others. Our
goal is to discuss gaps, opportunities and tendencies observed in the country,
giving some insight on the challenges faced by the mHealth technology in
similar scenarios.

Paper II – SecourHealth: A Delay-Tolerant Security Framework for Mo-
bile Health Data Collection

Security is one of the most imperative requirements for the success of systems
that deal with highly sensitive data, such as medical information. However,
many existing mobile health solutions focused on collecting patients’ data
at their homes that do not include security among their main requirements.
Aiming to tackle this issue, this paper presents SecourHealth, a lightweight

9The Peer Manager works as an user-centered identity management platform that keeps user’s
information private. This framework was built upon the privacy policy language PPL (PrimeLife
Policy Language), with which every user can control his personal information by imposing access
and usage control restrictions. The Peer Manager is part of the SmartSociety research project
(http://smart-society-project.eu/).

10Systematized Nomenclature of Medicine - Clinical Terms (SNOMED-CT).
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security framework focused on highly sensitive data collection applications.
SecourHealth provides many security services for both stored and in-transit
data, displaying interesting features such as tolerance to lack of connectivity
(a common issue when promoting health in remote locations) and the ability
to protect data even if the device is lost/stolen or shared by different data
collection agents. Together with the system’s description and analysis, we also
show how SecourHealth can be integrated into a real data collection solution
currently deployed in the city of Sao Paulo, Brazil.

Paper III – Georeferenced and Secure Mobile Health System for Large
Scale Data Collection in Primary Care

The Primary Care Information System (SIAB) concentrates basic health care
information from all regions of Brazil, providing a rich database for health-
related action planning. This data is collected by Family Health Teams (FHTs)
in periodical visits to enrolled families in targeted areas. The fact that this pro-
cedure relies on paper forms, however, degrades the quality of the information
provided to health care authorities and slows down the process of decision
making. Aiming to overcome such issues, this article describes GeoHealth, a
data gathering application that allows FHTs to use a 3G- and GPS-enabled
smartphone for collecting the families’ data. Besides quick data validation and
delivery, GeoHealth provides strong security features and allows more data to
be collected (e.g., the precise location of families having no formal address and
extra fields not present in standardized paper forms). We discuss the system’s
deployment at 6 primary care units in the city of Sao Paulo, where a total
of 33.675 families are regularly surveyed. The results obtained show that the
process is a low-cost and interesting approach for primary care data collection
and analysis.

Paper IV – Towards a Privacy Impact Assessment Template for Mobile
Health Data Collection Systems

Mobile Health (mHealth) refers to the use of mobile devices to support health
care. Such technologies emerged, especially in developing countries, taking ad-
vantage of the flourishing mobile market. Many of them, however, do not
properly address the privacy and data protection issues inherent to medical
applications. For this reason, aiming to facilitate the developers’ work on im-
plementing privacy, this paper motivates and preliminary proposes a Privacy
Impact Assessment (PIA) template for Mobile Health Data Collection System
(MDCS). PIA templates work as a guiding tool, allowing developers to: (a)
understand important privacy principles, (b) identify the privacy threats in
their MDCS, and (c) properly mitigate the privacy threats with proper use of
technical and administrative controls. Ultimately, this research also intends
to foster the development of relevant privacy frameworks for mHealth in
general.
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Paper V – Ontology-based Obfuscation and Anonymisation for Privacy:
A Case Study on Healthcare

Healthcare Information Systems typically fall into the group of systems in
which the need of data sharing conflicts with the privacy. A myriad of these
systems have to, however, constantly communicate among each other. One
of the ways to address the dilemma between data sharing and privacy is to
use data obfuscation by lowering data accuracy to guarantee patient’s privacy
while retaining its usefulness. Even though many obfuscation methods are
able to handle numerical values, the obfuscation of non-numerical values (e.g.,
textual information) is not as trivial, yet extremely important to preserve data
utility along the process. In this paper, we preliminary investigate how to
exploit ontologies to create obfuscation mechanism for releasing personal and
electronic health records (PHR and EHR) to selected audiences with differ-
ent degrees of obfuscation. Data minimisation and access control should be
supported to enforce different actors, e.g., doctors, nurses and managers, will
get access to no more information than needed for their tasks. Besides that,
ontology-based obfuscation can also be used for the particular case of data
anonymisation. In such case, the obfuscation has to comply with a specific
criteria to provide anonymity, so that the data set could be safely released.
This research contributes to: state the problems in the area; review related
privacy and data protection legal requirements; discuss ontology-based obfus-
cation and anonymisation methods; and define relevant healthcare use cases.
As a result, we present the early concept of our Ontology-based Data Sharing
Service (O-DSS) that enforces patient’s privacy by means of obfuscation and
anonymisation functions.

8 Conclusions and Future Work
Health Informatics advance just as far as the individuals’ trust in it. Various
applications have been created with the hope to further develop healthcare as
medical or public health practice. Social development, however, is only real
if in consonance with fundamental human rights. Above all, is the right to
freedom. Privacy, in turn, has precedence in the right to freedom of opinion
and expression, which includes freedom to hold opinions without interference
[2]. Without respecting such conditions, new technologies in HI – and other
fields – will not achieve their full potential, and may instead be harmful to its
users.

In this thesis we deal with the concepts of security and privacy as fun-
damental principles to achieve high quality healthcare. The research has spe-
cial focus on mHealth technologies, that have been particularly successful
in developing countries. We started with a comprehensive literature review
about mHealth initiatives in Brazil (Paper I). Among the various categories of
mHealth applications, the class of MDCSs attracted most attention, since such
systems handle large amounts of data, for surveillance of whole communities.
This, along with the vexing lack of security in existing solutions, provoked us
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to continue research in the topic.
In this way, we conducted three additional investigations, aiming (1) to

design a security framework forMDCSs (SecourHealth, Paper II); (2) to design
MDCS (GeoHealth, Paper III) and share our deployment experience in the
city of São Paulo; (3) to propose a PIA template for MDCSs (Paper IV).

As a result, we learned valuable lessons regarding the design and utilization
of MDCSs, especially about its users. Community Health Workers (CHWs)
play a crucial role in the deliver of basic health and medical care worldwide
[50]. They are the first and often the only link between the community and
the health system. It is crucial to understand how CHWs make use of mHealth
technologies in their work environment in order to design systems that fit their
needs. MDCSs should be primarily made for empowering them.

Besides, specially regarding security and privacy, it is important to raise
awareness among stakeholders, including the CHWs, project managers, de-
velopers, nurses, doctors, and other users. Privacy by design and by default,
well-known in the literature and data protection laws, should be put in prac-
tice. Health professionals should be conscious that privacy and data protection
is a part of their job; and, that its non-observance leads to inferior or inadmis-
sible level of healthcare. In this regard, this thesis presents our implementation
experience on secure and privacy-preserving MDCSs.

The privacy aspects of MDCSs should be nevertheless further investigated.
Therefore, for future work, we plan to continue the research already intro-
duced in Papers IV and V. Respectively, the completion of the PIA template
for MDCSs and additional investigations on medical data obfuscation and
anonymisation. Thus, heading towards the design of relevant security and
privacy frameworks for MDCS, as well as for mHealth systems in general.
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