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Abstract: Mobile Health (mHealth) refers to the use of mobile devices to 

support health care. Such technologies emerged, especially in developing 

countries, taking advantage of the flourishing mobile market. Many of them, 

however, do not properly address the privacy and data protection issues 

inherent to medical applications. For this reason, aiming to facilitate the 

developers’ work on implementing privacy, this paper motivates and 

preliminary proposes a Privacy Impact Assessment (PIA) template for Mobile 

Health Data Collection System (MDCS). PIA templates work as a guiding tool, 

allowing developers to: (a) understand important privacy principles, (b) identify 

the privacy threats in their MDCS, and (c) properly mitigate the privacy threats 

with proper use of technical and administrative controls. Ultimately, this 

research also intends to foster the development of relevant privacy frameworks 

for mHealth in general. 

Introduction 

The concept of mobile health care (mHealth) refers to the medical and public 

health practice supported by mobile devices, such as mobile phones, patient 

monitoring devices, personal digital assistants (PDAs), and other wireless 

devices [1]. The deployment of mHealth solutions is particularly promising in 

emerging countries, in which health authorities can take advantage of the 

flourishing mobile market to bring adequate health care to unserved or 

underserved communities [2]. Indeed, specialized applications for health 

surveys and surveillance play a crucial role in such regions, providing a rich 

repository for decision making on the field of public health [1][2][3]. However, 

many of the mHealth initiatives are growing in a hopeful atmosphere, but 

without much concern about the privacy implications [4].  
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The whole group of Mobile for Development (M4D) applications can indeed 

enable significant development in developing countries. Development, in turn, 

is only real if in consonance with fundamental human rights; and here we are 

particularly looking into privacy. Privacy as a human right has precedent in the 

right to freedom of opinion and expression, which includes freedom to hold 

opinions without interference and to seek, receive and communicate 

information and ideas through any media and regardless of frontiers [5]. 

This study has particular focus on privacy for Mobile Health care Data 

Collection Systems (MDCS). Such systems are intrinsically mass surveillance 

tools, and its use, without the proper care, can easily lead to privacy 

infringements. Therefore, it is of utmost importance to raise privacy awareness 

among developers and health care managers that use MDCS, and also, assist 

them to properly implement privacy-preserving technologies. To do so, this 

paper presents a preliminary proposal of a Privacy Impact Assessment (PIA) 

template, a risk analysis tool that helps developers to: (a) understand privacy 

principles, (b) identify the related privacy threats and (c) find appropriate 

countermeasures. 

Mobile Health Data Collection Systems 

Data collection systems are normally used to gather primary health care 

information and to track existing diseases of a given community [1]. The 

collected data is stored and used by health managers and authorities to identify 

problems and to make decisions, thus driving the promotion of health 

initiatives. Paper-based data collection systems are still common. The mobile 

phone can, however, substitute paper, and make data collection more efficient 

and less prone human errors (e.g., mistyping, poor handwriting, physical loss of 

forms/data).  By exploiting the mobile’s communication capabilities, data can 

be delivered in a faster and more reliable manner, speeding up the whole 

process of decision making. This category of mHealth application is usually 

called Mobile Health Data Collection System (MDCS). Figure 1 illustrates such 

system, showing a generic architecture in which paper forms are replaced by a 

custom application in a mobile device. 

Community Health care Workers (CHWs) are very often the key actors of such 

systems, acting as data collection agents. They are responsible for visiting 

families in their houses and for acquiring health-related information. During 

those visits, the agents fill out electronic forms containing several questions 

designed for this specific purpose and loaded into the mobile device. Partially 
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filled forms (i.e., forms lacking mandatory information) are temporarily stored 

in the device’s memory and, after consolidation, are delivered to the server (e.g., 

via 3G or Wi-fi). The server stores all received data in a database, which can 

then be accessed and analyzed by health managers (e.g., using a web-based 

management system). 

 
Figure 1. General process of MDCSs. Adapted from [6]. 

MDCSs worldwide 

Currently, there are many MDCS initiatives around the globe. As reported in 

(WHO, 2011), mHealth surveillance projects are more prevalent in countries in 

the low-income groups than those in the high-income groups, and particular 

high activity was found in the African and South-East Asian regions. Another 

report [7] presents a compilation of sixteen mHealth projects for health 

surveillance. These initiatives are mainly pilot projects, but the most successful 

programs are fortunately scaling up and being deployed in multiple countries. 

For instance, eSTEPS [8], a PDA-based data collection system tested in Fiji for 

comparing the gains in efficiency and data quality that electronic questionnaires 

have over paper. Similar studies were conducted with the Personal Data 

Collection Toolkit [9], in Cape Town (South Africa), and the Data Entry at the 

Point of Collection [10], in Tanzania. Another related application is described in 

[11], in which health agents employ MDCS for improving antenatal care and for 

promoting immunization services in Thailand. A more recent example is 

MoTeCH [12], deployed in Ghana, which empowers nurses and community 

health workers with a MDCS for recording and tracking the care delivered to 
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women and newborns, and generates management reports mandated by the 

country’s health authorities. There are also standardized, general purpose tools 

that help in the task of designing forms using a web dashboard and deploying 

them to mobile devices, such as the magpi framework [13]. 

Information Security and Privacy Perspectives 

Information security is commonly addressed by means of the principles of 

information confidentiality1, integrity2, and availability3. Privacy, in turn, stands 

for fundamental rights and freedoms of subjects to have their right to privacy 

with regards to the manipulation and processing of personal data [14]. 

Regarding MDCS, it is also important to clarify a few other basic assumptions, 

with respect to: the viable attack surfaces; the trusted/untrusted domains; and 

the meaningful use of medical data. 

Attack surface refers to the parts of the system where a malicious user (e.g., 

attacker) could try to enter or extract data from the environment, aiming to 

exploit the system, e.g.: acquire unauthorized information and/or privileges; 

disrupt system’s functions; and other violations. In the case of MDCS, the 

mobile phone and the web server are the main attack surfaces to the system. 

Mechanism should be implemented at both sides in order to ensure 

information security and privacy. 

Another important assumption refers to the application’s environment. For 

healthcare systems we typically consider an implied trusted domain and 

confidentiality among medical staff (i.e., CHWs and health managers must 

follow strict work policies and regulations). In other words, these actors have a 

legitimate purpose to access to the individual’s or family’s data in order to 

provide proper treatment, i.e., meaningful use of medical information. 

Regarding security of MDCS, significant research has been already made, which 

partially solves the problem, as described in Section Related Work. On the other 

hand, such systems can be (deliberately or accidentally) misused, leading to 

infringements of personal privacy. Typical cases include: (a) the lack of 

informed consent before collecting subject’s data; (b) the lack of clear 

statements about the purposes of collecting and using the data; and, (c) the lack 

of transparency on how the data is processed and possibly shared. These and 

                                                 
1
 Confidentiality: information should not be made available or disclosed to unauthorized individuals. 

2
 Integrity: information should be maintained accurate and complete; should not be tampered with.  

3
 Availability: information must be available when it is needed. 
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other privacy and data protection issues are thoroughly discussed in Section 

Privacy Groundings for mHealth. 

Related Work - MDCS Security and Privacy 

The integration and implementation of security mechanism in MDCS is not 

trivial. Appropriate algorithms and protocols for user authentication, secure 

communication and storage rely on cryptography; and “cryptography is harder than 

it looks, primarily because it looks like math” [15]. Besides, it requires highly 

experienced teams, with profound knowledge of the field, to implement and 

configure it correctly. In order to facilitate this task, regular developers can rely 

on security libraries that were designed, implemented and maintained by groups 

of experienced cryptographers.  

With respect to MDCS, two security frameworks have been proposed: 

SecureMDC [16] and SecourHealth [6]. Both proposals aim to provide highly 

usable (i.e., transparent to the end-user) and lightweight security 

implementation. Basic functions include: user online and offline authentication; 

secure data storage; and, secure communication between mobile and server. 

The SecourHealth was implemented into the GeoHealth [17], a mHealth data 

collection application used for primary health care in Brazil. Likewise, 

developers of SecureMDC integrated their solution into two open-source 

general-purpose MDCSs, i.e., openXdata4 and Open Data Kit (ODK)5.  

The adoption of such security frameworks is an important step towards more 

secure and privacy-preserving mHealth systems. However, as aforementioned, 

security only partially solves the problem. In what follows, we provide a brief 

review about the privacy literature and its peculiarities in relation to mHealth. 

Privacy groundings for mHealth 

Addressing privacy in the ever-growing world of information technology is an 

unceasing challenge. The concept of Privacy by Design (PbD) [18] is 

remarkable example. Developed in the 1990s, its objective is to take privacy 

into account throughout the whole systems engineering process. PbD has seven 

foundational principles [18]: (1) privacy should be dealt in a proactive and 

preventive way; (2) it should be in the system’s default mode, and, (3) 

embedded in the system’s design; (4) it should not trade-off with functionality; 

                                                 
4
 http://www.openxdata.org/ 

5
 https://opendatakit.org/ 
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(5) the whole lifecycle of information processing should be secured; (6) its 

mechanisms should be visible and transparent to the users; and, (7) consistently 

respecting users privacy. 

In the 21st century, the concept of PbD has spread in various related fields of 

research and legal frameworks. A notorious example of PbD’s incorporation is 

the European General Data Protection Regulation (EU GDPR) [19], replacing 

the EU Data Protection Directive 95/46/EC [14], which intends to strengthen 

and unify data protection for individuals within the European Union. 

Most countries, however, still lack legal framework for privacy and data 

protection (such as EU GDPR). Another alternative would be the adoption of 

practical guidelines regarding mobile privacy and information security for M4D 

(and mHealth). Some efforts have been made towards a collection of guiding 

principles for M4D projects, such as in [20] and [4].  

In [20], the author “seeks to define guiding privacy and security principles for ICT4D 

projects, to provide a framework for project planning and evaluation, and to facilitate 

productive dialogue and action in the intersection of technology, privacy and development”. 

Although the author uses the (more generic) term ICT4D, actually the paper 

addresses use cases in mobile health, mobile finance and mobile governance. In 

the same way, the author of [4] stresses the importance of initiatives such as 

[20], and, advocates in the case of M4D “that putting the right to privacy and data 

protection into practice requires strengthening existing frameworks and developing new 

standards”.  

Guiding tools, such as the one presented in [20], are noteworthy steps towards 

a practical assessment of privacy in M4D projects; and they are in line with EU 

GDPR. However, they still remain in a quite high-level. Developers need more 

accurate information regarding how to engineer privacy into their systems. As 

explained in [21], PbD principles are mostly “too vague”, displaying a 

disconnection between policy makers and engineers when it comes to how to 

technically comply with privacy and data protection. Also, the complexity of the 

engineering task can rarely be reduced to an easily ticked checklist; it requires 

deep analysis and understanding of the system in order to properly mitigate 

associated privacy risks [21]. That is, to close the gap between privacy principles 

and software implementation, we need application-specific methods, focused 

and close to reality. A well-known and established way to do so is by using 

Privacy Impact Assessment (PIA) templates. 
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The objective of the PIA template is to systematically identify the risks and 

potential effects of collecting, storing, and sharing personal data to mitigate 

potential privacy risks [22]. Also, as aforementioned, PIAs can be tailored to a 

specific technology and application (e.g., [23] for RFID6 applications). 

Accordingly, mHealth7 developers could also take benefit of PIA templates. 

Hence, this paper focuses on an initial proposal of PIA template for MDCS.  

Narrowing down: Engineering Privacy for MDCS 

This section describes the overall strategy towards the creation of a PIA 

template for MDCS. To do so, the research is grounded in the aforementioned 

PIA template for RFID [23]. Besides, we also take into account the important 

findings and discussions regarding MDCS, already made in the security 

frameworks (presented in the related work section).  Notice that, this is a 

preliminary proposal of our PIA template. A complete version will require 

further analysis, thereby being matter of our future research. 

A PIA template is typically structured in four parts: 

1. Description of the application (i.e., MDCS), in terms of its objective, 

requirements, users, stakeholders, application architecture, and data 

flows.  

2. Identification of privacy threats with respect to a list of privacy targets 

embedded in the legal framework EU GDPR.  

3. Proposal of technical and organizational controls for mitigating the 

identified privacy threats, i.e., countermeasures. 

4. Documentation of the PIA regarding the MDCS being analyzed. 

In our case, the application description was already presented in Section Mobile 

Health Data Collection Systems (for further details we refer the reader to [6] and 

[16]). It is also worthy noticing that we are using the EU GDPR as our best 

attempt to cope with an established legal framework, since developing countries 

still lack such artifacts. Nevertheless, it should be possible to adapt or extend 

the PIA template in case of other specific privacy regulations, by redefining the 

privacy targets, its associated threats and proposed countermeasures. In 

                                                 
6
 Radio-Frequency Identification (RFID) uses electromagnetic fields to automatically identify and 

track tags attached to objects. 
7
 Notice that, mHealth by itself is only an umbrella term, with quite many applications falling under it 

(e.g., remote monitoring, health surveys & data collection, SMS reminders, treatment adherence, and 
others). 
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remainder of this section, we describe the EU GDPR’s privacy targets, and 

briefly explain the rationale regarding threats identification and mitigation. 

Privacy Targets 

In order to achieve privacy and data protection, the EU GDPR defines a set of 

(general) privacy targets that should be aimed when assessing a system or an 

application. These privacy targets are listed and explained in Table 1.  

Table 1: Privacy targets derived from EU GDPR. 

Privacy Target Description 

Compliance with Data 
Processing Principles, 
data protection by 
default (Art. 5, 23) 

The key privacy principles, including the following ones, 

are to be ensured, and must be enforced by default: 

Purpose binding: Personal data must be collected for 

specified and legitimate purposes and may later only be 

used for those purposes (Art. 6 Ib). 

Data minimization: The amount of personal data and 

the extent to which they are collected and processed 

should be minimized (Art. 6 Ic EU Directive), i.e., in 

particular if possible data should be anonymized or 

pseudonymized. 

Lawfulness of personal 
data processing (Art. 6)  

Lawfulness of processing to be ensured by an 
unambiguous informed consent, contract or legal 
obligation. 

Lawfulness of 
processing special 
categories of data (Art. 
9) 

Lawfulness of the processing of “sensitive” personal data 
(such as data related to health, ethnicity, union 
membership, religious beliefs and political opinions) must 
be ensured by explicit consent or special legal basis. 

Compliance with the 
right to be informed 
(Art. 14)  
 

A data subject is to be provided with required privacy 
policy information including the identity of the data 
controller and data processing purposes at the time when 
the data is collected from the data subject. 

Compliance with 
transparency rights 
(Art. 15)  
 

The data subject has the right to access their data (unless 
this adversely affects the privacy rights of others) and 
receive information about data processing purposes, data 
recipients or categories of recipients, the data retention 
period, the right to lodge a complaint with a supervisory 
authority as well as information about the logic involved 
on any automatic processing including profiling, and the 
significance/envisaged consequences of such processing. 

Compliance with rights 
to data portability, 
rectification, erasure 
and restricting data 
processing (Art. 16, 17, 
17a, 18) 

The data subject can exercise the right to export data, 
correct or delete their data, the right to restrict its 
processing, the right to restrict its processing, and the 
right to be forgotten in a timely manner. 
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Compliance with the 
right to object (Art. 19, 
20) 

It must be ensured that the data subject has the right to 
object to the processing of their data, especially in the 
case of automated individual decision making. 

Security of processing 
(Art. 23, 30) 

It must be ensured that suitable security measures, 
including data minimization and pseudonymization, are 
implemented. 

Threat identification and selection of countermeasures 

By looking into the MDCS context, a list of privacy threats can be postulated 

and associated to the aforementioned privacy targets. This threat identification 

analysis can be carried out by a group of experts, using brainstorm sessions and 

iterative reviews. Two preliminary examples of such threats are: 

 Threat 1 – User profiling (data minimization threat): The use of MDCS 

makes it fairly easy to link subject’s data (i.e., patients or families), 

activities, kinship, demographics, and etc. User profiling is inherent in 

the health surveillance process. The further exploitation of data 

relationships, creation of more complete profiles, might result in the use 

of personal data beyond the original purpose. 

 Threat 2 – Vague purposes (purpose biding threat): Vaguely defined 

purposes allow MDCS to be used for purposes not previously defined 

during the design stage. For example, do not follow the premises of 

meaningful use of medical data, and uses it for secondary purposes. 

The next step would be the selection of appropriate technical and 

organizational security and privacy controls. Such measures should further 

explain to developers the privacy threat and address it with effective control, 

and therefore, reaching the privacy targets. If no countermeasure exists, it is 

important to emphasize the problem and discuss existing research challenges. 

Concretely, the examples of countermeasures for Threats 1 and 2 are: 

 User profiling – Datasets can be shared, merged or linked in order to 

create enriched repositories, for primary use of data (e.g., merging public 

health care databases or sharing them with other governmental 

agencies), as well as for secondary use (e.g., sharing data with research 

institutions). Such data operations can extrapolate the original purpose 

of data collection. However, if that is necessary, health managers have to 

consider using psedoanonymization or anonymization methods before 

releasing the data. Therefore, avoiding further profiling the data subjects. 
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 Vague purposes – Parties that have partial or full access to the dataset 

should be clearly declared. Also, their purposes for collecting data 

should be specific, explicit and legitimate. Practical guidance on purpose 

specification and compatible use (when further processing personal 

data) can be found in [24].  For instance, there are cases in which health 

workers snoop patient’s data (whom they are not in charge of), just 

because they are curious. This is clearly out of the original purpose, and 

such snooping incidents can be prevented with proper access control 

mechanisms, and machine readable privacy policies, enforcing that the 

personal privacy preferences are properly followed. 

Conclusion 

This paper is a preliminary effort towards the translation of privacy principles, 

from available legal frameworks, to a practical risk analysis tool (i.e. PIA) that 

supports MDCS’s developers in the implementation of secure and privacy-

preserving mechanisms. In brief, we expect to develop a privacy framework for 

MDCS. Nevertheless, it is important to stress that PIA templates can also be 

created to other categories of mHealth applications, and, for M4D in general. 

The closer we can get to reality, with application-specific guiding tools, the 

easier will be the developer’s work on engineering privacy into various systems.  

Future Work  

Further analysis regarding the privacy threats and countermeasures is part of 

the future work. The objective is to compile a complete list of threats, summing 

up brainstorming sessions and discussions within a group of specialists. 

Therefore, based on the threat list we can start associating viable privacy-

enhancing technologies, making it easier to the developer to know how to 

practically cope with each threat. As a result, we have a fully defined PIA 

template for MDCS. 
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